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Table 1. Cronbach's Alpha and Goodness-of-Fit Criteria for Research

Variables
Cronbach’s 'T‘te_”_‘a' Composite
Alpha Sellelal Ny e Reliability
Constructs

OCOM 0.911 0.914 0.920
OoIT 0.934 0.935 0.940
OSTRU 0.875 0.876 0.897
OCOMU 0.858 0.860 0.890
OGS 0.903 0.914 0.914
OSTR 0.825 0.836 0.858
OTR 0.927 0.929 0.936
CUSTO 0.812 0.817 0.869
OCUL 0.882 0.883 0.897
ODYAD 0.875 0.876 0.897
OVALU 0.883 0.887 0.901
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Table 2. Demographic information of respondents

Percentage | Number | Feature | Percentage | Number | Feature
Work Experience Gender
432 166 | Lessthan2 456 175 Female
years
35.4 136 | petween? 54.4 209 Male
and 5 years
Between 5
14.1 54 and 10 Age
years
73 28 More than 58.6 295 Under 30
10 years years
Between 30
Responsibility in the Audit Firm 28.7 110 and 40
years
Assistant Between 30
23.2 89 . 9.6 37 and 40
Auditor
years
40.4 155 Auditor 3.1 12 Over 50
years
Senior .
175 67 Auditor Education Level
6.7 26 Audit 72.6 279 Bachelor
Supervisor
Senior
4.2 16 Audit 24.5 94 Master
Supervisor
25 10 Audit 2.9 11 PhD
Manager
55 21 AUdIt *%* *%* *%*
Partner
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Table 3. Descriptive statistics of research variables

OVALU
ODYAD
OCuUL
CUSTO
OTR
OSTR
OGS
ocomMu
OSTRU
oIT
OCOM

444 | 443 | 425 | 451 | 46.7 43 432 | 45.6 | 446 | 48.7 | 435 Mean

404 | 424 | 406 | 433 | 466 | 424 | 425 | 479 | 44 | 186 | 216 | MeIR

333 | 333 | 333 | 333 50 333 | 333 50 333 | 66.6 | 33.3 | Mode

99 | 106 | 91 | 118 | 103 | 10.2 | 103 | 122 | 104 | 105 | 103 SD

138. | 105. | 104, 148, 110. | 106. | Varian
986 | 112 | 832 | o o | 105 | g | 09 | 7 : o
007 | 002 | 051 | 009 | - |o19| o018 | " |o1s| o | 043 | Skewn
: : : P oos | 043 | | oos | 7 ess
- - - - - - - - Kurtos
004 | %%* | 008 | 040 | %' | 002 | 016 | | 016 | 074 | 039 | s

8.3 0 16 10 41 9 15 6.25 | 154 22 18 Min

66.6 | 66.6 | 66.6 | 66.6 | 66.6 | 66.6 | 66.6 | 66.6 | 66.6 | 66.6 | 66.6 Max
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Table 4. Results of the number of participants' opinions by level of each

variable
Standard Very High | Somewnhat | Little VIS
deviation | MM | () (%) (%) | litde
(%) (%)
23.5 0 8.6 47.4 43.5 0.5 OCOM
25.2 0 16.4 61.5 22.1 0 oIT
25 0 8.6 58.1 325 0.8 OSTRU
22.6 0 13.3 55.2 28.4 3.1 OCOMU
24.6 0 6.5 51.8 41.2 0.5 OGS
23.6 0 7.6 50.3 40.5 1.6 OSTR
24.9 0 12 59.6 27.9 0.5 OTR
22.1 0 11.7 474 39.6 1.3 CUSTO
25.3 0 4.4 47.9 47.4 0.3 OCUL
24.5 0 8.1 55.7 35.2 1 ODYAD
25 0 7 55.7 36.8 0.5 OVALU
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Table 5. Pearson correlation between research variables

4| < | O ) <
2 5ol3| 5| E|E|8|35/E|5|3| B
dlo |06 | 3| °|o|°|e |8 o} S
0CO
! M
54
1| x| or
. | 63| 56| osT
2* | 47 | RU
. | 67| 57 ] 86 | oco
o= e | mu
66 | 63 | 47 | 55
Ll | o= | o= | 1= | ocs
L | 51| 48| 49| 52| 48| osT
o | o | o | o | o 5
59 | 43 | 47 | 37 | 54 | 30
Llon | g~ | g= | 3 | e= | > | OTR
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Table 6. Research model fitness indices
Suitable size Saturated Model
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Table 7. Q2 criterion for research variables

Q2 Variable
0.261 OCOM
0.326 oIT
0.291 OSTRU
0.355 ocomMmu
0.287 OGS
0.240 OSTR
0.352 OTR
0.359 CUSTO
0.202 OCUL
0.316 ODYAD
0.259 OVALU
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Table 8. Research hypothesis results

. Standard i
Hypothesis type A Standard ] T Hypothesis or path
Path regression e T-statistic Significance
and number coefficient deviation result
->OSTR First sub- .
0GS hypothesis 0.112 0.066 1.687 0.092 Reject
-->OSTR Second sub-
OVALU hypothesis 0.287 0.068 4310 0.000 Accept
-->OSTR Third sub-
ocuL hypothesis 0.269 0.069 3.878 0.000 Accept
-->OSTR Fourth sub-
OSTRU hypothesis 0.158 0.057 2778 0.004 Accept
-->0COM Fifth sub-
ocuL hypothesis 0.446 0.069 6.459 0.000 Accept
-->0COM Sixth sub- .
OVALU hypothesis 0.117 0.075 1.560 0.116 Reject
Seventh
'>8CCS£"_U sub- 0.257 0.045 5.755 0.000 Accept
hypothesis
->0COMU Eighth sub-
OSTRU - hypothesis 0.547 0.045 12.128 0.000 Accept
-->0TR Ninth sub-
ocuL hypothesis 0.486 0.061 7.902 0.000 Accept
->O0TR Tenth sub-
0Gs hypothesis 0.195 0.077 2520 0.010 Accept
Eleventh
'C';S?'FI sub- 0.060 0.054 1114 0.233 Reject
hypothesis
->0IT Twelfth sub- .
0COMU hypothesis 0.023 0.061 0.375 0.711 Reject
Thirteenth
—>O0IT sub- 0.236 0.067 3.526 0.001 Accept
OTR .
hypothesis
_>OIT Fourteenth
OCOM sub- . 0.248 0.048 5.201 0.000 Accept
hypothesis
->0IT Fifteenth
->CUSTO sub- 0.082 0.033 2.506 0.012 Accept
OVALU - hypothesis
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coefficient
->0IT Sixteenth
-=> CUSTO sub- 0.080 0.021 2.280 0.018 Accept
OSTR - hypothesis
O_IE)>$ "!:l[—) Seventeenth
S sub- -0.024 0.022 1.126 0.260 Reject
OSTRU hypothesis
->0IT Seventeenth
ODYAD sub- -0.048 0.042 1.144 0.253 Reject
OTR --> hypothesis
->0IT Direct Non-
ODYAD mediator -0.087 0.074 1.167 0.243 meaningful
->0IT Direct .
CUSTO mediator 0.171 0.065 2.631 0.009 Meaningful
-->0IT Non-
OVALU Other paths -0.009 0.064 0.137 0.892 meaningful
->0IT .
OSTRU Other paths 0.331 0.068 4.887 0.000 Meaningful
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Figure 1. Standard regression coefficients of the main research model
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Figure 2. Significance level of standard regression coefficients of the main
research model
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Table 2. Reliability, Reproducibility, and 95% Confidence Intervals of
Language Model Accuracy Across Three Independent Runs

Ir-ll’;:eTveal Fleiss’ i Sta.nd.ard o 0 Mean del
Between Kappa De\(/(z';lon Cl %95 (%) Acz;or)acy Mode

Runs

3 days 0.87 1.2 67.98-62.02 65.0 ChatGPT

3 days 0.88 1.0 69.78-64.82 67.3 Gemini

3 days 0.86 +1.1 68.43-62.97 65.7 Perplexity
3 days 0.85 1.3 66.98-61.02 64.0 Grok

3 days 0.85 +1.2 67.53-61.07 64.3 DeepSeek
3 days 0.86 +1.4 66.78-59.82 63.3 Qwen
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Table 3. Number of Correct Responses by Large Language Models to PhD
Accounting Examination Questions by Year and Subject

Total Correct Answers
Year | Subject Numbgrof
Questions o )
ChatGPT | Gemini | Perplexity | Grok | DeepSeek | Qwen
Audit 15 11 9 9 9 7 6
Management
2021 | Accounting 20 16 17 17 18 16 18
Accounting
Theory 25 14 16 15 15 15 15
Audit 15 7 8 7 8 7 9
Management
2022 | Accounting 20 14 15 15 15 17 16
Accounting | o5 14 16 15 14 18 14
Theory
Audit 15 10 9 10 10 7 7
Management
2023 | Accounting 20 12 12 15 11 12 11
Accounting | g 15 20 16 16 20 16
Theory
Audit 15 8 11 11 10 9 9
Management
2024 | Accounting 20 17 13 16 15 14 14
Accounting | og 17 14 16 15| 12 13
Theory
Audit 15 11 11 9 10 9 11
Management
2025 | Accounting 20 12 12 12 13 13 16
Accounting | 5 17 17 14 13| 17 15
Theory
Audit 75 47 48 46 47 39 42
Al [Management| 45, 71 69 75 (72| 72 |75
Accounting
Years Accountin
g 125 7 85 76 73 82 73
Theory
Total 300 195 202 197 192 193 190
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Table 4. Percentage of Correct Responses of Large Language Models by
Subject and Overall Performance

Subject ChatGPT | Gemini |Perplexity| Grok |DeepSeek| Qwen
Audit 62.67% | 64% 61.33% | 62.67% 52% 56%

Management | = -,0. | goo0 | 7506 | 7206 | 72% | 75%

Accounting

A‘#’r‘]’é‘gg‘,”g 61.60% | 68% | 60.80% | 58.40% | 65.60% | 58.40%
Total 65% | 67.33% | 65.67% | 64% | 64.33% | 63.33%
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Table 5. Results of the One-Sample Proportion Test of Model Performance
Relative to the Random Baseline (0.25)

Test Significance 7. Difference Success
Result Level (One- Statistic from Test Rate Model
tailed) Value (0.25)

Hypothesis

H1-1 <0.001 16.000 +0.400 65.0% ChatGPT
Supported
Hypothesis

H1-2 <0.001 16.933 +0.423 67.3% Gemini
Supported
Hypothesis

H1-3 <0.001 16.267 +0.407 65.7% | Perplexity
Supported
Hypothesis

H1-4 <0.001 15.733 +0.393 64.3% Grok
Supported
Hypothesis

H1-5 <0.001 15.600 +0.390 64.0% DeepSeek
Supported
Hypothesis

H1-6 <0.001 15.333 +0.383 63.3% Qwen
Supported
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Table 6. Results of the One-Sample Proportion Test of Model Performance
Relative to the Acceptable Baseline (0.50)

Test Significance 7. Difference SuCcess
Result Level (One- Statistic from Test Rate Model
tailed) Value (0.50)

Hypothesis

H1-1 <0.001 5.196 +0.150 65.0% ChatGPT
Supported
Hypothesis

H1-2 <0.001 6.004 +0.173 67.3% Gemini
Supported
Hypothesis

H1-3 <0.001 5.427 +0.157 65.7% | Perplexity
Supported
Hypothesis

H1-4 <0.001 4.965 +0.143 64.3% Grok
Supported
Hypothesis

H1-5 <0.001 4.850 +0.140 64.0% | DeepSeek
Supported
Hypothesis

H1-6 <0.001 4.619 +0.133 63.3% Qwen
Supported
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Figure 1. Six objectives for typical information system audits (De Vries, 2022)
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Table 1. Comparition of anomaly detection methods in IT auditing
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in financial 9
fraud detection
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# Author/Year Data Type Method Strengths Limitations
Multi- Effective multi-
e Unbalanced
classification class fraud A
. . - - - data, limited
Financial with SVM, detection using methods
2 Kazemi & Piri statements of Logistic SVM on coara hi’c
(2022) 134 companies Regression, imbalanced data regtricgtioﬁ and
(2009-2021) Decision with thorough . :
high tuning
Tree, model
: - demands.
Boosting comparison
Simultaneously ngh_ |
captures corgputatlctl)na
3 Alsalmi et al. s | BertGCN semantic text d emzn !
(2025) ystem logs (BERT + and graph epends on
GCN) structure BERT
features embed_d ing
quality
Requires large
De la Cruz LLM + RAG strc)erv?z:ﬁgisa o LLM resources,
4 Cabello et al. System logs for Log g languag challenging for
(2025) Anomaly hikr;ofvlvel iidtg?iyt real-time
9 y processing
acctljrg:hetrhan Limited to
Uchida et al. SPClassifier Y specific
5 Log text standard DNN,
(2024) + Ensemble | preprocessed
Oower resource d
- atasets
consumption
R "
SemiSMAC periorma complexity,
Sunetal. . with limited .
6 System logs (Semi- reliance on
(2025) : labeled data, -
supervised) . LLM for initial
self-tuning -
separation
parameters
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7 Okaolie et al. Heterogeneous ML + DL combines " | sensitivity and
(2025) data hybrid network and Sé)hegllll;lrflti):] is
behavioral data 9ing
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8 AAR-log against targeted -
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9 Niu et al. Svstem loas (Wide & strengths of size, higher
(2024) y 4 Deep Wide and Deep computational
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High accuracy Dependent on
Patel & Iver SiaDNN in detecting sample size and
10 (2025))/ User behavior (Siamese deviation from quality of
DNN) normal normal
behavior behavior
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Figure 3. Proposed method diagram for identifying anomalies and prioritizing
high-risk cases in financial auditing
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Table 2. Audit Rules Used for Pseudo-label Generation

Rule Threshold definition
R1 AmountDiff > Q95(AmountDiff)
R2 AmountRatio < Q01(AmountRatio) or AmountRatio >
Q99(AmountRatio)
R3 Amount > Q95(Amount) and AccountBalance <
QO5(AccountBalance)
R4 Hour € [0, 5]
R5 abs_amount_dev_vs_cust > Q95(abs_amount_dev_vs_cust)
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Table 3. Hyperparameter of the Random Forest Classifier

Hyperparameter Value
n_estimators 500
min_samples_leaf 5
class weight "balanced"
random_state 42
n_jobs -1
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Table 4. Performance Evaluation of the Proposed Method on the Training and
Test Sets Based on Evaluation Metrics

Our Dataset split | Accuracy | Precision Recall F1 Score
proposed | Training set 98.29% 89.19% | 94.29% | 91.67%
method Test set 97.67% 84.85% 93.33% 88.89%

Test Confusion Matrix (Improved Precision)
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Figure 4. Confusion matrix of the proposed method
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Chart 2. Precision—Recall curve of the proposed method
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RandomForest - Sample Tree #0 (max_depth=3)

Figure 5. A representative decision tree extracted from our proposed method
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In the period before 1840 there was little demand for auditing and auditing was limited to the
Before 1840 verification of each transaction, where the concept of sampling or testing was not part of the
auditing procedure.

e A

| Due to the lack of compliance with standards and requirements, it was necessary to develop the .
auditing profession. The approval of the Public Joint Stock Companies Law also stipulated an
1ncrease in the participation of auditors.

h. A

( Focusing on the validation of financial statements, establishing a committee to develop audit )
procedures, defining and graphically displaying internal control, and developing the concepts of
materiality and sampling techniques were among the most important characteristics of this

| period.

The emphasis on risk-based auditing and the introduction of electronic data processing systems
led to the development of electronic data processing auditing as a subdiscipline of internal or
financial auditing. The rapid adoption of technology in auditing, with a focus on risk, was a major
| characteristic of this period.

| IT auditors were the first to deal with systems reviews, and interal auditors began to mncorporate .
electronic data processing info their procedures, leading to the creation of the concept of
"operational auditing "

S A

The establishment of the Committee of Supporting Organizations (COSO), the integration of |
technology into organizations, the emergence of enterprise resource planning (ERP) systems,
and the beginning of IT auditing as an independent field were among the most important
characteristics of this period.

1980-1990

The increasing importance of mnternal controls and IT auditing under the influence of the
Sarbanes-Oxley Act, increasing IT costs due to technological developments, increased attention
to internal control systems, and a closer relationship between executive boards and internal audit
| functions were among the prominent features of this period.

=)
=)
=)
=)
=)
=
=)

The changing way auditors work due to the acceleration of developments in the field of new
technologies, increased attention to the risks arising from technological changes, and the creation
of discussions regarding the jurisdiction of the judiciary in professional associations are among

the prominent characteristics of this period.

kN

2010 to
present

Figurel. The evolution of auditing (Source: van den Heuvel, 2025)
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2000

Introduction of system-based audits
covering general controls and general IT
controls covering IT applications

1999

Since 2015

Development of a common body of

knowledge for technology Integrating advanced data analytics into

the audit process (IT audit)

1973

Initiation of IT auditing as a Since 2020

specialized discipline distinct from

financial statement auditing Move to data-driven audits
focused on AI and deploy
continuous audit methods

¢ @ *— ¢ & —@

| 1970 | | 1980 | | 1950 | | 2000 | | 2010 | | 2020 | | 2030 |

1990-2015

Continuation of system-based Since 2023

audits with ITGC functional

controls and application of IT Financial statement auditors
controls (so-called IT audit) with technical knowledge in
both auditing and IT

Figure 2. Evolution of IT auditing (Source: KPMG, 2023)
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Table 1. Key drivers of the evolution of IT auditing

Key drivers of the evolution of IT

auditing Description

Economic developments, exemplified by
the recovery after the Wall Street Crash of
1929, shifted the focus from fraud
detection to increasing the reliability of
financial statements. The growth of
Economic developments and business entities and the establishment of
financial crises credit institutions and securities markets
created a need for accurate financial
reporting and increased accountability.
Auditors adapted to changing economic
conditions and played a role in
establishing auditing as a profession.

The rapid evolution of technology,
especially in the second half of the 20th
century and beyond, has been a major
driver in the development of IT auditing.
The widespread use of computers, the
advent of electronic data processing
Technological advances (EDP), and subsequent technological
innovations have forced auditors to adapt
their audit methods and procedures to
emerging technologies. The integration of
computers and technology into audit
processes has brought about a significant
change in audit patterns.

Legislative changes, such as the Sarbanes-
Oxley Act (SOx) and its subsequent
regulations, played a significant role in
reshaping IT auditing. The SAX Act’s
emphasis on internal controls over
financial reporting required auditors to
adopt a more comprehensive, risk-based
approach to auditing. Regulatory reforms
highlighted the importance of IT controls
and accountability, leading to the
evolution of IT audit practices.

Regulatory reforms and compliance
requirements

I
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Key drivers of the evolution of IT
auditing

Description

Professional associations and
standardization

Professional organizations such as the
American Institute of Certified Public
Accountants (AICPA) and the Institute of
Internal Auditors (I1AY) have all played a
key role in shaping the development of IT
auditing. Associations such as these have
published frameworks, standards, and
guidelines that provide a structured
approach to IT auditing practices. The
development of certifications such as the
Certified Information Systems Auditor
(CISA?) has helped to professionalize IT
auditing.

Globalization and technological
complexity

The increasing globalization of business
operations and the proliferation of
technology  across  industries  have
expanded the scope and complexity of IT
auditing. Auditors are challenged to
address cross-border regulatory changes
and assess the risks associated with
advanced technologies such as cloud
computing, artificial intelligence, and
blockchain. These developments have
prompted auditors to acquire specialized
IT expertise and adapt audit methods
accordingly.

Changing business environment

The evolving nature of business models,
characterized by digital transformation
and the integration of technology into
every aspect of business operations, has
required a corresponding evolution of IT
auditing. Auditors are required to assess
risks posed by technology-based
processes, data management,
cybersecurity  threats, and privacy
concerns that reflect the changing business
landscape. As a result, the development
and adaptation of IT auditing has been
shaped by a confluence of historical,
technological, regulatory, and
professional factors.

! Institute of Internal Auditors
2 Certified Information Systems Auditor
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Table 2. The most commonly used definitions of IT governance

Researcher's name/Institution
name

Definition

Australian Institute

A system through which current and future IT
applications are directed and controlled, and which
evaluates and guides IT applications in improving
the company.

Jordan & Musson, 2005

It focuses on helping IT systems, performance
management, and risk management operate in
accordance with global IT management standards.
These include (infrastructure  management,
programming project management, information
security management, technology plans and
strategies). The goal is to help companies use their
resources to achieve the required goals.

Information Technology
Infrastructure Library (1TIL,
2003)

How those responsible for leading the company
consider information technology in the process of
monitoring, controlling, and managing the
company, and how the application of information
technology in the company has a decisive impact on
the company's achievement of its vision, mission,
and strategic goals.

Information Technology

It is an integral part of corporate governance and
includes leadership, organizational structures and

Management Institute (ITGl, processes, ensuring that the organization's

2003) information technology supports and enhances the
company's goals and strategies.

It is an integrated set of IT-related practices,

Lan & Bill, 2005 policies, responsibilities, and organizational

structures to support effective decision-making.

Abdul Rahman, 2013

By creating flexibility in information technology,
information systems, structures and operations, it is
an effective tool in the organization, which is seen
as a supervisory capacity to control the installation
and implementation of the IT strategy and is a guide
for the appropriate direction to achieve competitive
advantage for the organization.

Source: Haouam (2020); Al Hila et al. (2017)
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Table 3. Advantages and disadvantages of COBIT 2019

Approach

Benefits

Disadvantages

Comprehensive
approach

It provides a framework that
covers all aspects of IT
governance and
management.

It can be complex and
require significant time
and resources to fully
implement.

Focus on business

It uses a goals-based
approach that links strategic

Effective
implementation requires
a deep understanding of

organizational
performance and
maturity

performance measurement
and maturity for continuous
evaluation and improvement.

goals goals to IT governance. business goals and
strategies.
Measuring Introduces the concept of The measurement and

evaluation process may
require additional time
and resources.

Integration with other
frameworks

It can be integrated with
other frameworks such as
ITIL and ISO 27001,
enabling a structured
approach.

Integration with other
frameworks can be
complex and requires
careful coordination.

Specific guidelines
and instructions

Provides specific guidance
for identifying, assessing and
managing risks.

It may be too detailed
for smaller or less
complex organizations.

Security and
Compliance

Provides specific guidelines
for information security and
regulatory compliance.

Requires more effort to

ensure all security and

compliance guidelines
are properly
implemented.

Principles and best
practices

Emphasizes the use of
principles and best practices
in information technology
management and
governance.

Adapting to principles
and best practices may
require significant
changes to
organizational processes
and culture.

Source: Sholeh & Pramudya (2025)
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(YN Glabsl 5 el 3) (S s i) (olome bt N IS

0,53 S gl 5l Sl Syge 4 |y SeMbl 457 Gl (655l o8 eSO
;,;z@.g}:spuyt{)cu@jsw\‘ﬁgﬁi,uul;&ugfﬁﬁ..\sd
5SS ESTl e ald man Sk a3 0 S 4 B 168 s sl s
a5 SN 03 5 Az oo i 1 OT 2 oS ok 65 Dbl s s 65
8L g ad0, D ol s &K 53 SO Glaesls (VY VPN Gl )3T) 55l o
T35 Bt 2l 4SS 53 1) Db 1 6 & Wl 5 (0 4K 4 e 0
Sy T3 51 (slas samen 4l (s (6303 (65518 S 555 (63 5 4 eSOy £ o
AVY YRR (s ,3T) Wlesls JSKa 1y ey ol a7 s W@j:w‘i’}w (s 8 s
S e 5 )3 g o e S jae b 5 S jete dled 53 4 SO Sl
q_j_m\,&,,.:‘su.x;iu@w,aﬁ;ﬂ)mm@wKsjtzgﬁjd;f,,ﬂgii
a5 1y 4K e 5 ol 5 310 ) el 553 alad 303 aiby g e ol LS oo
& B515 5 6l s s Sl 55 5 gh on hate s ol 4 6 GaelSany! S
31 ol 31 dal gt 7 51 55 s IS ks SIS 51 65 pm s ST e Jla )l OT
LS o oslamal (g lens ¢ gl 5 G s S e wbe Jlhows LgLA(:J.é:.li.
R AR )
35 oo plandl ki (gl 5 53 5 oS | 3 D) 50 4 (65 el (S e b S 5
Jis Sygo 4 l 536 35 a5 50 1) S oS Dbl oS 4 535

! Hash
2 Node
3 Rajasekaran

(N]



V65

P il y ibaan § ol 13T Lo e L 13! 38 (o 330505 31 yiies! Jho

oS 0B 5 oSS LS s 93 4 S et Kb a8 (8 st
hdﬁfr:‘*‘; 5 DBl 53035 (55 g0 o5 et oS5 S 53 358 o0
3 Spdorlie L5 bl g5 ol o5 r @55 s e (oS o SIS D s v
Plp Sz s aan Jltl 53 J S 15 ctias S jate eSS I g sl oSl
XY OLKan 5 6 SL) ol FOLT 385 5 ot 2 b5 olulis Ol 5 Coul

LF YA (ol S o oS Y9 WA (gt 5 (650, 8 VT4

Centralized Network Decentralized Network Distributed Network

Figure 2. Types of networks (Bakri et al., 2023)
(YoYF Ol8an 5 s S1) S gl L ¥ KD

5 Lo nx 5 SBAD 5 5, 0
el Gy Slme 4y S 5 e )05, 0T 4 S 5 S ol
GOl &5 i b 53 o (slaosls b ol o618 5 slaply Jlo)l 5 anlllas o &5,
Pl 3 1 el lsme Wl B35 8 a8 ey ek b Lo ply 33 8
Ol B 15 ply (slsmme 0 ls3 cply T LS 50, Joe b odiS' Il 55 5 ST Oly I
eSS 31 6,85 6K, (ol ol (VFFF Yy SOl 5 6Kl uS .
oy e e 20 (65050 Bon Ol il g DSl el sl ) glite 4 5L
e 4 (G g 4y Bl gn 5oy 02y SIS Sl eslizal b 5 Gy IS Abws 4 DI L

! Cryptography

2 Encrypt

3 Decrypt

4 Lin Wang et al.

(N]



PV VEeE Slim) 9 300 F (ol ) Jlo DMt (5 39L3 § Ui (oo lus oole 4 45

gl e zay Dbl 1) ol Sledbl Ll 57 oo ool s v;win, S 51 S
(P8 YN0 5 $Kly) uS
S @l

0T 4 ) b 3l b o l,T & 1) ply o Sl (b5 oo S 20 ml 5
Ay 5 ol S g B s im0l el i s o S0 (U 8 o 2
DOT G5k 4 ol g 3d5m cpl 5938 oo alons OT (ol Jlalins S5 55 (3l ply
6395548 AS o Jos ab Olgie 4 Jia (VA YN 0L 5 K1) sile b S
Tt S e b Sl J b b edi 6 ey s 2 4 5 3L ys 1y sl 5 oy
S o hs s oke b e 4 ) Goke b oM (5l EEESS Sl eslial L
L ply a0 7 Gl el ply Jas] o 5 el sl slaely 1 (S K
e Sloud g ol LW VAR Glad S 5) il glula LB ol ok S ol
Y 5 93 51 ESO iz O slie Ktay e ot (S SO ke S Sl
135 5 palin S o olinul ia wl5 5 05l ST 02, S g (6 )KS5,
Sash 4 o San s lanl 5 gt 5 psme GLAUS Six (ia Open
el bl Ol L;,lisj-», ‘Su;}ijdfi‘ .M;@JSJJI) eSO Ol ok o0 )3
Slrosls (6 Al 5 Olabl Sl 55 5 AS o galp STl Ll L) besTl
3ol 0L L0 Lo e 65505 A b e 1) 5SS 5 oo ot
s 5850 slas )8 DA S S o3 8 eSO (55T o8 slas 1,8
Az iz > ol Calibes (lnoS s 5 (g 3Ilely 5 g1 g sl ¢SS S 55 Al
OF Xy SO 5 Saaly)

93 YIgw
ol ol ol Sl e 1 ey Sl Rl asete e JRagh S sdse 53,008

:@\ﬁjéudljﬂélﬁwl&‘cmli 5oL JUs a4y rags

! Zhang et al
2 Hashing
3 Rajski et al

L



pio Sy (silacn § Slodl 33T Lo le fn 203l 1 50 (o 331505 51kl Joo VA

SualaS™ 01l s e 3ol il Jo Ll e @
Q%Q‘ﬂ‘)}éﬁ)}‘f}}‘ﬁw‘d};ﬁd}iﬁ L]

SUalutS™ Ol 3 e 550505 ol Eml 5 shite 4 SLlSl 5 Las al, @
SuelutS™ Ol 3 e 5ol 50y L aml 5 50 sladely @

Sl Ol 53 (o 550 5m5 ol al (glalamly 5 (glaiwe) ool o b Las o glaailse @

PRIF (o 95
(st aluenls 4 ks Sala, Sl eslinl b 48T il e asenT & S ol asdlles
5" Sl osluesls 4 i Calay bl e €1 1 e 5ol ey LEal alsl)l Jue
Slaojsm 53 Wl Kaass U 55loe ol 1 QG (ol 5 355 o0 o momn T L2
o8] 4 i 5 6518 o 55 @ cokd 5 l5 B 315 5 g e (slaas i a SISST sl 4 ke
o e lid il Vgl 4l 51 syl sluesls 4 a5 il Sl eslizal ool s aw Ll
ol 5 &Sl (agd el Rty lags cdsly il 5y aalllan 3590 05 53 (oS
LB L a5 O s B e e Sulg o 5 il OB AT S L
w baw 5 5 Loyl § 48T kimae (YVF) T usl 28l 5 ooy S .(YR FAY ¢ Sl s
slisesls 4 a3 Colay cly 5o disdgr sl Als sl e Lol I
S Glesbs by G )00 fsbsn 4 Doed SHLE S sk 4 &5 Wl e S35
QT)%,:;\;}:;);MlaJi;Q)y6\°w,cl?um};iugﬂf.bt;,\,;d\j!u:ﬁ
ol i s 3 S50, (Y YOI (OIKn 5 (630 il oo camlis Sl 5 gudoes Sle 5o 50
izl 53 g sbie s dib oo (oS 5) WT@; 51 claesls L;,,TC,?&J@,L;‘;\ canllas
b S oo AW paiioes Loy a5 5 Sy a0 eSSI L 5 S ide Juboed Sl eslizal L
S Ooua ol Oy (81 tuled @150 15 Ot 5 e 50 ey Sl aslslyl Jde sl

Goad 30 OB o baslas dnT 3 LU s sd 0 48 8 0,0 (V44T 108 wuls 45 S5y,

! Grounded theory approach
2 Inductive

3 Exploratory

4 Corbin & Strauss

5 Glaser

I




\74 VEeE Slim) 9 300 F (ol ) Jlo DMt (5 39L3 § Ui (oo lus oole 4 45

53,8 e el 5 2 S gl (S o e b e 50 ey 1l S
18 Ea 55 5 b on 5seb 5l Laesls 0555 314 i )3l aals 55 S0 55 il 5o
osls 4y ks Cdlaa,y 53 .yl a3 s aesls o bLS 295003 ) (B S g 1))
5 pAasOUNS) 338 o g8 08 L aaslas 10T 5 b Olojan aosls Jows ool
(381148 (], 0n

ST dmsler A4S i 53 Lol (oS 5 S e 55 Juls Basd @)L sl
Wl okd 6,50, (S5loee slajyl 5 Jbo gl 08 = A&l WLl els Ooa
5 dems byl joy Gl bl Olude (s SIS, O e ((Sb Ol ke
w‘.?-dté&|j‘ji$\fﬂh))dﬂy&ﬁ\é‘ﬁ.&mﬁt‘}é}ﬁd‘@L'.i:TL;%j
3 i O G Stinsy s 8ol 3 5 e 6,8 0 5m sla s b
Folan 55T 5 (FA Yoo M) O 5 tal, 60FA4 YV F) Yo Jle e(Fr Y1) oS
los a5 gt 2 YO B WY o3l 53 |y 4 sed sl bl Cgllae d- (F 0¥ NY)
(A0 YooV 5 ¥ ¥ 0) gl 5 558 ((OY Y00 F) SL 5 sla g wlul popioman
°6JE;CL,;|MLM\;L;,,TC.,?.\;,”Tjsrm,\:”;\:;.n\w,wﬁ(n\ YoV el s
S5 BVFY Jle s el sl aas alae G b 51 Laesls () 5Tmeor o Lin oyl 4.2
23 n (3 i (6l S s seh i il 5 ealie o LI K05 Bl o aels!
gaosn b e laain) 53 Sl (6l)ls o7 (LT amale Ll o I &5 4w Il al> o
Sl dads Sy 4 Bielo Olge 4 dies LS e ol 2l g e Bl L asn
gl b A48 gy 4 oobl amls Ole 51 K5 sl 033 Ao 3 s S
s 3 5 BLS1 OUT 305 4 5 (e om0 OB L Lo 5 (lo
s e Ol 1) Shags aS e O uS oSl gla S35 (V)

! Singh & Kant

2 Malone

3 Ramesh et al

4 Attri et al

® Theoretical saturation

I



P il y ibaan § ol 13T Lo e L 13! 38 (o 330505 31 yiies! Jho

\V

AR5, S LS oSl s S5 ) Jgur
Table 1. Characteristics of participants in the qualitative phase of the study

Educational L
Participant | Gender e . Occupation Experience
Qualification
(Years)
PhD — L
1 Male Associate Umvi;f'ty Faculty 15-20
ember
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Professor Member
Branch Manager,
3 Male PhD Stock Brokerage 15-20
Firm
Branch Manager,
4 Female PhD Portfolio 10-15
Management Firm
Master’s Deputy Branch
S Male Degree Manager, Bank 15-20
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Bank
PhD — University Faculty
7 Male Associate Member and 15-20
Professor Licensed Attorney
8 Female PhD - Full University Faculty 2530
Professor Member
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10 Female PhD Stock Brokerage 5-10
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Master’s Certified Trader,
11 Female Stock Brokerage 20-25
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Master’s Financial Manager,
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PhD Executive Manager,
13 Male Candidate Cryptocurrency 5-10
Exchange
Blockchain
14 Male Ph.D Network 5-10
Candidate
Programmer
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Table 2. Guide to the conditional relationships among the research components

o e c g
&=
>
S = 3
Reduction
of
concentrati|, . .,._ .
Decentralizati | Decentralizati Development| on and Utlllzatlon_of Increased
Iran } blockchain asset
on on phase power; .
technology | security
enhanceme
nt of public
trust
Reduction
corrl?ftion RE!C(;Irldmg Cost
Transparency | Transaction |Iran |Development P . reduction;
and transactions | . .
Enhancement | transparency phase . inflation
improveme| on the reduction
nt of public| blockchain
trust
Aur:oanr:gtlo Devte;cr)][()jmen Reduction
Smart Smart Iran |Development| . . of
increased | programmin .
Contracts contracts phase - operational
transaction| g of smart
- costs
efficiency | contracts
Mitigation
of Inflation
sanctions’ Use of control and
. Impact of |(lran |Development blockchain-
Sanctions - effects on enhanced
sanctions phase based
the - asset
- transactions .
national security
economy
Increased Negative
. Environment |Iran |Implementati| resource |Cryptocurren -9
Environment al impact onphase | consumpti | cy mining |S7V'ronmen
P P on P y 9| tal effects
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Table 3. Components of national cryptocurrency implementation

Paradigm Exploratory
Model Indicators and Subcomponent | Open Coding
Component Components
Decentralization - PS4 — PF2
Increased security - PF9 - PVI0 -
PG6
Causal Increased i PS5 - PF3 —
Conditions transparency PV3 - PG11
Increased speed and i PL9 - PV9 —
convenience PG12
High durability - PG13 — PN5
National i PV6 - PD1 -
Cryptocurrency PG14
Core Category Blockchain
technology i PF10-PI9
Smart contracts - PF10
International i PL1-PG10-
transactions Pl4 - PI9
Influence_ of_Western i PL3
capitalism
Media pressure - PL6 —PI8
Role of exchanges, PL8 — PG3 —
brokerage firms, and - PD6
banks
Contextual _ PN4 — PH2 —
Conditions Sanctions - PL5
Globalized trade - PS6
Modern trading i PS7 — PF6 —
methods PV2
PN2 - P12 -
Culture and social i PG18 - PS3 -
traditions PF5 - PV1 -
PD10 —
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Paradigm Exploratory
Model Indicators and Subcomponent | Open Coding
Component Components
Laws and i PL7 — PV5 -
regulations PG4 —PI10
Education - PD9 — PI7
. PN1- PG2 -
Infrastructure Stable internet PD2
Blockchain PD3 - PS1 —
Infrastructure technology P\/7
. PS2 —PL2 -
Strategies and Hardware and
Actions Infrastructure software PV4 - PG1 -
PD4
PN2 - PI2 -
Socio-cultural | PG18 — PS3 —
Infrastructure infrastructure PF5-PV1 -
PD10 —PI3
Consequences
of National
Cryptocurrency Inflation control - PNBP_ GPl\éll
Implementation B
in Iran
Cost reduction - PF7
Enhanced asset i PH1 - PF8 —
security PV8 - PG2
Environmental
impacts - PH3 - PG17
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Table 4. Classical Delphi analysis for determining expert consensus on the
components of national cryptocurrency implementation

Round 2 Round 1
g > >
2 S < ]
@, @ < ) @ <
5 S| 8| 4 g | B
Decentralization Accepted | 56% | 5.63 | Accepted | 57% | 5.69
- Higher security
2 compared to Accepted | 58% | 5.81 | Accepted | 57% | 5.69 |
£ |_traditional money S
2 Increased £
K transaction Accepted | 59% | 5.94 | Accepted | 57% | 5.75 | §
g transparency o
_ f <
> | Speed, convenience, | »ooooq | 5296 | 5.19 | Accepted | 54% | 5.44 | 3
2 | and ease of transfer 8
2 | Greater durability
3 compared to Accepted | 56% | 5.56 | Accepted | 56% | 5.56
2 traditional money
§| o National Accepted | 61% | 6.21 | Accepted | 60% | 6.00 | 2
e yptocurrency =
g Blockchain =
-% technology and Accepted | 57% | 5.73 | Accepted | 56% | 5.61 %
pd infrastructure 5
G Smart contracts Accepted | 55% | 5.59 | Accepted | 56% | 5.66 ©
2 Deployment of
2 stable internet Accepted | 55% | 5.58 | Accepted | 57% | 5.77 | o,
8 infrastructure s
g Development of g
g blockchain system | Accepted | 62% | 6.30 | Accepted | 59% | 5.99 | <
c hardware §
@ Development of 2
£ banking system Accepted | 54% | 5.38 | Accepted | 56% | 5.63 | &
< hardware £
= Development of @
dedi pmen Accepted | 53% | 5.25 | Accepted | 52% | 5.25
edicated national
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Round 1

Py
o
c
>
[}
N

uois1o8q
1UBWaIRY
ues|p
pabasin
1UBWAAIBY
ues|N

cryptocurrency
hardware
Strengthening
hardware
infrastructure to
enhance physical Accepted | 57% | 5.69 | Accepted | 54% | 5.38
security of public
and blockchain
equipment
Development of
blockchain-based
software for the Accepted | 56% | 5.63 | Accepted | 57% | 5.69
national
cryptocurrency
Development of
dedicated national
cryptocurrency
software
Development of
network security
and cryptocurrency
security software
Development of
banking software
platforms based on | Accepted | 56% | 5.62 | Accepted | 57% | 5.68
the national
cryptocurrency
Development of
legal infrastructures
Development of
socio-cultural Accepted | 59% | 5.94 | Accepted | 57% | 5.75
infrastructures
Elimination of
financial Accepted | 57% | 5.70 | Accepted | 58% | 5.81
intermediaries
Increased
transaction Accepted | 58% | 5.81 | Accepted | 57% | 5.69
transparency
Enhanced security
of financial assets
Improved social
security
Elimination of
physical cash

Accepted | 58% | 5.81 | Accepted | 57% | 5.69

Accepted | 59% | 5.94 | Accepted | 57% | 5.75

Accepted | 58% | 5.81 | Accepted | 57% | 5.69

Accepted | 59% | 5.93 | Accepted | 56% | 5.64

Consequences

Accepted | 56% | 5.63 | Accepted | 57% | 5.68

Accepted | 58% | 5.82 | Accepted | 57% | 5.68
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Round 2 Round 1
g > >
@, @ < ) @ <
s |38 4 |5 |¢8
D =)
S| & |8
Reduction of | A conted | 59% | 5.94 | Accepted | 57% | 5.75
financial costs
Facilitation of
international
transactions, Accepted | 56% | 5.64 | Accepted | 57% | 5.70
especially under
sanctions
Environmental 0 0
impacts Accepted | 58% | 5.81 | Accepted | 57% | 5.69
Expansion of
|nterna_1t|onal_ Accepted | 60% | 5.99 | Accepted | 58% | 5.81
transactions via
cryptocurrencies
Influence of the 2]
global capitalist Accepted | 57% | 5.71 | Accepted | 57% | 5.70 | -2
system ke
Media pressures Accepted | 58% | 5.81 | Accepted | 57% | 5.69 3
Role of brokers, E
exchanges, and | 5 coonteq | 599 | 5.94 | Accepted | 57% | 5.75 | 3
reputable global 5
institutions O
'”tfggga'r%r;a' Accepted | 49% | 4.98
InrtJernationaI Merged | 60% | 6.21
- Accepted | 49% | 4.96
sanctions
National policies | »cconteq | 5506 | 555 | Accepted | 54% | 5.38
and macro strategies @
1 o
National laws and | cconreq | 5696 | 5.69 | Accepted | 59% | 5.90 | =
regulations =
o
Development of | » - onted | 5496 | 5.44 | Accepted | 56% | 5.56 | O
cognitive processes >
Education Accepted | 54% | 5.44 | Accepted | 56% | 556 | 'S
>
Cultu_r_e and Accepted | 61% | 6.06 | Accepted | 58% | 5.81 | &
traditions =
Globatlrlgg(t;on of Accepted | 56% | 5.63 | Accepted | 53% | 5.25
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Contertual Conditions
-Expanzion of intemational

Causal Conditions
-Diecentralization

-Higher sacurity compared 1o
convention] monay
~Increzsed iransaction ranspa=ncy
-Greater speed and s2se of mansacions
-High durability

Intervening Conditions
-Modem trading methods
-National policie: and maoe
stratagies

-National laws and resulations ‘
~Cognitive development
-Education

Figure 3.

- N

Stratesie: and Action:
a ment of

Hardware Infrastructure
- Establishmant of 2 Stabla
Intemet Natwork

- Creation of Blockchain
System Hardwara

- Davalopment of Eanking
System Hardwara

- Strengtheming Hardwars
Infrastructure to Enhance the
Dhysical Security of Public
and Bledkchain Equipment
b. Development of Software
Infrastructure

- Davelopment of Elockchain-
Eazsad Software for the
National Cryptocurency

- Development of Metwork
Security and Mational
Cryptommency Security
Software

- Devalopment of Banking
Software Platforms Based on
the National Cryptocumency
<. Development of Lesal
Infrastructure

d. Development of Socio-

Cultural Infrastructure

-Inflation Control

Model derived from the paradigmatic research approach
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Table 5. Descriptive statistics of the research variables

Item N Min Max Mean Std.
El 214 1 5 3.97 0.784
E2 214 2 5 4.10 0.827
E3 214 1 5 4.14 0.790
E4 214 1 5 3.65 1.176
E5 214 1 5 4.07 0.891
M1 214 1 5 3.99 1.007
M2 214 1 5 3.80 1.083
M3 214 2 5 4,22 0.777
R1 214 1 5 4,29 0.812
R2 214 1 5 3.67 1.104
R3 214 2 5 3.88 0.971
R4 214 1 5 4.15 0.883
R5 214 1 5 3.07 1.000
R6 214 2 5 4.23 0.817
R7 214 1 5 3.81 0.996
R8 214 1 5 3.57 1.135
R9 214 1 5 3.41 0.992
R10 214 2 5 4.10 0.760
R11 214 1 5 4.14 0.919
P1 214 2 5 4.30 0.662
p2 214 2 5 413 0.774
P3 214 1 5 4.13 0.866
P4 214 2 5 4.27 0.776
P5 214 2 5 4.33 0.641
P6 214 2 5 4.00 0.875
pP7 214 1 5 4.07 0.891
P8 214 1 5 3.99 1.007
Z1 214 1 5 3.80 0.083
Z2 214 2 5 4.22 0.777
Z3 214 1 5 4.29 0.812
Z4 214 1 5 3.67 1.104
Z5 214 2 5 3.88 0.971
V1 214 1 5 4.15 0.883
V2 214 1 5 3.07 1.000
V3 214 2 5 4.23 0.817
V4 214 2 5 413 0.774
V5 214 1 5 4.13 0.866
V6 214 2 5 4.27 0.776
V7 214 2 5 4.33 0.641
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Table 6. Model reliability assessed using Cronbach’s alpha coefficient

Construct (Items) Cronbach’s Alpha Composite Reliability
E1-E5 0.792
M1-M3 0.769
R1-R11 0.737
P1-P8 0.770 0.916
Z71-75 0.704
V1-V7 0.798
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Table 7. Convergent Validity and Composite Reliability of Constructs

Construct CR AVE
Causal Conditions 0.91 0.67
Core Category 0.86 0.61
Strategies and Actions 0.92 0.56
Consequences 0.88 0.53
Contextual Conditions 0.97 0.54
Intervening Conditions 0.90 0.58

il s Sl (o 81 5 KMO 0505 51 (5,80 303 S (2 812
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Table 8. Assessment of model adequacy and the KMO test

Construct Number of Bartlett’s Test KMO
Items Significance (P-value) Measure
Causal Conditions E1-E5 0.0000 0.737
Core Category M1-M3 0.0000 0.796
Strategies and R1-R11 0.0000 0.877
Actions
Consequences P1-P8 0.0000 0.701
Contextual 71-75 0.0000 0.702
Conditions
Intervening V1-V7 0.0000 0.829
Conditions

S Jule Law g5 o571, e ja uilly Sl s uite a1 ST 2Bl alie (1) Jode-
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Table 9. Communalities of the questionnaire items

. Initial Extracted . Initial Extracted
QUL Communality | Communality Qe Communality | Communality
1 1.000 0.535 21 1.000 0.944
2 1.000 0.737 22 1.000 0.863
3 1.000 0.647 23 1.000 0.921
4 1.000 0.673 24 1.000 0.938
5 1.000 0919 25 1.000 0.605
6 1.000 0.925 26 1.000 0.919
7 1.000 0.871 27 1.000 0.925
8 1.000 0.958 28 1.000 0.871
9 1.000 0.938 29 1.000 0.958
10 1.000 0.919 30 1.000 0.938
11 1.000 0.915 31 1.000 0.919
12 1.000 0.932 32 1.000 0.915
13 1.000 0.956 33 1.000 0.932
14 1.000 0.889 34 1.000 0.956
15 1.000 0.619 35 1.000 0.889
16 1.000 0.770 36 1.000 0.944
17 1.000 0.680 37 1.000 0.863
18 1.000 0.688 38 1.000 0.921
19 1.000 0.687 39 1.000 0.938

20 1.000 0.717
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Chi-Sguare=1179.29, df=694, P-value=0.06298, BMSEA=0.041

Figure 4. Standardized coefficients of the model
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Table 10. Fit Statistics of the Structural Equation Model

Fit Index Value Acceptable Threshold
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Table 11. Results of the Structural Model Path Analysis

Pathway Standar@ued t-value [P-value| R2 Result
Coefficient
Causal Conditions— Core| o, 6.06 | 0.001 | 0.41 |Supported
Category
Core Category—

Strategies and Actions 0.83 6.38 | 0.001 | 0.50 |Supported
Strategies—Consequences 0.79 4.94 | 0.001 - Supported
Contextual Conditions—

Strategies and Actions 0.81 6.27 0.001 | 0.46 |Supported
Intervening Conditions—

Strategies and Actions 0.80 6.00 | 0.001 - | Supported
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Step 1
Initial Identification of Barriers: Extraction and refinement of barriers to cyber insurance
adoption through a systematic literature review and qualitative analysis of reputable studies

Step 2
Validation and Localization of Barriers: Verification and refinement of the extracted barriers
using the Delphi method, achieving consensus on the barriers, merging overlapping items,
adding necessary ones, and selecting the final barriers

Step 3
Causal Analysis of Barriers: Examining the influence and dependence of cyber insurance
adoption barriers using expert questionnaires and DEMATEL analysis

Figure 1. Research Process
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Table 1. Extraction of Barriers

References Barriers Code
Cremer et al., 2024; Jain et al., C%\Cegfngaeng:g?p&rgru(zoﬂd R
2025; He et al., 2025 goverr \ L
(especially war exclusion)
Adriko & Nurse, 2024b; Ballestra Adequacy and quality of R
etal., 2024 incident/loss data §
Berdopoulos, 2025; Lefévre et al., Model risk and structural R
2024; Skeoch & loannidis, 2024 instability of loss distributions :
Cremer et al., 2024 Capamty and efficiency of the Re
reinsurance market
Cremer et al., 2024 Insurer—insured information Rs
asymmetry
Puteri etal., 2022§é5CIemente etal, Interdependence and contagion R
of cyber risk 6
Li etal., 2025 Temporal dependencies and R,
structural changes
Bece et al., 2024; Mott etal,, 2023 | CYDersecurity prerequisites | o
(underwriting controls)
Eling & Jung, 2025; Joshi et al., Managerial cognitive biases R
S - 9
2025 (optimism, loss aversion)
. Moral hazard post-purchase
Carannante & Mazzoccoli, 2025 (reduced security efforts) Rio
Adriko & Nurse, 2024a; Schitz et Policy readability and R
. . 11
al., 2023 consumer insurance literacy
Hui et al., 2024; Zhao et al., 2024; Post-incident service quality R
Gbmez et al., 2025 and awareness programs 12
Boonen et al., 2025; Zhao et al., Defense—insurance co-design
2025; Cimbru et al., 2025; Sadeghi (aligning coverage with Ris
& Eskouei, 2021 controls)
Hamid et al., 2025; Woods &
Wolff, 2025; Fattahi Zafarghandi, Alignment of regulations and R
2023 standards 1
. Governance and involvement
Banerjee & Das, 2024 Ris

of security organizations
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Table 2. Final Barriers
Barriers Code

Ambiguity in cyber insurance coverage and exclusions (especially R
war and governmental actions) !
Low quality and insufficient adequacy of cyber incident and loss data R,

Higher premiums and restrictive terms due to limited reinsurance
R4
support

Coverage limitations due to cascading and simultaneous cyberattacks R
across firms e

Weak support and ancillary services of cyber insurance (training, R
incident response, claims handling) 12

Misalignment of cyber insurance coverage with business needs, R
processes, and security architecture B

Low involvement of security and governmental institutions in R
supporting and developing the cyber insurance market 1

Regulatory and standardization constraints and misalignments in R
cyber insurance 1

Firms’ concerns about disclosure of sensitive technical information R
and organizational/governmental consequences of incident reporting 10

Impact of sanctions and restricted access to international technical R
and reinsurance partners on coverage design and credibility o
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Table 3. DEMATEL Indicator Results for Barriers
D-R D+R R D Barriers Code
Low quality and insufficient
1.80 9.20 3.70 5.50 adequacy of cyber incident R,
and loss data

Low involvement of
security and governmental
institutions in supporting Ria
and developing the cyber

insurance market

Higher premiums and
restrictive terms due to R4
limited reinsurance support
Ambiguity in cyber
0.80 8.60 3.90 4.70 insurance coverage and

2.80 8.80 3.00 5.80

1.20 8.80 3.80 5.00

exclusions (especially war Ry
and governmental actions)
1.40 8.20 3.40 4.80 Regulatory and Ris

standardization constraints
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D-R D+R R D Barriers Code
and misalignments in cyber
insurance
Misalignment of cyber
-1.10 8.10 4.60 3.50 insurance coverage with
business needs, processes,
and security architecture
Coverage limitations due to
cascading and simultaneous Rs
cyberattacks across firms
Weak support and ancillary
-1.20 7.60 4.40 3.20 services of cyber insurance
(training, incident response,
claims handling)
Impact of sanctions and
restricted access to
1.70 7.50 2.90 4.60 international technical and
reinsurance partners on
coverage design and
credibility
Firms’ concerns about
disclosure of sensitive
0.80 7.40 3.30 4.10 technical information and
organizational/governmental
consequences of incident
reporting

Ri3

-1.40 8.00 4.70 3.30
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Figure 2. Cause—Effect Diagram
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2, Domain-independent
3, Domain-specific

4, User metadata
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. Enterprise data architects
. Data modeling engineers
. Data security officers

. Risk assessment
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Table 2. Practical Perspectives on Data Governance Research Topics

Theme 1
Embracing Theme 2
data Enacting data F-I; gtranmdeafa Theme 4
governance governance From systems
without through governance to data
F " to governing -
compromising repertoires of data to services
digital mechanisms
innovation
Organizations Data governance | Data Many
often frameworks are governance is | organizations
emphasize data | presented as often viewed | still conceive
protection at generic as series data as
the programs, but of assets “at
expense of the mechanisms rest” in
data-driven enactment of implemented | systems.
value creation. | data in Being able to
Practi This governance organizations, | innovate with
ractical -
isslie leads to varies at the datg
perceptions widely across expense of while
that data organizations understanding | protecting
governance and the data
hinders rather contexts. | process of requires
than governing engaging
enables digital data. | with
innovation the nature of
data as
assets in flux.
L. vial
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Theme 1
Embracing Theme 2
data Enacting data F-l; Z?nmja:tga Theme 4
governance governance From systems
; governance
without through o governing to data
compromising repertoires of data to services
digital mechanisms
innovation
Data The duality of The design of | Organization
governance data data s
aims governance, governance traditionally
at leveraging coupled only adopt a
data to with its provides a view of data
create value contingent partial based on
while nature, require account of the existence
ensuring its different data of
protection; combinations of | governance in | physical
maintaining a mechanisms to an and/or
balance protect data organization; | functional
between these | while the silos.
Relevance | two fostering digital instantiation Databased
seemingly innovation. of this digital
contradictory design in innovation
objectives is practice is requires the
challenging. important to removal of
understand those silos,
how an or at least the
organization ability
protects for data to
and leverages | seamlessly
data for across those
digital silos.
innovation.
Structural Accounting for Data Current
mechanisms the governance trends
(e.g., security relative mechanisms emphasize
and contributions are the
access policies) | of each type of traditionally importance of
are governance planned services
traditionally mechanisms to but studying to enable
Relevance of | perceived the their data-based
data as restrictive, achievement of enactment in digital
governance | while the both practice innovation.
mechanisms | potential for objectives of is important The
procedural data to provision of
mechanisms governance is understand those
(e.g., data important to their services
dictionaries, uncover contributions | relies on
data and understand to the structural,
patterns of procedural,

structural,

and relational
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Theme 1
Embracing Theme 2
data Enacting data F-I; E;mc?a?a Theme 4
governance governance From systems
without through governance to data
o " to governing -
compromising repertoires of data to services
digital mechanisms
innovation
lineage procedure, and dual mechanisms
facilities) as relational data objectives of | (e.g.,
well governance data dynamic
as relational mechanisms governance access
mechanisms (e.g., quotas,
(e.0., employee best
employee coaching—a practices)
coaching) to relational that
balance the mechanism— | depart
dual may significantly
objectives of foster better from the
data alignment more
governance with traditional
remains policies and view of IT
understudied guidelines governance
that exist as based on
structural the existence
mechanisms). | of
physical IT
artifacts.
Implement data | Build data Consider Implement
governance governance implementing | digital
mechanisms profiles to help data services
that are an governance embedding
designed with organization mechanisms procedural
the determine how it | inan mechanisms
explicit goal of | fares based on its | iterative (e.g., via
balancing data | own manner, APIs) that are
Potential p_ro_tection and | objectives, but within the co_nsistent
. digital also to context of with data
practical . . . .
solution innovation compare itself to gja_tq-d_rlven governance
(e.g., when other initiatives requirements
defining the organizations to ensure that | for the
roles and for those organization
responsibilities | benchmarking mechanisms
of data purposes are
stewards). quickly
evaluated and
adjusted if
needed
How IS Research can Research can Like strategy, | Research
research can | draw help to data provides the
help attention to the | develop a governance
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Theme 1
Embracing Theme 2
data Enacting data F-l; Z?nmja:tga Theme 4
governance governance From systems
; governance
without through o governing to data
compromising repertoires of data to services
digital mechanisms
innovation
possibility to conceptualizatio | incorporates conceptual
espouse n of both scaffolding
the two data governance | planned and and the
objectives of as emergent empirical
data repertoires of components, evidence
governance as | mechanisms that | calling supporting an
paradoxical, form for approach to
fostering configurations approaches governing
the that that data based on

implementatio
n of

contribute to the
achievement of

are closer to
the

the
provision and

mechanisms organizational practice of the
(e.g., data outcomes governing orchestration
stewards) that data and its of digital
can help impact on services.
to reconcile everyday
both work.
objectives
Paradoxes and | Taxonomies Practice Orchestration
tensions; (Nickerson, perspective (e.q.,
Paradoxical Varshney, (e.g., Maruping &
thinking & Muntermann, | Jarzabkowski, | Matook,
(e.g., Gaim, 2013; L, 2020);
Wahlin, Oberl ander, & Feldman, Servitization
Pina e Cunha, R"oglinger, & 2012; (e.q.,
& Clegg, Rosemann, Peppard, Schuritz,
2018; Lewis, 2021); Galliers, & Seebacher,
2000; Typologies (e.g., | Thorogood, Satzger, &
Potential Poole & Van Doty_ 2014); ) Schwarz,
conceptual (igg\slaer:), chllck, 1994; Ostt(:enswe_and 2017)
- ; Putnam, regor, performative
foundation(s) Fairhurst, & 2006) aspects
Banghart, of
2016; Quinn & organizationa
Cameron, |
1988) elements
(e.g., Latour,
1986) and
routines
(e.g, Feldman
&
Pentland,
2003);
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. Health Insurance Portability and Accountability Act (HIPAA)

. Basel Committee on Banking Supervision's standard number 239 (BCBS 239)
. Family Educational Rights and Privacy Act (FERPA)

. European Union's General Data Protection Regulation (GDPR)

. International privacy regulations

. California Consumer Privacy Act (CCPA)

. UAE's Personal Data Protection Law

. Personally identifiable information (PLL)
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3, Information Technology Infrastructure Library (ITIL)
4, Generally Accepted Auditing Standards (GAAS)
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Table 1. Research questionnaires

Variables component Number of questions
Digital financing questionnaire - 6
Environmental
8
factors
Sustainability questionnaire Social factors 11
Governance
9
factors
Financial performance i 6
guestionnaire
Green innovation questionnaire - 8
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Table 2. Content validity index (CVI) of questionnaire questions

Variables Component CVI
Digital financing questionnaire - 0.71
Environmental factors 0.76
Sustainability questionnaire Social factors 0.73
Governance factors 0.78
Financial performance

: . - 0.77

guestionnaire
Green innovation i 0.72

questionnaire
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Table 3. Cronbach's alpha analysis of research questionnaires

Variables Component Cronbach’s
alpha
Digital financing guestionnaire - 0.75
Sustainability questionnaire Environmental 0.71
factors
Social factors 0.75
Governance 0.75
factors
Financial performance - 0.74
questionnaire
Green innovation - 0.78
questionnaire
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Table 4. Average Variance Extracted (AVE) and Composite reliability (CR)

Variables CR AVE
Digital financing 0.89 0.66
Sustainability 0.88 0.64
Financial performance 0.87 0.62
Green innovation 0.90 0.65

bl etasolis /0 NLAVE 5 v VL CR sl o) Jsu 4 Culis b

IO D ISP L (K U P

Fornell-Larcker ., 5l .0 Jgus
Table 5. Fornell-Larcker matrix

Digital . Financial Green
- - Sustainability . .
financing performance | innovation
Digital financing 0.81 0.53 0.50 0.48
Sustainability 0.53 0.80 0.51 0.49
Financial 0.50 051 0.79 0.52
performance

Green innovation 0.48 0.49 0.52 0.81
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Table 6. HTMT matrix

Digital S Financial Green
8 " Sustainability . .
financing performance | innovation
Digital financing - 0.71 0.69 0.66
Sustainability 0.71 - 0.67 0.65
Financial 0.69 0.67 . 0.68
performance
Green innovation 0.66 0.65 0.68 -
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Table 7. Variance Inflation Index (VIF)

Variables VIF
Digital financing 2.2
Sustainability 2.0
Financial performance 2.1
Green innovation 1.9
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Table 8. Harman’s Single-Factor Test

Percentage of variance
explained

35% Factorl

The factor that explains the most variance
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Table 9. Descriptive demographic statistics of the sample individuals

> 5} (<) > (<) )
e 8 | g8 | 5 | £ g | g8
S 3 = = = ° 3 = = =
< g - E S g g = ES
t| & | 38 I g 38
Less than
25 years 125 32.55 32.55 female 173 45.05 45.05
old
Between 25
and 35 105 27.34 59.89 male 211 54.95 100.00
years old
Between 35
and 40 89 23.18 83.07 total 384 100.0
years old
Morethan | g5 | 45093 | 10000
40 years
total 384 100.0
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Table 10. Mean and standard deviation of research variables

Factor Sar_nple mean star}dgrd median [ Min | Max
size deviation
Digital financing 384 | 4051 | 1.152 3 1.000 | 5.000
Enviranmental 384 | 4079 | 1.103 35 | 1.000 | 5.000
factors
Social factors 384 | 4031 | 1.082 35 | 1.000 | 5.000
Governance factors 384 4.054 1.115 3 1.000 | 5.000
Sustainability 384 | 4055 | 1.082 35 | 1.000 | 5.000
factors
Financial 384 | 4.023| 1.090 3 1.000 | 5.000
performance
Green innovation 384 4.046 1.079 3 1.000 | 5.000
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Table 11. Correlation between model variables

=2} E » g 8 = -8 <
— S e c
Factor 2 G o ® - 56 ‘= 2 S 5 L2
ac == S 3= 2% | £€ | ©¢
S1ET | 8 |6 |3 g <
Digital financing 1
Environmental 0.882%% 1
factors
Social factors 0.840** | 0.846** 1
Governance factors 0.816** | 0.836** | 0.778** 1
Sustainability factors | 0.902** | 0.953** | 0.931** | 0.930** 1
Financial 0.843** | 0.848** | 0.834** | 0.791** | 0.879** 1
performance
Green innovation 0.861** | 0.882** | 0.852** | 0.808** | 0.903** | 0.861** 1
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Table 12. Normality test of the variables under study

The
. . Kolmogorov-Smirnov | significance
Variables Sample size test statistic level of the
test
Digital financing 384 1.064 0.164
Environmental 384 1.072 0.172
factors
Social factors 384 1.075 0.175
Governance 384 1.058 0.158
factors
Sustainability 384 1147 0.200
factors
Financial 384 1.045 0.145
performance
Green innovation 384 1.038 0.138
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Table 14. Regression coefficients and significance of model variables

Description Coefficient standard | Critical | significant
error area level
Digital financing— 0.984 0.058 | 16.988 | 0.000
Sustainability
Digital financing— Green | g4 0078 | 11.779 | 0.000
innovation
Digital financing— 0.870 0.074 | 11.810 | 0.000
Financial performance
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Table 1. Characteristics of Big Data
No. | Characteristic Description Examples

The size of data in terms
of storage space required Terabytes, Petabytes,

1 Volume on hard disks or other Exabytes, Zettabytes
storage media.
The complexity of large
data sets that may exist in . .
. different forms, including TEXt’ |mages,_aud|0,
2 Variety ' video, geospatial data,

structured, semi-
structured, and
unstructured data.

sensor data

Batch processing, real-
time processing,
continuous stream
processing

The high rate of incoming
3 Velocity data streams with
heterogeneous structures.

L variety

2 Value

3 Variability
4 Veracity
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No. | Characteristic Description Examples
The accuracy and
reliability of data in terms Complex process
. of duplication, bias, structures,

4 Veracity . . . . . g
inconsistency, and its inconsistencies in large
potential usability for data sets

analysis.
The ability of big data to
be connected and linked, Data connectivity,

5 | Connectivity | osien represented in graph- networked data

based structures.
The potential to

extract economic and Revenue increase, cost
6 Value business value from big reduction, improved
data for various customer satisfaction

stakeholders.
Rapid and continuous
changes in data meaning Changes in data flow

7 Variability

due to fluctuating data rates
flow rates.
- The validity period and Fractions of a second
8 Volatility retention duration of data. and longer

The science of visually
presenting data and
information to facilitate
understanding.

Patterns, trends,
anomalies, instability,
change

9 Visualization

hglin Y g 45 4 15 LaeslaDIS 5 i (slaesls G S5 0l o ol opl

13 gad
LaoslsgMS™ 5 g (slaosls L;Lnu’f}_‘g awlie . ¥ Jou>
Table 2. Comparison of Characteristics of Traditional Data and Big Data
Traditional Data Big Data Traditional Data Big Data
Traditional data usually has a smaller Big data has a very large volume
volume and can be managed using and is generated from multiple
conventional data processing tools. digital sources.

Traditional data is often structured and
comes from limited sources such as
financial statements, transaction
records, and audit reports.

Big data includes a wide variety of
structured and unstructured data
such as text, images, videos, etc.
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Traditional Data Big Data Traditional Data Big Data
The speed of data generation and Big data is generated and processed
processing is relatively low and aligns at very high speed, enabling real-
with periodic audit cycles. time analysis and decision-making
Due to its structured nature and Big data often contains data with
limited sources, traditional data varying levels of quality and
generally has high reliability and is reliability, making accuracy and
easier to validate. data integrity more challenging.
Big data enables deeper insights,
Insights derived from traditional data pattern recognition, and supports
are often limited to historical analysis predictive analytics, which can
and periodic reporting. significantly improve decision-
making and fraud detection.
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Table 1. Convergent Validity and Reliability Assessment of the Study Variables

el AV | Cronbach .
e E 's alpha Variable
reliability
Concerns About the Decline in Professional
0.89 0.58 0.86 Judgment Due to the Use of Artificial
Intelligence
0.87 0.57 0.83 Threat of Job Replacement for Accountants
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Table 2. Structural Model Results

Result P t Pa.th Path
coefficient

Concerns About the Decline in
Professional Judgment Due to the
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Threat of Job Replacement for

Accountants
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. . Coefficient of
FieeeElailiy determination
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Table 4. HTMT Matrix of the Research Variables
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Decline in Professional .
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Accountants Ju gm_ent_Due tot_ e Use
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Concerns About the

Decline in Professional
— — Judgment Due to the
Use of Artificial
Intelligence
Threat of Job
— 0.72 Replacement for
Accountants
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1. Introduction

The COBIT framework provides enterprise-wide guidance for the
governance and management of information and technology. To
implement COBIT successfully, organizations must establish
appropriate organizational foundations across multiple domains.
Conducting regular audits using the COBIT framework can help
institutions  identify weaknesses and implement strategic
improvements. No research has examined the impact of root factors
and enabling factors on the key operational and mediating factors of
the COBIT framework in Iran to explain and determine the effect of
these important factors on the key operational factors of the COBIT
framework in audit institutions in Iran. The main objective of this
research is to examine the impact of root, enabling and strategic
organizational factors on the key operational and mediating factors
in the COBIT framework in Iran. This research presents a well-
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documented and complete conceptual model to show how the
enabling factors can be strengthened and then the key operational
factors of the COBIT framework can be improved using the root and
infrastructure organizational factors.

2. MATERIALS AND METHODS

This study was applied in nature and employed a descriptive-
survey method. Structural equation modeling using SmartPLS
software was used to analyze the data, which also takes into account
measurement error. In addition, because relationships among
variables were examined, correlation techniques and tests were also
applied. This study examines how changes in some variables are
associated with changes in other variables. Data collection included
library research for theoretical and field foundations through a
questionnaire. The reliability of the questionnaire and variables of
this research was examined using Cronbach's alpha. The reliability
of each section was greater than 0.7 and the overall reliability of the
questionnaire was 0.9, indicating that the data were reliable. The
research variables had Cronbach's alphas greater than 0.7, and the
internal reliability of the constructs and the composite reliability of
the variables were also greater than 0.7, indicating that the variables
were valid and reliable. The target population comprised auditors
employed in audit firms at various audit levels. A convenience
sample of 384 respondents completed the questionnaire. The
demographic characteristics of the sample included 54% male, more
than 70% had a bachelor's degree or higher, approximately 57% had
at least two years of work experience and above, and more than 40%
were over 30 years old.

3. RESULTS AND DISCUSSION

The findings showed that the adjusted coefficient of
determination statistic for the dependent variable is 0.571 and this
percentage indicates that the independent and mediating variables
related to this model explain part of the changes in the dependent
variables, namely the key variable of the COBIT framework, namely

N]
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information technology in audit firms. The independent variables of
organizational values, organizational culture and organizational
structure with standardized regression coefficients equal to 0.287,
0.269 and 0.158 respectively have a positive and significant effect at
the 5 percent alpha level on organizational strategies in audit firms.
The independent variable of organizational culture with standardized
regression coefficients equal to 0.446, 0.257 and 0.486 respectively
has a positive and significant effect at the 5 percent alpha level on
organizational commitment, organizational communication and
organizational training in audit firms. The independent variable of
organizational structure with a standard regression coefficient of
0.547 has a positive and significant effect at the alpha level of 5
percent on organizational communication in audit institutions. The
independent variable of organizational goal setting with a standard
regression coefficient of 0.195 has a positive and significant effect
at the alpha level of 5 percent on organizational communication in
audit institutions, and shows that the root factors of the COBIT
framework have a positive and significant effect on the enabling and
strategic factors of the COBIT framework. The organizational
training variable with a standard regression coefficient of 0.236 has
a positive and significant effect at the alpha level of 5 percent on the
key operational variable of the COBIT framework, namely
organizational information technology, and the organizational
commitment variable with a standard regression coefficient of 0.248
has a positive and significant effect at the alpha level of 5 percent on
the key operational variable of the COBIT framework, namely
organizational information technology, and it can be said that the
enabling and strategic factors of the COBIT framework have a
positive and significant effect on the key operational variable of the
COBIT framework, namely organizational information technology.
Also, the customer orientation variable mediates the relationship
between organizational values and organizational strategies with the
key operational variable of the Cobit framework, namely
information technology.

N
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4. CONCLUSION

From the findings of this study, it can be concluded that root
causes are of great importance in shaping the strategic orientations
of audit firms. It can also be concluded that clear strategies aligned
with IT objectives help shape and effectively deploy IT in audit
firms, and committed employees, by accepting and deploying new
technologies, play an important role in the success and productivity
of IT systems. Also, a clear and timely flow of information,
especially about business needs and technology capabilities, helps in
the proper development and deployment of IT systems, and
continuous and targeted training programs provide employees with
the knowledge and skills necessary for the optimal use of IT, thus
adding to the overall effectiveness of the IT infrastructure. It can also
be concluded that in audit firms with a strong customer-centric
approach, organizational values (such as attention to quality and
innovation) have a much more positive reflection in the development
and application of information technology, and a customer-centric
approach increases the ability of organizational strategies to guide
and improve organizational information technology. In general, it
can be concluded that when audit firms in Iran focus on creating
value for the customer, investment and management of information
technology are also directed towards meeting customer needs and
strengthening competitive advantage. In this case, information
technology acts as a tool for better understanding and serving
customers and creates tangible value, and if dynamic organizational
adaptation is not managed properly or conflicts with existing
structures, it can prevent the effectiveness of training or structures to
support information technology for the proper implementation of the
COBIT framework. Audit firms should actively promote a culture of
customer-centricity at all levels of the organization. This approach
can help better align IT with the main business goals (providing
quality services to clients). Audit firms should reconsider their
approaches to creating dynamic organizational adaptation. Dynamic
organizational adaptation needs to be integrated seamlessly with
existing organizational structures and training programs to prevent
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conflicts and reduced effectiveness. This requires redesigning
processes and possibly changing organizational culture, and
understanding and properly managing organizational factors,
especially in the field of values and customer orientation, is crucial
to achieving COBIT goals and improving the effectiveness of IT in
Iranian audit firms.

Keywords: Audit, Audit Institutions, COBIT Framework,
Enabling Factors, Root Causes

JEL classification: M42, H83, L86, 014
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1. Introduction

The increasing complexity of IT governance and the rapid
expansion of digital infrastructures have intensified the challenges
faced by IT auditing. IT governance spans decision rights,
accountability structures, risk management, and value delivery,
creating a multifaceted landscape for auditors to evaluate (Weill &
Ross, 2004; Wilkin & Chenhall, 2010). Critical reviews similarly
highlight the heterogeneity of constructs and measures used in IT
governance research, which complicates assessment and comparison
across contexts (Alreemy et al., 2016). At the same time,
stakeholders and regulators demand greater transparency and
communicative clarity—particularly through Key Audit Matters
(KAMSs) disclosures—placing additional pressure on auditors to
synthesize complex technological risks into decision-useful
narratives (IAASB, 2015; Sirois et al., 2018). Traditional audit
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procedures struggle with the volume, velocity, and variety of audit-
relevant data that are generated by enterprise systems, logs, and
governance documentation (Alles et al., 2008; Vasarhelyi & Halper,
1991). These pressures underscore the need for advanced analytical
approaches, including artificial intelligence (Al), machine learning
(ML), and text mining, to enhance audit effectiveness and
responsiveness (Russell & Norvig, 2020; Feldman & Sanger, 2007).

2. MATERIALS AND METHODS

This research adopts a conceptual study approach that develops a
theoretical framework through synthesis of prior literature rather
than empirical testing. The framework integrates two lenses:
Resource Dependence Theory (RDT) and Legitimacy Theory. RDT
posits that organizational survival depends on securing and
managing critical external resources—here, data assets,
computational infrastructure, and analytical capabilities that enable
modern IT auditing (Pfeffer & Salancik, 1978). Legitimacy Theory
emphasizes how transparency, accountability, and conformity with
societal expectations sustain stakeholder approval; explainable,
timely, and decision-useful audit reporting therefore contributes to
perceived legitimacy (Suchman, 1995). Drawing on these
perspectives, we conceptualize Al and text mining as strategic
resources that transform heterogeneous IT governance data into
auditable insights, while simultaneously reinforcing legitimacy
through clearer KAMs, risk narratives, and evidence-backed
recommendations (ISACA, 2019; IFAC, 2016).

3. RESULTS AND DISCUSSION

The study’s primary outcome is an eight-layer model that
organizes Al-enabled IT governance auditing into a coherent stack.
From bottom to top, the stack comprises: Infrastructure, Data,
Application, Preprocessing, AI/ML Analytics, Audit Reporting,
Governance, and a cross-cutting Security layer. The Infrastructure
layer provides computing, storage, and networking capabilities
required for scalable audit analytics. The Data layer aggregates
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structured and unstructured sources, including system logs, IT
governance policies, and prior audit reports—treated as critical
resources in line with RDT (Alles et al., 2008; Weill & Ross, 2004).
The Application layer retrieves and organizes audit-relevant
information via connectors, APIs, and log collectors, reducing
manual effort and latency in evidence gathering (Janvrin et al.,
2012). Preprocessing then performs cleaning, normalization, and
NLP-oriented structuring to produce analysis-ready corpora and
datasets (Feldman & Sanger, 2007). The AI/ML Analytics layer
applies supervised and unsupervised learning to classify control
weaknesses, cluster incident patterns, and detect anomalies;
reinforcement and prescriptive approaches support continuous
monitoring and recommendation of corrective actions (Russell &
Norvig, 2020; Zhang et al., 2022). lllustrative applications include
anomaly detection for suspected fraud, cyber-risk scoring based on
log anomalies, and automated extraction of KAMs from narrative
disclosures (Stoel & Muhanna, 2011; Sirois et al., 2018; Kuster et
al., 2023). The Audit Reporting layer translates analytical outputs
into explainable dashboards and recommendations that improve
communicative value; the Governance layer leverages these outputs
to inform oversight, policy, and strategic alignment (Power, 1997;
ISACA, 2019). Security operates vertically across all layers,
enforcing confidentiality, integrity, and availability and thereby
strengthening organizational legitimacy (Suchman, 1995). Overall,
the model addresses core pain points identified in the literature—
data heterogeneity, time-intensive evidence collection, and limited
visibility into complex IT risks—by positioning Al as both a
resource and a legitimacy-enhancing mechanism (Pfeffer &
Salancik, 1978; Sirois et al., 2018).

4. CONCLUSION

This conceptual framework demonstrates how text mining and Al
can be systematically integrated into IT governance auditing to
increase transparency, reduce uncertainty, and create value. The
eight-layer model connects resources (infrastructure, data, analytics)
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with outcomes (explainable reporting and governance action),
aligning with Resource Dependence Theory while meeting
expectations for credible disclosure consistent with Legitimacy
Theory (Pfeffer & Salancik, 1978; Suchman, 1995). Practically, the
framework offers auditors and governance bodies a roadmap for
deploying Al-enabled tooling—from automated retrieval and
preprocessing to anomaly detection and KAM extraction—within
established standards and guidance (IAASB, 2015; IFAC, 2016;
ISACA, 2019). Future research should empirically evaluate the
model across industries, benchmark algorithmic performance for
audit tasks, and investigate communication effects of Al-generated
KAMs on stakeholder understanding and trust (Sirois et al., 2018).

Keywords: IT Governance; IT Audit; Artificial Intelligence; Text
Mining; Resource Dependence Theory; Legitimacy Theory; Audit
Transparency

JEL classification: M42, C55

References

Alles, M. G., Kogan, A., & Vasarhelyi, M. A. (2008). Putting continuous auditing
theory into practice: Lessons from two pilot implementations. Journal of
Information Systems, 22(2), 195-214.

Alreemy, Z., Chang, V., Walters, R., & Wills, G. (2016). Critical success factors
(CSFs) for information technology governance (ITG). International Journal of
Information Management, 36(6), 907-916.
https://doi.org/10.1016/j.ijinfomgt.2016.05.017

Brown, A. E., & Grant, G. G. (2005). Framing the frameworks: A review of IT
governance research. Communications of the Association for Information
Systems, 15, Article 38.

Boskou, G., Kirkos, E., & Spathis, C. (2018). Assessing Internal Audit with Text
Mining. Journal of Information & Knowledge Management, 17(02), 1850020.
https://doi.org/10.1142/S021964921850020X

Feldman, R., & Sanger, J. (2007). The Text Mining Handbook: Advanced
Approaches in Analyzing Unstructured Data. Cambridge University Press.

Hanisch, M., Goldsby, C. M., Fabian, N. E., & Oehmichen, J. (2023). Digital
governance: A conceptual framework and research agenda. Journal of Business
Research, 162, 113777. https://doi.org/10.1016/j.jbusres.2023.113777

I


https://doi.org/10.1016/j.ijinfomgt.2016.05.017
https://doi.org/10.1142/S021964921850020X
https://doi.org/10.1016/j.jbusres.2023.113777

15 JISTA, Vol. 1, No. 2, Autumn & Winter 2025 - 2026

IAASB. (2015). ISA 701: Communicating Key Audit Matters in the Independent
Auditor's Report. International Auditing and Assurance Standards Board.

IFAC (International Federation of Accountants). (2016). 2016-2017 IAASB
Handbook Volume 1 (Vol. 1). https://www.ifac.org/ flysystem/azure-
private/publications/files/2016-2017-IAASB-Handbook-Volume-1.pdf

ISACA. (2019). COBIT 2019 Framework: Governance and Management
Objectives. ISACA.

IT Governance Ltd. (2024). IT Governance: definition & explanation. Retrieved
January 5, 2024, from https://www.itgovernance.co.uk/

Janvrin, D. J., Lowe, D. J., & Bierstaker, J. L. (2012). Auditor acceptance of
computer-assisted audit techniques: A literature review and research
framework. Journal of Information Systems, 26(1), 67-103.

Joshi, A., Benitez, J., Huygh, T., Ruiz, L., & De Haes, S. (2022). Impact of IT
governance process capability on business performance: Theory and empirical
evidence. Decision Support Systems, 153, 113668.
https://doi.org/10.1016/1.dss.2021.113668

Kiister, S., Steindl, T., & Goettsche, M. (2023). The Informational Content of Key
Audit Matters: Evidence from Using Artificial Intelligence in Textual Analysis.
SSRN Electronic Journal. https://doi.org/10.2139/ssrn.4464713

Maroun, W., & Duboisée de Ricquebourg, A. (2023). How auditors identify and
report key audit matters - An organizational routines perspective. The British
Accounting Review, 101263. https://doi.org/10.1016/1.bar.2023.101263

Mohammadi, E., & Karami, A. (2022). Exploring research trends in big data across
disciplines: A text mining analysis. Journal of Information Science, 48(1), 44—
56. https://doi.org/10.1177/0165551520932855

Pfeffer, J., & Salancik, G. R. (1978). The External Control of Organizations: A
Resource Dependence Perspective. Harper & Row.

Power, M. (1997). The Audit Society: Rituals of Verification. Oxford University
Press.

Russell, S. J., & Norvig, P. (2020). Artificial Intelligence: A Modern Approach
(4th ed.). Pearson.

Sirois, L.-P., Bédard, J., & Bera, P. (2018). The informational value of key audit
matters in the auditor’s report: Evidence from an international setting.
Auditing: A Journal of Practice & Theory, 37(1), 122—146.

Stoel, M. D., & Muhanna, W. A. (2011). IT internal control weaknesses and firm
performance: An organizational liability lens. International Journal of
Accounting Information Systems, 12(4), 280-304.
https://doi.org/10.1016/j.accinf.2011.06.001

Suchman, M. C. (1995). Managing legitimacy: Strategic and institutional
approaches. Academy of Management Review, 20(3), 571-610.

Vasarhelyi, M. A., & Halper, F. B. (1991). The continuous audit of online systems.
Auditing: A Journal of Practice & Theory, 10(1), 110-125.

Weill, P., & Ross, J. W. (2004). IT Governance: How Top Performers Manage IT
Decision Rights for Superior Results. Harvard Business School Press.

(N]


https://www.ifac.org/_flysystem/azure-private/publications/files/2016-2017-IAASB-Handbook-Volume-1.pdf
https://www.ifac.org/_flysystem/azure-private/publications/files/2016-2017-IAASB-Handbook-Volume-1.pdf
https://www.itgovernance.co.uk/
https://doi.org/10.1016/j.dss.2021.113668
https://doi.org/10.2139/ssrn.4464713
https://doi.org/10.1016/j.bar.2023.101263
https://doi.org/10.1177/0165551520932855
https://doi.org/10.1016/j.accinf.2011.06.001

A Framework for Applying Text Mining .../ Neda Abdolvand and Maedeh Norouzi 16

Wilkin, C. L., & Chenhall, R. H. (2010). A Review of IT Governance: A Taxonomy
to Inform Accounting Information Systems. Journal of Information Systems,
24(2), 107—-146. https://doi.org/10.2308/jis.2010.24.2.107

Zhang, C. (Abigail), Cho, S., & Vasarhelyi, M. (2022). Explainable Artificial
Intelligence (XAI) in auditing. International Journal of Accounting
Information Systems, 46, 100572.
https://doi.org/10.1016/j.accinf.2022.100572

COPYRIGHTS

This license allows others to download the works and share
@ ®®@ them with others as long as they credit them, but they can’t
change them in any way or use them commercially.

EYv HMC HMD

(N]


https://doi.org/10.2308/jis.2010.24.2.107
https://doi.org/10.1016/j.accinf.2022.100572

Journal of o
Information System and Technology Auditing ]

Research Paper

Evaluating the Performance of Large
Language Models on Doctoral Accounting
Exams: A Comparative Study of Six
Generative Al Chatbots?

Sasan Khademi?

Journal of Information System and Technology Auditing Received: 2025.11.26
Iranian Information Technology Audit Scientific Revised: 2026.01.12
Association ) Py
Vol. 1, No. 2, Autumn & Winter 2025 - 2026 Accepted: 2026.02.18
pp. 17-25

1. Introduction

Recent advances in artificial intelligence (Al), particularly the
rapid development of large language models (LLMs), have
profoundly transformed educational and professional landscapes
worldwide. LLMs, including ChatGPT, Gemini, Perplexity, Grok,
DeepSeek, and Qwen, leverage sophisticated deep learning
architectures and extensive natural language processing (NLP)
frameworks to generate coherent text, comprehend complex
instructions, perform multi-step reasoning, and simulate cognitive
processes that resemble human analytical capabilities. Their
versatility and apparent intelligence have sparked growing scholarly
interest, particularly in higher education and professional training,
where the evaluation of cognitive and conceptual understanding is
crucial.

Accounting, as a discipline, presents unique challenges for
automated reasoning systems due to its reliance on analytical
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thinking, interpretation of theoretical frameworks, application of
accounting standards, integration of qualitative and quantitative
information, and judgment in complex scenarios. Standardized
examinations, particularly at the PhD level, assess not only factual
recall but also conceptual understanding, analytical reasoning, and
the ability to discriminate between subtly different alternatives.
These exams therefore provide a rigorous benchmark for evaluating
the baseline capabilities of LLMs in professional and academic
contexts.

Prior international studies have examined LLM performance in
fields such as medicine, law, computer science, and language
education. These studies demonstrate that advanced models can
achieve accuracy levels comparable to, and sometimes exceeding,
those of human examinees. In accounting, LLMs such as ChatGPT
and GPT-4 have shown promising results, though performance
varies depending on model version, question format, language, and
contextual complexity. Despite this growing body of research, a
notable gap exists regarding LLM performance in non-English
contexts and nationally specific assessments. In Iran, the PhD
entrance examination in accounting represents a high-stakes,
standardized assessment that emphasizes auditing, accounting
theory, and management accounting. No prior study has
systematically compared multiple LLMs on this examination. This
study aims to fill this gap by evaluating six prominent LLMs on
official Iranian PhD-level accounting questions, exploring their
potential as educational support tools, and examining implications
for teaching, assessment, and policy.

2. MATERIALS AND METHODS

This research adopts a descriptive—analytical, empirical,
comparative design. The study population consists of all officially
released multiple-choice questions from the Iranian PhD entrance
examination in accounting between the years 1400 and 1404. The
dataset includes 300 questions across three core domains: auditing
(75 questions), management accounting (100 questions), and
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accounting theory (125 questions). As the complete set of available
questions was analyzed, no sampling procedure was required.

Each of the six LLMs (ChatGPT, Gemini, Perplexity, Grok,
DeepSeek, and Qwen) was tested under standardized conditions
using their publicly available interfaces. Questions were presented
in their original text format, without advanced prompt engineering,
few-shot learning, external tool integration, or any additional
guidance. Responses were coded in binary form (correct = 1,
incorrect = (), and each model’s performance was assessed across
all 300 questions. To ensure reliability, models were run
independently three times with three-day intervals, mitigating short-
term memory effects. Mean accuracy, standard deviation, and Fleiss’
Kappa were calculated to quantify reproducibility, with all models
exceeding Kappa values of 0.85. Additionally, 95% confidence
intervals for overall and subject-level accuracy were computed to
provide statistical precision and assess expected variability.

Data analysis was conducted using SPSS version 27. Descriptive
statistics summarized overall and subject-specific performance,
while inferential analyses addressed two categories of research
hypotheses. One-sample proportion tests evaluated whether each
model performed significantly above the chance level (25%) and a
minimum acceptable baseline (50%). Nonparametric Cochran’s Q
test was used to assess whether differences among models were
statistically significant. This approach allowed robust comparison of
performance across models while accommodating non-normality in
accuracy distributions.

Notably, the evaluation occurred in an open-book scenario,
reflecting practical usage conditions. Models operated under default
configurations, potentially leveraging stored knowledge from prior
training, which introduces the possibility of data leakage.
Consequently, performance reflects operational effectiveness rather
than independent reasoning, emphasizing that observed accuracy
should not be interpreted as evidence of conceptual understanding or
high-level cognitive reasoning. This distinction between open-book

N



Evaluating the Performance of Large Language Models on .../ Sasan Khademi 20

and closed-book contexts is explicitly acknowledged throughout the
analysis and interpretation.

3. RESULTS AND DISCUSSION

Descriptive analysis revealed that all six LLMs performed
substantially above both reference thresholds. Gemini achieved the
highest overall accuracy at 67.3%, followed by Perplexity (65.7%),
ChatGPT (65.0%), Grok (64.0%), DeepSeek (64.3%), and Qwen
(63.3%). While these differences suggest relative variation,
Cochran’s Q test indicated no statistically significant differences,
suggesting convergence in baseline performance across models
when applied to standardized accounting questions.

Subject-level analysis highlighted domain-specific performance
differences. In management accounting, involving applied problem-
solving and numerical reasoning, Perplexity and Qwen achieved the
highest accuracy (~75%), while Gemini performed comparatively
lower. In accounting theory, emphasizing abstract reasoning, Gemini
outperformed other models with 68% accuracy. In auditing, Gemini
again led with 64% accuracy, whereas DeepSeek recorded the lowest
performance. These findings illustrate the importance of content
specificity: excelling in one domain does not guarantee superior
overall performance, reflecting the interaction between question
type, cognitive demand, and model architecture.

Inferential analyses confirmed that all models performed
significantly above the chance level (25%) and minimum acceptable
baseline (50%) across both one-sample proportion test categories.
Large Z-statistics and p-values below 0.001 indicate robust
statistical evidence for baseline competence in handling PhD-level
accounting questions. Despite observable descriptive differences,
nonparametric analysis shows that these are not statistically robust,
emphasizing that nominal performance variations among
contemporary LLMs are small relative to their overall capabilities.

Comparison with prior literature indicates alignment with
international findings. Wood et al. (2023) reported ~56.5% accuracy
for ChatGPT on accounting MCQs, while more advanced models
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reached higher rates. Amoah et al. (2024) demonstrated that
ChatGPT-4 and Claude could achieve human-comparable accuracy
without specialized fine-tuning. Differences among studies likely
reflect model version, language, exam structure, and interaction
strategy. The present study adds value by evaluating multiple LLMs
in a non-English, nationally specific context, providing insights on
model generalizability, domain sensitivity, and practical utility.

4. CONCLUSION

This study provides the first comprehensive comparative
evaluation of six LLMs on the Iranian PhD accounting entrance
examination. Findings demonstrate that all models perform
significantly above chance and baseline thresholds, reflecting
practical competence in producing correct responses to complex
accounting questions. While descriptive differences exist, Gemini
achieved the highest accuracy and Qwen the lowest, nonparametric
analysis indicates no statistically significant differences, suggesting
broadly comparable baseline capabilities across LLM platforms.

The study highlights the importance of distinguishing open-book
from closed-book performance: observed accuracy may partly
reflect retrieval of previously encoded knowledge rather than
independent reasoning. As such, results should not be interpreted as
evidence of deep conceptual understanding. Educators can leverage
LLMs as complementary tools for learning support, practice, and
self-assessment, while policymakers and assessment designers
should consider Al capabilities in exam design and pedagogical
strategies.

Limitations include reliance on multiple-choice questions,
potential data leakage, exclusive focus on quantitative accuracy, and
context-specificity to the Iranian PhD exam. Future research should
explore closed-book assessments, qualitative analysis of reasoning,
prompt engineering effects, cross-linguistic comparisons, and
adaptive learning integrations. Overall, this study provides robust
empirical evidence on LLM performance in advanced accounting
education, supporting informed, responsible integration of Al
technologies into teaching, assessment, and curriculum design.
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1. Introduction

Information Technology (IT) auditing is a systematic and
independent process aimed at evaluating IT controls, data, processes,
and infrastructures in order to ensure the accuracy, integrity,
security, reliability, and alignment of information systems with
organizational objectives (Dzuranin & Malaescu, 2016). This
concept is also defined within established standards such as ITIL and
ISO, which describe auditing as a formal and documented process
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for assessing compliance with standards, accuracy of records, and
operational effectiveness. Although auditing has traditionally been
associated with financial auditing, IT auditing has emerged as a
critical subfield in modern organizations (Gantz, 2013). The rapid
growth of data volumes, increasing technological complexity, and
limitations in human auditing resources have significantly expanded
the scope of IT auditing. In response, machine learning—based
anomaly detection has been introduced as an effective approach to
support IT audit activities (de Vries, 2022). Anomaly detection
focuses on identifying patterns in data that deviate from expected
behavior and may indicate errors, fraud, or security threats (Chacko
et al., 2012; Quinn & Strauss, 2018). Its application in IT auditing
has been shown to improve audit accuracy and quality while
reducing manual and repetitive tasks (Rahmani et al., 2025).
Anomalies in auditing are inherently cross-domain in nature. In
financial auditing, anomalies typically manifest as fraud or material
misstatements in financial data. In contrast, cybersecurity auditing
anomalies are more commonly associated with unauthorized access,
system intrusions, and abnormal user or system behavior, which may
indirectly lead to financial and reputational risks (Hasan & Ahmed,
2025). Despite its advantages, implementing anomaly detection in
IT auditing remains challenging due to the relatively smaller data
volumes and the unstructured nature of IT audit data compared to
financial data. Consequently, selecting appropriate detection
methods and focusing on critical audit processes are essential for the
effective application of this approach.

2. MATERIALS AND METHODS

Due to the sensitive and confidential nature of financial data and
the associated legal and security constraints, direct access to real-
world audit and anomaly detection datasets is generally not available
to researchers. Therefore, in line with many prior studies, this
research employs a synthetic yet realistic dataset designed based on
statistical and behavioral patterns observed in real financial
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scenarios. This approach preserves data confidentiality while
enabling a reliable evaluation of the proposed model’s performance.

The proposed methodology is based on a machine learning
framework for anomaly detection and risk-based ranking in IT
auditing. The input consists of an integrated dataset formed by
merging multi-table transactional, customer, and merchant data.
After data integration, a structured preprocessing phase is applied,
including initial data inspection, time standardization, correction of
invalid values, and imputation of missing data. Subsequently, audit-
oriented features are engineered in three categories: temporal
features to capture irregular transaction timing, consistency features
to identify discrepancies between system-recorded transaction
amounts, and customer behavior deviation features to quantify how
abnormal a transaction is relative to a customer’s typical behavior.

Because reliable anomaly labels are often unavailable or
incomplete in real audit environments, a rule-based pseudo-labeling
strategy is employed. An audit risk score is computed using a set of
weighted, data-driven audit rules, and transactions in the top decile
of the risk score distribution are labeled as audit exceptions. This
design closely reflects real audit practices, where limited
investigative resources necessitate prioritizing high-risk cases. A
Random Forest classifier is then trained to predict the pseudo-label
(AuditException) using the engineered feature set. To ensure
generalization, the dataset is split into training and testing subsets
using a stratified 70/30 ratio. The trained model produces a risk
probability score for each transaction, which is used to rank
transactions in descending order of risk. The final output is a Top-K
list (top 5% of transactions), providing auditors with a prioritized set
of high-risk anomalies for further manual investigation.
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Proposed method diagram for identifying anomalies and prioritizing high-risk
cases in IT auditing

3. RESULTS AND DISCUSSION

In this section, the performance of the proposed method is
evaluated using an integrated dataset comprising 1,000 transactions
described by 25 features. Analysis of the audit risk score distribution
indicates a highly imbalanced dataset, with more than 90% of
transactions classified as low-risk, highlighting the need for robust
evaluation metrics beyond accuracy alone.
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Model performance is assessed separately on the training and test
sets using accuracy, precision, recall, and F1-score. On the training
set, the proposed approach achieves an accuracy of 98.29%, with a
precision of 89.19%, recall of 94.29%, and an F1-score of 91.67%,
indicating effective learning of underlying risk patterns. On the
unseen test set, the model maintains strong and stable performance,
achieving an accuracy of 97.67%, precision of 84.85%, recall of
93.33%, and an F1-score of 88.89%. The close alignment between
training and test results demonstrates good generalization capability
and suggests no evidence of overfitting.

The relatively higher recall compared to precision reflects a
deliberate trade-off suitable for IT auditing scenarios, where
minimizing missed high-risk transactions is prioritized over
reducing false alarms. Feature importance analysis further reveals
that temporal attributes and customer-level transaction amount
deviation are among the most influential factors in anomaly
detection. Overall, these results confirm that the combination of
targeted feature engineering and a Random Forest classifier provides
a robust, reliable, and practical solution for anomaly detection in
intelligent IT auditing systems.

4. CONCLUSION

This study presents a machine learning—based anomaly detection
approach for IT auditing that addresses the growing complexity and
volume of audit data. Through structured preprocessing and targeted
feature engineering, the method identifies high-risk transactions
based on temporal irregularities, system inconsistencies, and
behavioral deviations. Using rule-based pseudo-labeling and a
Random Forest model, the approach achieves robust performance
with about 97.67% accuracy and an F1-score above 88.89%, even
under class imbalance. Future work will focus on real-world
validation, improved interpretability, and better handling of
imbalanced data.
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1. Introduction

In the contemporary technology-driven economic landscape,
information technology (IT) has transcended its traditional role as
operational support to become a critical strategic driver and an
integral component of organizational success (Berghout &
Fijneman, 2023, p. 9). This digital transformation, while unlocking
immense opportunities, simultaneously introduces complex risks
related to cybersecurity, data integrity, and business continuity.
Consequently, the field of IT auditing has undergone a fundamental
evolution. No longer a mere adjunct to financial audits, IT auditing
has emerged as a specialized discipline essential for ensuring the
integrity, security, and reliability of information systems (van den
Heuvel, 2025, p. 73). Central to this evolution is the concept of IT
governance (ITG), which provides the strategic framework of
policies and structures necessary to direct IT activities, ensuring that
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IT investments generate business value and that associated risks are
adequately managed (Haouam, 2020, p. 2). Among the numerous
frameworks designed to facilitate ITG, COBIT (Control Objectives
for Information and Related Technologies) and ITIL (Information
Technology Infrastructure Library) stand out as the most prominent
and widely adopted globally (Amorim et al., 2021, p. 1). Although
both frameworks aim to improve IT management, they adopt
different perspectives. COBIT emphasizes the strategic “what” by
linking IT goals to business objectives and control mechanisms,
whereas ITIL focuses on the operational “how” through detailed best
practices for IT service delivery and management (Sholeh &
Pramudya, 2025, p. 74). This study aims to provide a comprehensive
analysis of the key drivers behind the evolution of IT auditing and to
conduct a detailed comparative assessment of the COBIT and ITIL
frameworks. By analyzing their respective advantages and
disadvantages, this paper seeks to equip organizations with the
understanding necessary to select and integrate an approach aligned
with their strategic goals.

2. MATERIALS AND METHODS

This study adopts a comprehensive literature review with an
exploratory and descriptive approach as its primary research
methodology. The research design is aimed at synthesizing existing
knowledge to provide a holistic understanding of IT auditing's
evolution and the comparative landscape of IT governance
frameworks. The methodology involved a systematic search and
review of academic and professional literature, including peer-
reviewed journal articles, conference proceedings, authoritative
books, and publications from leading professional bodies such as
ISACA (Weber, 2021, p. 1; ISACA, 2018, p. 1). The gathered
literature was analyzed using thematic analysis to identify recurring
themes, key drivers, and points of convergence and divergence
between COBIT and ITIL. The evolution of IT auditing was traced
by chronologically ordering historical developments (Porter, Simon
& Hatherly, 2014, p. 3; van den Heuvel, 2025, p. 75) and linking
them to underlying catalysts such as technological advances (Azizi
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etal., 2024, p. 1474) and regulatory reforms (Chaney & Kim, 2007,
p. 47). For the comparative assessment, the analysis focused on the
core principles, scope, objectives, strengths, and weaknesses of the
latest iterations—COBIT 2019 and ITIL 4—as documented in the
literature (Sholeh & Pramudya, 2025, p. 76; Pratama & Umaroh,
2024, p. 2).

3. RESULTS AND DISCUSSION

The findings of the literature review indicate that the evolution of
IT auditing represents a dynamic response to a set of interrelated
drivers. First, technological advances have been the most relentless
driver, from the advent of electronic data processing in the 1960s
(Kee, 1993, p. 188) to the contemporary complexities of cloud
computing and Al (Azizi et al., 2024, p. 1476), continuously forcing
auditors to develop new skills. Second, regulatory reforms, most
notably the Sarbanes-Oxley Act (SOX) of 2002, have codified the
importance of internal controls, directly elevating the demand for IT
auditors (Chaney & Kim, 2007, p. 48). Third, professional
associations like ISACA have played a crucial role by publishing
frameworks like COBIT and offering certifications like CISA,
thereby professionalizing the field (van den Heuvel, 2025, p. 80).
Finally, globalization and the pervasive integration of technology
have expanded the scope of IT auditing, requiring the navigation of
complex, technology-dependent environments (Olagunju &
Owolabi, 2021, p. 2255). The comparative assessment of COBIT
and ITIL highlights their distinct yet complementary purposes.
COBIT 2019 is positioned as a comprehensive governance
framework (Tantiono & Legowo, 2020, p. 2799). Its primary
strength lies in linking IT goals with business strategy through a
goals-cascade approach, providing a holistic view of IT governance
with a strong emphasis on performance management, risk
management, and internal controls (Sholeh & Pramudya, 2025, p.
77; Umam et al., 2023, p. 194). However, its comprehensiveness can
be a weakness, as implementation is often complex and resource-
intensive, particularly for smaller organizations. Its focus is
unequivocally on the "what" of governance and control (Sholeh &
Pramudya, 2025, p. 78). Conversely, ITIL 4 is a service management
framework focused on the operational "how." Its primary strength is
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the provision of detailed, practical guidance for IT service
management (ITSM), offering a structured approach to service
strategy, design, transition, operation, and continual improvement
(Ozkan et al., 2020, p.710; Gunawan, Hadiprakoso & Kabetta, 2020,
p. 2). ITIL's focus on operational efficiency, user satisfaction, and
incident management makes it invaluable for day-to-day IT
operations (Ahmed et al., 2023, p. 2). However, its weaknesses
include potential integration challenges with agile methodologies
and the significant time and cultural change required for successful
implementation (Ozkan et al., 2020, p. 715; Mueller & Yin, 2023, p.
3). The findings confirm that the two frameworks are not mutually
exclusive but synergistic: COBIT provides the overarching
governance structure and control objectives, while ITIL provides the
operational best practices to achieve those objectives and deliver
value (Sholeh & Pramudya, 2025, p. 79).

4. CONCLUSION

This study yields several key conclusions. First, the evolution of
IT auditing is a story of continuous adaptation, transforming into a
strategic necessity driven by technological innovation, regulatory
pressure, and economic shifts (van den Heuvel, 2025, p. 82). Second,
IT governance has become indispensable for managing IT-related
risks and maximizing the value of IT investments, linking directly to
improved operational efficiency and organizational accountability
(Roustom et al., 2025, p. 643; Danutirta, Hariadhy & Lubis, 2022, p.
93). Third, the comparative analysis confirms that COBIT and ITIL
are synergistic. COBIT offers a comprehensive, top-down
governance model with a focus on control and business alignment,
while ITIL provides a detailed, bottom-up operational guide for
efficient service delivery (Sholeh & Pramudya, 2025, p. 78; Ahmed
et al., 2023, p. 12). The choice of how to integrate them must be
driven by an organization's specific strategic objectives, size, and
risk appetite. In conclusion, understanding the historical drivers of
IT audit and the distinct yet complementary roles of COBIT and ITIL
is paramount for modern organizations. By leveraging these insights,
organizations can develop a mature IT governance system that not
only mitigates risks and ensures compliance but also harnesses the
full strategic potential of information technology, thereby securing a
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sustainable competitive advantage in an increasingly complex digital
world.

Keywords: Audit evolution, IT Audit, IT Governance, Risk
Management, COBIT
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1. Introduction
The rapid diffusion of information and communication

technologies has fundamentally transformed the architecture of
modern economic systems, particularly in the domain of money,
payment mechanisms, and financial intermediation. Among the most
consequential developments of recent decades is the emergence of
cryptocurrencies and blockchain-based financial infrastructures,
which challenge conventional monetary arrangements by enabling
decentralized, transparent, and peer-to-peer transactions without
reliance on traditional intermediaries. While early cryptocurrencies
such as Bitcoin were designed as non-sovereign, fully decentralized
alternatives to fiat money, their proliferation has prompted
governments and central banks worldwide to reconsider the future
of money and the role of state authority in digital financial
ecosystems. In this context, the concept of a national cryptocurrency
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has gained increasing attention as a hybrid construct that integrates
blockchain technology with sovereign monetary governance.

In sanction-constrained and financially restricted economies such
as Iran, the relevance of a national cryptocurrency extends beyond
technological innovation and enters the realm of economic
resilience, monetary sovereignty, and strategic policymaking.
International financial sanctions, limitations in cross-border
payment systems, and dependency on intermediary-dominated
global financial networks have intensified the search for alternative
mechanisms that can facilitate international trade, reduce transaction
costs, and enhance transparency while remaining under domestic
governance structures. Unlike conventional central bank digital
currencies that merely represent a digital form of existing fiat
money, the national cryptocurrency conceptualized in this study is
framed as a broader governance-oriented, blockchain-based
monetary instrument capable of supporting smart contracts, reducing
systemic inefficiencies, and reinforcing trust in financial
transactions.

Despite the growing policy discourse on digital currencies,
empirical and theory-driven models explaining how a national
cryptocurrency can be effectively implemented within a specific
institutional, legal, and socio-cultural context remain limited. This
research addresses this gap by developing a comprehensive
implementation model for a national cryptocurrency in Iran using a
multi-faceted grounded theory approach. The central objective is to
identify the causal conditions, core components, strategic actions,
contextual factors, and consequences associated with the
deployment of a national cryptocurrency, thereby providing an
integrated analytical framework for policymakers, regulators, and
financial institutions.

2. MATERIALS AND METHODS

This study adopts a mixed-method research design grounded in a
multi-faceted grounded theory methodology, which is particularly
suited for exploratory and theory-building research in under-
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theorized domains. The qualitative phase constituted the foundation
of the research and focused on eliciting expert insights into the
implementation of a national cryptocurrency. Primary qualitative
data were collected through in-depth, semi-structured interviews
with fourteen experts possessing direct professional experience in
financial markets, banking, digital asset exchanges, blockchain
development, and legal regulation. Participants were selected
through purposive and snowball sampling to ensure theoretical
relevance and diversity of perspectives. Data collection continued
until theoretical saturation was achieved, meaning that no new
conceptual categories emerged from subsequent interviews.

The qualitative data were analyzed through a systematic coding
process involving open, axial, and selective coding. During open
coding, a large number of initial concepts were extracted directly
from interview transcripts. These concepts were continuously
compared and refined through constant comparison techniques.
Axial coding was then employed to establish relationships among
categories by organizing them into causal conditions, core
phenomena, contextual and intervening conditions, strategies, and
outcomes. Finally, selective coding integrated these categories into
a coherent paradigmatic model that explains the implementation of
a national cryptocurrency in Iran. To enhance analytical rigor and
conceptual clarity, conditional relationship matrices were used to
refine category linkages.

To strengthen the credibility and validity of the qualitative
findings, a classical Delphi method was conducted in two rounds
with a panel of independent experts who were not part of the
interview sample. Experts evaluated the relevance and consensus
level of the extracted components using a seven-point Likert scale.
Components that met predefined thresholds for central tendency and
agreement were retained in the final model.

The quantitative phase aimed to empirically validate the proposed
paradigmatic model. A researcher-designed questionnaire based on
the validated qualitative components was administered to 214
respondents, including financial market participants, cryptocurrency
traders, and university academics with experience in digital assets.
Structural equation modeling was employed to test the relationships
among constructs. Reliability and validity were assessed using
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Cronbach’s alpha, composite reliability, average variance extracted,
confirmatory factor analysis, and goodness-of-fit indices. The
integration of qualitative theory building and quantitative validation
ensured methodological triangulation and enhanced the robustness
of the proposed model.

3. RESULTS AND DISCUSSION

The findings of the study reveal a multi-dimensional structure
underlying the implementation of a national cryptocurrency in Iran.
The analysis identifies several key causal conditions that motivate
and justify the adoption of such a system. These conditions include
decentralization as a mechanism for reducing excessive
concentration of financial power, enhanced security relative to
traditional monetary instruments, increased transparency of
transactions, higher speed and ease of exchange, improved
portability, and greater durability compared to physical money.
Collectively, these factors reflect both technological advantages and
institutional incentives aligned with modern monetary governance
theories.

At the core of the proposed model lies the central phenomenon
encompassing the national cryptocurrency itself, blockchain
technology as the foundational infrastructure, and smart contracts as
an operational mechanism for automating and securing transactions.
Blockchain technology enables immutable record-keeping and
distributed verification, while smart contracts facilitate rule-based
execution of financial and administrative processes, thereby
reducing transaction costs and reliance on intermediaries.

Contextual and intervening conditions play a critical role in
shaping implementation outcomes. These include international
sanctions, the structure of globalized trade, the influence of
dominant capitalist financial systems, media pressures, the role of
banks, exchanges, and brokerage institutions, and prevailing legal
and regulatory frameworks. Socio-cultural factors, such as public
trust, financial literacy, religious considerations, and acceptance of
digital financial practices, were also identified as significant
determinants of success. The findings suggest that neglecting these
contextual dimensions could undermine technological efficiency
and public adoption.
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Strategic actions required for successful implementation
encompass the development of robust hardware and software
infrastructures, establishment of secure and stable internet
connectivity tailored to blockchain operations, formulation of clear
legal and regulatory frameworks, and investment in socio-cultural
capacity building through education and public awareness
initiatives. The integration of these strategies reflects an
understanding that the national cryptocurrency is not merely a
technical artifact but a socio-technical system embedded within
broader governance structures.

The consequences of implementing a national cryptocurrency, as
identified by the study, are both promising and complex. Positive
outcomes include the elimination of certain financial intermediaries,
increased transparency and security of financial assets, reduced
transaction and administrative costs, enhanced control over
inflationary pressures, and facilitation of international transactions
under sanction conditions. These outcomes align with institutional
theories of money that emphasize trust, governance, and systemic
efficiency. However, the study also highlights significant challenges,
particularly high energy consumption and environmental impacts
associated with blockchain-based systems. These findings
underscore the need for careful design choices, such as energy-
efficient consensus mechanisms and regulatory oversight, to
mitigate unintended negative effects.

4. CONCLUSION

This research contributes to the literature by presenting a
comprehensive, empirically grounded model for the implementation
of a national cryptocurrency in Iran. The findings demonstrate that
the successful deployment of such a system requires more than
technological readiness; it necessitates coordinated development
across institutional, legal, infrastructural, and socio-cultural
domains. By adopting a multi-faceted grounded theory approach, the
study captures the complexity of monetary innovation in a sanction-
constrained economy and offers a nuanced understanding of how
blockchain-based sovereign currencies can be operationalized
within existing governance structures.
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The results suggest that a national cryptocurrency can serve as a
strategic instrument for enhancing monetary sovereignty, increasing
transparency, and strengthening economic resilience. At the same
time, policymakers must address environmental, regulatory, and
social challenges to ensure sustainable implementation. The
proposed model provides a practical and theoretical foundation for
future policy formulation and empirical research, not only in Iran but
also in other economies seeking to leverage blockchain technology
for sovereign monetary innovation under conditions of external
constraint.

Keywords: Blockchain, Digital Assets, Blockchain Technology,
Digital Cryptocurrency, National Cryptocurrency, Smart Contracts,
Virtual Currency
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1. Introduction

The rapid escalation of cyber threats has fundamentally reshaped
the global risk landscape faced by businesses. Cyberattacks now
impose substantial financial, operational, and reputational losses
across virtually all industries. Recent global estimates project that
the annual economic cost of cybercrime will reach approximately
USD 10.5 trillion by 2025, positioning cyber risk among the most
severe global economic threats. Consequently, cyber risk has
consistently ranked as the top concern in global risk outlooks
published by major insurers and reinsurers over recent years. Cyber
insurance has emerged as one of the primary financial risk transfer
mechanisms to manage these risks. However, despite the sharp
increase in cyber exposure, the adoption of cyber insurance remains
uneven and, in many emerging and institutionally constrained
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markets, notably limited. This imbalance between rising cyber risk
and sluggish insurance uptake suggests the presence of deep-rooted
structural and institutional barriers. Iran represents a particularly
salient case of this paradox. Iranian businesses have become
increasingly dependent on digital infrastructures and have
experienced several high-profile cyber incidents, especially in
technology-intensive and critical service sectors. Despite these
developments, the domestic cyber insurance market remains
underdeveloped, with very low penetration rates and limited product
diversity. Although initial attempts to introduce cyber insurance
products date back to the late 2010s, the market has yet to reach
operational maturity. Recent large-scale cyber incidents resulting in
substantial financial losses have further highlighted the gap between
cyber exposure and insurance-based risk transfer.

Importantly, the persistence of this gap indicates that limited
adoption cannot be explained solely by insufficient risk awareness
or lack of demand at the firm level. Rather, cyber insurance adoption
appears to be constrained by a complex system of interacting barriers
related to data availability, underwriting practices, reinsurance
capacity, contractual ambiguity, regulatory alignment, institutional
governance, and behavioral concerns. Understanding these
interdependencies is critical for designing effective policy and
market interventions.

2. MATERIALS AND METHODS

This study adopts an applied mixed-methods research design with
a systems-oriented analytical perspective. In the qualitative phase, a
comprehensive review of academic literature, industry reports,
insurer publications, and regulatory documents was conducted to
identify barriers to cyber insurance adoption. This review resulted in
an initial list of fifteen barriers encompassing contractual, actuarial,
market, behavioral, and institutional dimensions. To validate and
contextualize these barriers for the Iranian market, the Delphi
method was employed. A panel of five experts with strategic-level
experience in the insurance industry and familiarity with
cybersecurity issues was convened. Through two iterative Delphi
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rounds, panelists evaluated the relevance, clarity, and contextual
applicability of each identified barrier. Based on expert feedback,
redundant or marginal factors were eliminated, and the final set of
barriers was refined to ten key dimensions. Notably, two barriers
specific to the Iranian context were emphasized: firms’ concerns
regarding the disclosure of sensitive cyber incident information and
sanctions-induced limitations on access to international reinsurance
and technical expertise. In the quantitative phase, the Decision-
Making Trial and Evaluation Laboratory (DEMATEL) method was
applied to analyze causal relationships among the ten finalized
barriers. Experts provided pairwise evaluations of the degree to
which each barrier influences the others using a five-point scale.
Individual judgment matrices were aggregated and normalized to
construct a total relation matrix. From this matrix, four key
indicators were calculated for each barrier: influence (D),
dependence (R), prominence (D+R), and net causal role (D—R).
These indicators enabled the identification of causal drivers,
dependent factors, and the overall structure of interactions within the
barrier system.

3. RESULTS AND DISCUSSION

The DEMATEL analysis reveals a highly structured and
hierarchical system of barriers to cyber insurance adoption. Among
all factors, the insufficiency and low quality of cyber incident and
loss data emerged as the most prominent barrier, exhibiting the
highest D+R value. This finding indicates that data-related
deficiencies occupy a central position in the system, simultaneously
influencing and being influenced by multiple other barriers. Several
barriers were identified as primary causal drivers with positive D—R
values. These include limited participation of governmental and
security institutions in supporting the cyber insurance market,
inadequate reinsurance capacity, ambiguity in coverage boundaries,
particularly concerning war-related and state-attributed cyber
incidents, regulatory and standards misalignment between insurance
and cybersecurity domains, sanctions-related constraints on
international cooperation, and firms’ concerns over the disclosure of
sensitive technical and organizational information following cyber
incidents. In contrast, barriers such as misalignment between
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insurance coverage design and firms’ cybersecurity architectures,
challenges associated with correlated and cascading cyber losses,
and weaknesses in post-incident services (including incident
response, recovery assistance, and claims handling) were identified
as predominantly downstream and dependent factors. These barriers
materialize at the insurer—insured interface and are largely shaped by
upstream institutional, data, and capacity constraints. The causal
network further highlights reinforcing feedback loops that inhibit
market maturation. For example, weak data infrastructures lead to
conservative underwriting practices, which in turn result in narrow
coverage terms and high premiums. Reduced adoption then limits
data generation, reinforcing the original data scarcity. This systemic
perspective demonstrates that many commonly cited obstacles are
symptoms rather than root causes. Compared to prior studies, the
relatively lower prominence of behavioral biases suggests that, in the
Iranian context, adoption challenges are driven less by managerial
misperceptions and more by structural and institutional constraints.
The findings also underscore the importance of context-specific
factors. Concerns over information disclosure reflect broader
political, legal, and governance considerations, while sanctions
fundamentally shape reinsurance access, pricing dynamics, and
product credibility. These factors should therefore be treated as
integral components of the cyber insurance adoption system.

4. CONCLUSION

By integrating Delphi-based expert consensus with DEMATEL
causal analysis, this study provides a systemic and context-sensitive
understanding of the barriers to cyber insurance adoption in Iran.
The results demonstrate that sluggish adoption is primarily rooted in
upstream data, institutional, regulatory, and reinsurance constraints
rather than isolated firm-level behavior. Addressing these structural
drivers through coordinated policy, regulatory, and market
interventions is essential for fostering a resilient and credible cyber
insurance ecosystem. The study contributes to the literature by
moving beyond linear explanations and highlighting causal
interdependencies among barriers, while also offering actionable
insights for policymakers, regulators, and insurers operating in
institutionally constrained environments. Future research may
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extend this framework by embedding the identified causal structure
into system dynamics models and evaluating alternative policy
scenarios as empirical loss data become more available.

Keywords: Cyber Insurance, Systems Approach, DEMATEL,
Delphi Method

JEL classification: G22, G28, C44, D81
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1. Introduction
In the modern digital economy, organizations rely on
technologies such as artificial intelligence, automation, cloud
computing, cybersecurity, and analytics to enhance competitiveness
(Varshney, 2023, p. 2). Despite their diversity, these technologies
share a common foundation: data, a strategic asset that drives
operational and strategic decision-making (Tallon et al., 2013, p.
153). The growing importance of data has elevated the role of data
governance, which ensures its proper management, security, and
utilization (Khatri & Brown, 2010, p. 148; Weber et al., 2009, p. 15).
Data governance represents the exercise of authority and
accountability through policies and standards governing data quality,
availability, and security (Otto, 2011, p. 47; Cheong & Chang, 2007,
p. 1002). Yet, many firms lack formal governance frameworks
despite recognizing data as a strategic resource (Pierce et al., 2008,
p. 15). Scholars increasingly view governance not only as
compliance but as a driver of digital innovation (Davidson et al.,
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2023, p. 3; Vial, 2023, p. 14). In this context, Information
Technology (IT) auditing reinforces data governance by evaluating
system reliability, security, and compliance, thereby strengthening
accountability and trust (Gantz, 2014, p. 88; Rabii et al., 2023, p.
542).

2. MATERIALS AND METHODS

This research adopts a systematic literature review and
conceptual synthesis methodology. Drawing upon recent studies
published between 2007 and 2024, academic and professional
literature were analyzed to construct a comprehensive model linking
data governance principles and IT auditing practices. Major sources
include high-impact journals such as Information & Organization,
Communications of the ACM, and IEEE Access, as well as key works
by Khatri and Brown (2010), Otto (2011), Weber et al. (2009), and
more recent contributions by Davidson et al. (2023), Bourgeois
(2024), and Rabii et al. (2023).

The literature was systematically categorized into three major
themes:

1. Foundations and definitions of data governance, including its

structure, principles, and decision rights.

2. Operational dimensions of data governance, including
metadata management, data quality, access control, and
lifecycle management.

3. Auditing and accountability mechanisms, focusing on the
role of IT audit in evaluating governance effectiveness, data
quality assurance, and regulatory compliance.

To synthesize findings, the review followed the guidelines of the
PRISMA approach (Preferred Reporting Items for Systematic
Reviews and Meta-Analyses). Articles were screened based on
relevance to data governance frameworks, empirical focus on
governance implementation, and inclusion of auditing or compliance
dimensions. In total, 47 academic and professional sources were
analyzed to construct the conceptual relationships presented in the
results.
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3. RESULTS AND DISCUSSION
Dimensions of Data Governance

Data governance encompasses multiple interrelated domains that
guide decision-making, accountability, and data management across
the enterprise. According to Khatri and Brown (2010), five decision
domains constitute the foundation of data governance: master data,
data quality, metadata, data lifecycle, and data access. These
dimensions collectively ensure that data assets are standardized,
accurate, and aligned with organizational objectives.

1. Master data principles: Establish organizational standards

and define ownership of key data elements across
departments.

Data quality: Encompasses dimensions such as accuracy,
completeness, timeliness, and reliability, with clearly defined
metrics and accountability structures.

Metadata management: Enables contextual understanding
and traceability of data, ensuring interoperability across
systems.

Data access: Regulates who can use specific data under what
conditions, balancing confidentiality and usability.

Data lifecycle management: Covers the creation, storage,
use, archiving, and deletion of data, ensuring compliance
with retention laws and cost optimization.

Strategic Approaches to Governance
Organizations can adopt either defensive or offensive approaches
to data governance.

The defensive approach emphasizes regulatory compliance,
data protection, privacy, and risk mitigation. It aligns closely
with industry-specific regulations such as GDPR, HIPAA,
and ISO 27001.

The offensive approach focuses on leveraging high-quality,
governed data to drive innovation, data monetization, and
decision-making agility.

A balanced strategy requires harmonizing these two paradigms,
protecting data assets while simultaneously enabling data-driven
value creation.
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The Role of IT Auditing

IT auditing serves as a critical oversight mechanism within data
governance frameworks. It ensures adherence to governance
policies, evaluates the effectiveness of data management controls,
and identifies areas for improvement. According to Rabii et al.
(2023), IT auditing contributes to data governance in five primary
ways:

1. Compliance Assessment: Evaluates conformity with legal
and regulatory requirements governing data handling and
privacy.

2. Security Auditing: Identifies vulnerabilities in data storage,
transmission, and access control systems.

3. Process Evaluation: Reviews the efficiency of data
management workflows from collection to archiving.

4. Data Quality Assurance: Validates the accuracy,
completeness, and consistency of data across platforms.

5. Awareness and Training: Enhances employee understanding
of data policies and promotes a culture of accountability.

These auditing activities not only safeguard organizational data

but also reinforce the ethical and transparent use of information,
fostering trust among stakeholders.

Practical and Research Implications

The reviewed literature highlights several emerging challenges
and research opportunities. One key issue is the trade-off between
data protection and digital innovation. Organizations often fear that
strict governance may stifle creativity and agility. To address this,
recent frameworks propose hybrid governance models that integrate
structural mechanisms (policies, roles, and access rights), procedural
mechanisms  (data stewardship, workflows, and quality
management), and relational mechanisms (training, culture, and
interdepartmental collaboration).

Moreover, the integration of advanced technologies; such as
blockchain, artificial intelligence, and robotic process automation
(RPA), into audit and governance functions is transforming how data
integrity and compliance are ensured. Studies (Han et al., 2023;
Huang & Vasarhelyi, 2019) show that automated auditing enhances
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transparency, reduces human error, and enables real-time monitoring
of data usage.

However, successful implementation requires overcoming
barriers such as lack of executive sponsorship, fragmented data
ownership, and insufficient technological infrastructure. Effective
governance must therefore be context-sensitive, reflecting
organizational culture, data maturity, and industry-specific needs.
Ultimately, the synergy between data governance and IT auditing
forms the backbone of modern organizational accountability,
enabling firms to derive value from data while maintaining ethical
and legal integrity.

4. CONCLUSION

This study emphasizes that data governance is not merely a
technical framework but a strategic, organizational, and ethical
imperative. It provides the foundation for reliable, compliant, and
value-generating use of data across business functions. Effective
governance frameworks define clear roles, responsibilities, and
decision rights; promote collaboration among data stewards, IT
professionals, and business users; and ensure alignment with
regulatory and ethical standards.

Meanwhile, IT auditing acts as an enabler and validator of
governance practices. Through continuous assessment, risk
evaluation, and performance measurement, IT audits ensure that data
policies are not only designed but also effectively implemented. The
integration of IT audit perspectives into data governance enhances
organizational resilience against cyber threats, data breaches, and
compliance risks, while promoting a culture of evidence-based
management.

In conclusion, the interplay between data governance and IT
auditing represents a holistic approach to managing digital assets in
an era defined by data complexity and technological disruption. By
embedding governance and auditing into their core operations,
organizations can achieve trustworthy data ecosystems; balancing
protection and innovation, compliance and agility, and risk control
with opportunity creation. Future research should explore
quantitative metrics for measuring governance effectiveness, the
impact of Al-enabled audits on governance maturity, and the
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evolution of ethical frameworks governing algorithmic decision-
making.

Keywords: Data, Data Governance, Information Technology
Audit

JEL classification: M42
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1. Introduction

One of the most important functional dimensions of an
organization is its financial dimension. The financial performance of
an organization plays an important role in the continuity of its
activities and is considered as a tool for the business evaluation of
the organization. Financial performance is the final and output
measure of the organization, which is affected by market
possibilities and organizational conditions. The digital finance
industry is expanding rapidly around the world, and regulators and
policymakers are balancing the need to provide a legal environment
and establish appropriate and safe regulations in financial markets,
and on the other hand, in the complex world of transactions that is
affected by some economic realities such as bounded rationality and
opportunism of economic factors, it presents the parties to the
transaction with challenges in the field of financing. Sustainable
investment does not mean paying attention to purely financial factors

! https://doi.org/10.22034/JISTA. 2025.553879.1065

2 Assistant Professor, Department of Accounting, Hakim Toos Higher Education institute, Mashhad.
Iran. (corresponding author). Email: Filsaraei@yahoo.com

3 M.A., Department of Accounting, Hakim Toos Higher Education institute, Mashhad. Iran. Email:
kamalizade1111@yahoo.com



https://doi.org/10.22034/JISTA.%202025.553879.1065

71 JISTA, Vol. 1, No. 2, Autumn & Winter 2025 - 2026

when making investment decisions; rather, in this framework,
special attention is paid to environmental, social and corporate
factors. The aim of this study is to investigate the effect of digital
financing on sustainability factors, financial performance and green
innovation.

2. MATERIALS AND METHODS

This study is applied in terms of its nature and purpose, and is
descriptive and correlational in terms of its analysis method, and
quantitative and field research in terms of its data collection. The
statistical population of the present study is all accountants and
auditors in the country who are studying and working in 2025, and
the statistical sample is YA¥people and the data collection tool is a
questionnaire.

3. RESULTS AND DISCUSSION

The results showed that digital financing has a positive and
significant effect on sustainability factors, financial performance and
green innovation of organizations. Considering the importance of
sustainable factors in the economy, especially its financial
dimensions and the problems of measuring financial and non-
financial information, as well as the lack of a reference for evaluating
companies in terms of the level of disclosure of environmental,
social and corporate factors in Iran, and the novelty of the subject of
digital financing, the effect of digital financing on sustainability
factors, financial performance and green innovation was
investigated; On the one hand, the current challenge has moved
towards sustainability factors and green innovation, and on the other
hand, a simultaneous examination of these factors and their impact
on digital financing has not yet been carried out.

4. CONCLUSION

The research results show that the development of digital finance
has significantly contributed to economic growth and development.
Digital finance has transformed the social, corporate and governance
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environment, bringing both benefits and challenges. With the use of
this tool, efficiency and transparency have increased. However, it
has also raised concerns about data privacy, financial exclusion and
ethical considerations. Governments, businesses and individuals
must work together to harness the opportunities and mitigate the
risks associated with digital finance to create a fairer, more
sustainable and responsible financial system. The results show that
the development of digital finance significantly enhances the level
of environmental, social and corporate governance investment.
Digital finance plays an effective role in reducing the financial
constraints of companies, which can encourage companies to invest
more in environmental, social and corporate governance activities
and improve their performance. In general, with regard to the
environment, society and corporate governance, the results showed
that the development of the financial market can increase the
investment of companies in environmental, social and corporate
governance activities by reducing financial constraints, which can
improve the performance of the environment, society and corporate
governance, and the key to the development, growth and survival of
today's financial markets is digital innovation, which plays a
fundamental role in the evolution of financial markets and the
economies of countries. The launch of a smart and digital financial
market, in addition to providing timely and diverse, high-quality
information along with computational items, such as ratios, rates of
return and coefficients, as well as all financial statement information
and computational items in real time, can play the role of a smart
financial assistant that was created by utilizing a revolutionary and
technological thinking in the category of financial markets, to
ultimately lead to the creation of value for financial markets and
investors. Socially responsible businesses incur higher financial
costs, leading to poorer financial and operational performance.
However, ESG performance has a positive impact on a company’s
bottom line because customers reward good ESG strategies and
boost short-term performance. Disclosure of ESG performance and
strategy can add value to a company’s products and increase the
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willingness of buyers and investors to buy, leading to increased
revenue generation. ESG activities present a positive image of the
company and boost its bottom line. A company's inactivity in
implementing social responsibility, environmental performance, and
governance performance is likely to incur significant costs and,
financially, lead to reduced profits, leaving the company in a poor
social position. Therefore, adopting social responsibility policies can
create greater profitability in companies and provide an incentive for
investors to increase investment in corporate social responsibility
programs.

Keywords: Digital Finance, Financial Performance, Green
Innovation, Environmental, Social and Governance (ESG) Factors

JEL classification: G39, B26
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1. Introduction

In recent years, advancements in big data technology have
significantly enhanced the capabilities of forensic accounting and
auditing by enabling the capture, storage, and continuous analysis of
extensive, heterogeneous datasets that encompass both structured
financial records and unstructured sources such as email
correspondence, sensor-generated logs, and social media feeds.
Leveraging distributed computing frameworks, such as Hadoop’s
fault-tolerant file system, Spark’s in-memory processing engine, and
Cassandra’s decentralized storage architecture, in conjunction with
open-source analytics and visualization platforms like Tableau and
Power BI, practitioners can automate routine audit procedures,
promptly identify anomalous transactions, and construct interactive
dashboards that inform risk assessment and fraud investigation.
Although the theoretical benefits of descriptive, diagnostic,
predictive, and prescriptive analytics for improving audit quality,
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expediting fraud detection, and anticipating emerging threats have
been widely discussed, there remains a paucity of empirical studies
detailing the operationalization of these methodologies within
organizational workflows, particularly in jurisdictions with limited
domestic research such as Iran. To address this lacuna, the present
study undertakes a descriptive literature review, mapping specific
big data techniques and software implementations to forensic
accounting and audit applications. By synthesizing cross-contextual
findings, this review provides actionable insights for practitioners
seeking to modernize audit methodologies and delineates avenues
for subsequent scholarly inquiry in this rapidly evolving field.

2. MATERIALS AND METHODS

The study employs a descriptive literature review methodology,
in which relevant sources were first identified through systematic
searches of major academic databases, with a focus on peer-
reviewed publications examining big data applications in forensic
accounting and auditing. Following retrieval, duplicate records were
eliminated and titles and abstracts screened to select only those
studies offering empirical evidence or detailed case analyses of
analytics implementations in audit or forensic contexts. Each
remaining article underwent full-text review against rigorous
inclusion criteria, emphasizing methodological rigor, transparency
in analytical processes, and practical relevance, before insights were
extracted and organized into four thematic areas: (1) conceptual
foundations, delineating how big data is distinguished from
traditional datasets by its volume, velocity, variety, veracity, value,
and variability; (2) analytical frameworks, detailing the descriptive,
diagnostic, predictive, and prescriptive techniques and the enabling
platforms (e.g., Hadoop, Spark, Cassandra); (3) domain applications,
demonstrating how exploratory analytics inform risk assessment
during audit planning, how confirmatory analytics validate account
balances, and how specialized analytics support evidence gathering
and litigation; and (4) synthesis of findings and implications, which
compares success factors and practical challenges—such as data
governance and  skill  shortages—and  offers targeted
recommendations for integrating big data methods into routine audit
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and forensic workflows. To enhance clarity and usability for both
scholars and practitioners, comparative tables were constructed to
contrast the attributes of traditional versus big data and to map each
open-source tool to its primary forensic or audit use case.

3. RESULTS AND DISCUSSION

Big data denotes information assets whose scale, diversity, and
rate of generation exceed the capabilities of traditional database
management systems, encompassing both highly structured records,
such as financial ledgers and transaction logs, and unstructured
sources, including video files, sensor-generated streams, and social
media content; effective management and analysis of these complex
datasets depend upon distributed computing frameworks, most
notably Hadoop’s fault-tolerant distributed file system, Spark’s
in-memory processing engine, and decentralized storage solutions
such as Cassandra, that collectively ensure scalability, reliability,
and performance. Its defining attributes are conventionally
characterized by the six “Vs”, volume, velocity, variety, veracity,
value, and variability, while contemporary research further
emphasizes dimensions of data connectivity via graph structures,
temporal volatility, and advanced visualization capabilities. These
properties enable auditors and forensic investigators to transcend the
limitations of periodic, sample-based methodologies by conducting
continuous, full-population analyses that surface emerging trends
and anomalies in real time. Within this paradigm, big data analytics
encompasses four principal modalities: descriptive analytics, which
distill historical performance into actionable dashboards and reports;
diagnostic analytics, which illuminate the root causes of observed
deviations; predictive analytics, which apply statistical and machine
learning models to forecast future outcomes; and prescriptive
analytics, which simulate alternative scenarios and recommend
optimal interventions. These techniques support both exploratory
(inductive) risk assessment during audit planning and confirmatory
(deductive) validation of account balances in substantive testing.
Nonetheless, professional judgment and materiality thresholds
remain integral to the assurance process, precluding absolute
certainty regarding undetected irregularities. In forensic accounting,
practitioners leverage big data to compile exhaustive evidence
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repositories, quantify economic damages with precision, and
substantiate expert testimony, employing visualization platforms
such as Tableau and PowerBI to elucidate complex relational
patterns, alongside specialized software, such as JVCATS for
automated journal-entry examination and AURA for targeted fraud
detection, to streamline investigative workflows. Empirical surveys
indicate that approximately a large proportion of organizations now
manage in excess of ten million records annually and actively pursue
bespoke analytics solutions, while the increasing prevalence of
insider threats and cyber-enabled fraud has accelerated the adoption
of advanced methodologies, including behavioral analytics, social
network analysis, and geospatial mapping, to detect concealed
relationships and anticipate emergent risks.

4. CONCLUSION

Big data analytics facilitates the integration of extensive internal
accounting data, including general ledgers, journal entries, payroll
records, and procurement transactions, with a wide spectrum of
external information sources, such as real-time market indicators,
macroeconomic forecasts, and sentiment analyses derived from
social media platforms. This integration yields a multidimensional
evidentiary framework that substantially strengthens the
identification and examination of fraudulent activities. The
implementation of interactive visualization tools and automated
anomaly detection systems enables continuous monitoring of
financial transactions, allowing auditors and forensic accountants to
promptly detect deviations from normative patterns. Consequently,
investigative timelines can be significantly shortened, from several
months to a matter of days, thereby reducing the magnitude of
potential financial losses. Nonetheless, the effective deployment of
such technologies is contingent upon the application of rigorous
professional skepticism, thorough validation of data integrity and
provenance, and the systematic alignment of big data insights with
conventional substantive and analytical audit procedures. This
methodological convergence supports triangulation, thereby
enhancing the reliability, transparency, and reproducibility of audit
outcomes. Furthermore, the integration of predictive analytics,
constructed using statistical modeling and machine learning
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techniques, within internal control systems marks a shift from
retrospective fraud detection to proactive risk management. These
models facilitate the early identification of anomalous behavioral
and transactional patterns and support the automated activation of
control mechanisms in real time. In light of intensifying regulatory
scrutiny and evolving stakeholder expectations for continuous, data-
informed assurance, auditors and forensic accountants are
increasingly required to expand their analytical expertise and adopt
a strategic advisory role. This evolving mandate positions them as
key contributors to the preservation of financial integrity and
institutional resilience amid escalating complexity and technological
transformation.

Keywords: Auditing; Big Data; Big Data Analytics; Forensic
Accounting

JEL classification: M41, M42, 033
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1. Introduction

In recent years, the widespread adoption of artificial intelligence
(Al) in professional fields has profoundly transformed the nature of
work, particularly in accounting. Al technologies, capable of
processing large volumes of financial data, identifying hidden
patterns, and performing tasks with increasing speed and accuracy,
present both opportunities and challenges for accountants. While Al
can improve efficiency, accuracy, and consistency in routine
accounting tasks, it also raises critical concerns about the potential
decline in professional judgment, a core element of accounting
expertise.  Professional judgment encompasses specialized
knowledge, accumulated experience, ethical adherence, and
individual expertise, forming the foundation for reliable financial
reporting and informed decision-making.
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The growing deployment of Al in accounting processes has
heightened apprehension among professionals regarding the erosion
of these human-centered skills. Specifically, accountants worry that
Al may diminish the significance of their judgment in tasks such as
selecting accounting methods, evaluating probabilistic accounts,
assessing fair value, detecting fraud, and providing assurance
services. Such concerns can generate perceived job insecurity, even
in the absence of actual displacement, as professionals fear their
unique contributions may become obsolete or undervalued. Prior
research indicates that technological changes can indirectly affect
occupational identity, reduce engagement in decision-making, and
increase stress, but there is limited empirical evidence linking these
perceptions to specific threats of job replacement in accounting.

Against this backdrop, the present study seeks to examine the
relationship between accountants’ concerns regarding the decline of
professional judgment due to Al and their perceived threat of job
replacement. By focusing on cognitive and emotional responses
rather than merely technical outcomes, this research contributes to
understanding how Al adoption impacts professional perceptions,
psychological well-being, and workforce stability in the accounting
sector.

2. MATERIALS AND METHODS

This study employs a quantitative survey methodology to explore
the proposed relationships. The research population comprises
practicing accountants in Iran, and data were collected from 186
respondents using a convenience sampling method. Questionnaires
were distributed both in-person, primarily in Fars province, and
online via professional networks and social media platforms.
Respondents were assured of confidentiality to promote honest
reporting.

Two primary constructs were measured:

Concerns About the Decline in Professional Judgment Due to Al
— This independent variable was operationalized using a 6-item scale
adapted from Spinosa & Barranco (2016, 2018) and further refined
based on expert feedback. The scale reflects accountants’ cognitive
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and affective evaluations of AI’s impact on their ability to exercise
professional judgment in areas such as analysis, risk evaluation, and
decision-making.

Perceived Threat of Job Replacement — This dependent variable
was measured using a 5-item scale adapted from Francis & Barling
(2005), assessing respondents’ perception of their vulnerability to
replacement by Al technologies.

Both instruments were validated for content and face validity by
accounting academics and professionals. Reliability assessments
showed high internal consistency, with Cronbach’s a values of 0.86
for concerns about judgment and 0.83 for perceived job threat.
Convergent validity was confirmed with AVE values of 0.58 and
0.57, and composite reliability exceeded 0.87 for both constructs.
Discriminant validity was verified using the HTMT criterion, with
values below 0.85.

Analytical Procedure: Structural equation modeling (SEM) using
Partial Least Squares (PLS) in SmartPLS was employed to test the
hypothesized relationships. The model assessed the path coefficient,
t-statistics, and p-values, as well as explanatory power (R?) and
predictive relevance (Q?) to evaluate the robustness of the findings.

3. RESULTS AND DISCUSSION

The analysis revealed a significant positive effect of accountants’
concerns about the decline in professional judgment on the perceived
threat of job replacement. The path coefficient of 0.47 (t=6.12, p <
0.001) indicates that as accountants perceive a greater risk to their
professional judgment due to Al, they also report higher levels of job
insecurity. The independent variable explains 54% of the variance in
perceived job replacement threat (R? = 0.54), demonstrating
substantial explanatory power.

These findings are consistent with theoretical frameworks that
link professional identity, cognitive appraisal, and resource
valuation to responses to technological change. According to
Professional Identity Theory (Ibarra, 1999), professionals derive a
significant part of their self-concept from their specialized skills and
roles. When Al is perceived as undermining these competencies,
accountants may experience cognitive dissonance and heightened
emotional stress. Similarly, Cognitive Appraisal Theory (Lazarus &
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Folkman, 1984) suggests that individuals’ subjective evaluation of a
change as a threat or challenge shapes their emotional and behavioral
responses. In this context, perceiving Al as a threat to professional
judgment triggers concern over occupational security, regardless of
the actual probability of job loss.

Furthermore, the Conservation of Resources Theory (Hobfoll,
1989) provides a complementary perspective: professional judgment
represents a valuable resource, encompassing skill, knowledge, and
status. Threats to this resource—such as those posed by Al—
generate stress and motivate defensive behaviors. The findings
indicate that accountants’ perceived erosion of judgment amplifies
feelings of wvulnerability, potentially influencing engagement,
decision-making confidence, and long-term career planning.

Comparing these results with previous studies highlights
alignment with both international and local research. Baldwin (2020)
and Posukolam et al. (2021) reported that Al, while enhancing
operational efficiency, can challenge human judgment in auditing
and accounting processes. Ahmad et al. (2023) similarly observed
increased professional concern when Al diminishes opportunities for
cognitive participation in financial decision-making. In addition,
research on occupational risk perception (Susskind & Susskind,
2015; Frey & Osborne, 2017; Peng & Chang, 2019) supports the
notion that perceived replacement threat arises not only from actual
automation but also from anticipated reductions in task significance
and professional autonomy.

These findings suggest that organizations must address
psychological and professional dimensions of Al integration. Sole
reliance on technological efficiency metrics overlooks the human
impact of Al, potentially undermining morale, engagement, and
professional development. Interventions could include training
programs, role redesign, and emphasis on complementary human-Al
decision-making, preserving critical judgment functions while
leveraging Al capabilities.

4. CONCLUSION

This study demonstrates that accountants’ perceived decline in
professional judgment due to Al adoption is a significant predictor
of perceived job replacement threat. The results underscore the need
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for accounting organizations, professional bodies, and educational
institutions to implement strategies that:

Support the development and updating of professional skills to
align with Al-enhanced workflows.

Foster technological self-efficacy and confidence in adapting to
Al-augmented tasks.

Preserve the role of professional judgment as a critical aspect of
occupational identity and decision-making quality.

Address perceptions of job insecurity through clear
communication, participatory change management, and structured
upskilling initiatives.

From a policy perspective, these findings highlight the
importance of managing perceptions rather than assuming inevitable
job loss. Ethical guidelines, transparent Al implementation, and
proactive professional development can mitigate negative
psychological effects while maximizing the benefits of Al for
organizational performance.

Limitations and Future Research: This study relied on a
convenience sample and is limited to Iranian accountants, which
may restrict generalizability. Additionally, moderating variables
such as digital literacy, prior Al experience, and professional tenure
were not included and could influence the strength of observed
relationships. Future research could explore longitudinal effects,
cross-cultural comparisons, and the role of Al-human collaboration
in shaping professional judgment and occupational security.

Keywords: Professional Judgment, Artificial Intelligence, Job
Replacement Threat, Accounting, Perceived Job Insecurity

JEL classification: M41, J24, J28, O33
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1. Introduction

The rapid advancements in digital technologies have
significantly impacted financial oversight and auditing practices.
With the expansion of Big Data, cloud computing, blockchain, and
electronic financial systems, auditors face unprecedented challenges
in ensuring accuracy and compliance. Traditional auditing methods
often struggle to process large-scale financial data effectively.
Consequently, Artificial Intelligence (Al) has emerged as a
transformative tool in IT auditing, offering enhanced accuracy,
efficiency, and fraud detection capabilities. This extended abstract
examines the role of Al in IT auditing, exploring its applications,
benefits, challenges, and future implications. Al-driven auditing is
becoming increasingly essential as financial transactions become
more complex and voluminous. The traditional manual methods of
auditing are insufficient to detect sophisticated fraud schemes and
anomalies in real-time. The integration of Al, particularly through
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machine learning and predictive analytics, provides auditors with
powerful tools to enhance their ability to monitor and assess
financial activities with higher precision. The adoption of Al in
auditing not only reduces human error but also allows for the
continuous auditing of financial records, leading to more proactive
risk management.

2. MATERIALS AND METHODS

This research employs a systematic review of reputable
international literature to analyze the role of Al in IT auditing. The
methodology involves an extensive review of scholarly articles, case
studies, and industry reports that explore Al-driven auditing
technologies. Specific Al applications examined include Machine
Learning (ML), Natural Language Processing (NLP), and Big Data
Analytics. Comparative analysis is conducted to evaluate Al's
effectiveness against traditional auditing techniques. Supporting
data, including performance metrics from previous studies, are
incorporated to assess Al's impact on fraud detection, risk
assessment, and compliance monitoring. The systematic review
focuses on how Al applications are implemented in auditing
environments and their impact on improving financial
accountability. Research databases such as IEEE Xplore,
ScienceDirect, and Google Scholar were utilized to collect relevant
studies from the past decade. Key parameters evaluated in the
literature review include Al-driven fraud detection rates, efficiency
improvements, error reduction percentages, and adoption challenges
faced by auditing firms. Data triangulation methods were employed
to ensure the reliability and validity of the analyzed results.

3. RESULTS AND DISCUSSION

Al technologies have demonstrated significant advantages in IT
auditing by automating complex tasks, improving anomaly
detection, and optimizing risk assessment. ML algorithms
outperform conventional sampling techniques by analyzing entire
datasets, identifying hidden patterns, and detecting financial
anomalies with high precision. NLP facilitates the rapid examination
of financial statements, contracts, and regulatory documents,
reducing manual workload and increasing efficiency. Big Data
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Analytics enables auditors to process vast amounts of financial data
in real-time, enhancing decision-making capabilities. Despite these
advantages, Al implementation in auditing presents several
challenges. High implementation costs, technical complexities, and
the need for specialized training hinder widespread adoption. Legal
and ethical concerns, including data privacy issues and the
transparency of Al-driven decisions, also pose significant barriers.
Furthermore, resistance from traditional auditors highlights the
necessity for structured Al training programs and regulatory
frameworks to facilitate seamless integration.

Al-powered auditing platforms, such as those utilizing deep
learning techniques, have been successfully employed in detecting
financial statement manipulations and transaction fraud. For
example, Al models trained on historical fraud data can identify
suspicious transactions with an accuracy rate exceeding 90%.
Additionally, Al has been instrumental in improving compliance
monitoring by automating regulatory reporting and reducing human
biases in financial assessments. The discussion also addresses the
evolving landscape of Al applications in IT auditing, with a focus on
how regulatory bodies and financial institutions are responding to Al
integration. Governments and standard-setting organizations are
increasingly considering the need for Al governance in auditing to
ensure ethical use and transparency. Ethical considerations include
algorithmic fairness, accountability, and ensuring that Al does not
reinforce existing biases in financial assessments. Future
developments in explainable Al (XAIl) may help mitigate concerns
related to the black-box nature of deep learning models in auditing
applications.

4. CONCLUSION

Al is revolutionizing IT auditing by enhancing accuracy,
efficiency, and fraud detection. However, its adoption requires
addressing technical, financial, and regulatory challenges. Future
research should focus on developing standardized frameworks for
Al integration in auditing practices. Organizations must invest in Al
training for auditors to bridge the knowledge gap and ensure ethical
Al deployment. As Al technology evolves, its potential to improve
IT auditing processes will continue to expand, ultimately
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strengthening financial oversight and transparency. The long-term
impact of Al on auditing will depend on how well regulatory
frameworks adapt to technological advancements. Addressing
cybersecurity concerns related to Al-auditing tools is also
paramount, as reliance on digital systems increases exposure to
cyber threats. Additionally, interdisciplinary collaboration between
data scientists and auditors will be crucial in refining Al applications
for auditing. As Al becomes more deeply embedded in financial
oversight, ensuring that it remains an asset rather than a liability will
require ongoing research, policy-making, and ethical considerations.

Keywords: Big Data, Cybersecurity, Fraud Detection,
Information Technology Auditing, Machine Learning, Natural
Language Processing
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