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1. Introduction

Artificial Intelligence (Al) has emerged as a transformative
technology in various industries, including auditing. By leveraging
Al technologies such as machine learning algorithms, natural
language processing, and big data analytics, auditing firms can
enhance efficiency, accuracy, and decision-making processes
(Seethamraju & Hecimovic, 2023). The Big Four accounting
firms—PwC, Emst & Young, KPMG, and Deloitte—have
collectively invested over $9 billion in Al-driven auditing solutions.
Despite its potential, Al integration in auditing encounters numerous
challenges, including ethical concerns, accountability issues,
regulatory requirements, and resistance to change (Hasan, 2021).
This abstract examines the benefits, challenges, and implications of
adopting Al in auditing, drawing on a comprehensive review of
existing literature.
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2. MATERIALS AND METHODS

This study adopts a qualitative research methodology,
incorporating a systematic literature review of peer-reviewed
articles, industry reports, and regulatory guidelines. The selection
criteria for sources included relevance to Al applications in auditing,
publication within the last decade, and empirical or theoretical
contributions. The data collection process involved identifying key
themes, categorizing challenges and benefits, and synthesizing
findings from various sources. Additionally, case studies of Al
applications in auditing were examined, focusing on their impact on
efficiency, fraud detection, and risk assessment. Al-driven tools such
as robotic process automation (RPA) and natural language
processing (NLP) were analyzed in the context of contemporary
auditing practices.

3. RESULTS AND DISCUSSION

The findings reveal several advantages of Al in auditing. Al-
powered systems improve efficiency by automating routine audit
tasks, reducing human errors, and enhancing fraud detection
capabilities (Rozario & Vasarhelyi, 2018). Al also enables
continuous auditing by analyzing large datasets in real-time,
providing auditors with deeper insights into financial statements
(Bizarro & Dorian, 2017). Additionally, Al contributes to risk
assessment and predictive analytics, allowing auditors to identify
potential financial irregularities before they escalate (Lin &
Hazelbaker, 2019). Al-based anomaly detection tools assist in
uncovering fraudulent transactions, thereby improving the reliability
of financial reports. Moreover, Al-driven algorithms can streamline
audit sampling, allowing auditors to analyze entire datasets rather
than relying on traditional sampling techniques, which often
introduce bias and inefficiencies. In practice, Al has demonstrated
significant potential in enhancing audit planning through predictive
analytics and dynamic risk modeling. These technologies enable
auditors to proactively adjust their procedures based on emerging
risks identified in real time. Moreover, Al is being integrated with
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continuous monitoring systems, allowing for automated alerts when
irregularities occur, thus shortening response time and improving
overall audit agility. The integration of Al with blockchain is also
being explored as a means to improve the traceability and
immutability of financial records, providing auditors with enhanced
tools for verification and transparency.

Al has also introduced the potential for reducing audit costs while
increasing audit scope. The ability of Al-driven systems to analyze
large volumes of financial transactions quickly allows for more
thorough and extensive audits. This reduces the likelihood of
oversight or human errors in audit procedures. Furthermore, Al
systems can detect subtle patterns and correlations in financial data
that might be overlooked by human auditors. These capabilities can
significantly improve the effectiveness of forensic auditing and fraud
investigations.

Another important aspect of Al in auditing is its role in supporting
decision-making processes. Al-powered tools can provide auditors
with real-time insights and recommendations based on data-driven
analyses. This helps auditors make more informed decisions and
enhances the accuracy of financial reporting. By automating
repetitive audit tasks, Al allows auditors to focus on higher-value
activities such as risk assessment and strategic advisory services.
The integration of Al into auditing workflows fosters a more data-
driven and analytical approach to financial oversight.

Despite these advantages, Al adoption in auditing is not without
its risks. One of the key risks is the potential for Al-generated errors
or misinterpretations of financial data. Al models rely on large
datasets for training, and if these datasets contain biased or
incomplete information, the Al system's outputs may also be flawed.
This highlights the need for human oversight and validation in Al-
powered audit processes. One major concern is algorithmic bias,
which can compromise audit fairness and reliability (Camilleri,
2024). Data security and privacy issues also pose significant risks,
as Al systems require access to sensitive financial information
(Ouabouch & Yahyaoui, 2025). Furthermore, the "black box" nature
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of some Al algorithms creates transparency issues, making it
difficult for auditors to explain Al-generated decisions to
stakeholders (Zhong & Goel, 2024). Regulatory bodies have begun
addressing these concerns by developing Al governance frameworks
to ensure accountability and ethical Al use in auditing (Eisikovits,
Johnson, & Markelevich, 2024). Additionally, Al adoption requires
substantial investment in infrastructure and talent development.
Auditors must acquire technical skills to interpret Al-generated
insights effectively, necessitating ongoing training and upskilling
programs. Firms must also establish robust governance frameworks
to ensure compliance with emerging regulations.

4. CONCLUSION

Al has the potential to revolutionize auditing by increasing
efficiency, improving fraud detection, and enabling continuous
monitoring of financial activities. However, its integration requires
addressing key challenges, including regulatory compliance, data
security, and algorithmic transparency. Future research should
explore strategies for mitigating Al biases, enhancing
interpretability, and establishing ethical guidelines for Al-driven
audits. Collaboration among policymakers, accounting firms, and
technology developers is essential to foster responsible Al adoption
in auditing. Additionally, exploring hybrid auditing models that
combine Al capabilities with human expertise can enhance decision-
making and mitigate risks associated with algorithmic biases.
Organizations should focus on integrating explainable Al (XAI)
techniques to improve transparency and stakeholder trust. Ethical
considerations and legal frameworks must evolve alongside Al
advancements to ensure fair and unbiased auditing processes.
Finally, the role of Al in forensic auditing should be further
examined, as Al-driven analytics hold promise in detecting financial
misconduct with greater precision and speed. Looking ahead, the
auditing profession must not only embrace Al but also foster a
culture of ethical innovation. As Al models evolve, continuous
reassessment of their assumptions, training data, and output validity
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will be necessary to uphold audit integrity. Furthermore, investing in
interdisciplinary education that combines accounting, data science,
and ethics will be crucial for preparing future auditors to work
effectively alongside intelligent systems.

As Al continues to reshape the auditing landscape, firms and
regulators must work together to develop best practices and
governance mechanisms that promote responsible Al use. Al-driven
audits should complement, rather than replace, human judgment in
audit engagements. The combination of Al technology and
professional auditor expertise will lead to more comprehensive and
reliable financial oversight. Continued innovation and research in Al
applications for auditing will be crucial for maximizing the benefits
of this technology while minimizing its risks.

Keywords: Auditing, Artificial Intelligence, Benefits,
Challenges

JEL classification: M41, M42, 123, C88, O33
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1. Introduction

Today, competition between companies has increased
dramatically, and the use of new technologies is one of the things
that helps companies to keep up with the competition; Blockchain,
as an emerging technology, has this ability. However, the use of this
technology, like the use of all new technologies, brings challenges
that companies must recognize, identify, and plan to overcome. This
technology facilitates the ability to compare information, respond,
and make the right decisions. Recording transaction records in a
ledger is the basis of the accounting process. Now, by decentralizing
this ledger in a secure way, it is possible to increase cooperation
between different institutions and increase the efficiency and
effectiveness of accounting. Decentralized systems make it possible
to turn financial reports into a living document, so that all
stakeholders have access to it. The inherent problems of accounting
and auditing, both from a financial and time perspective, that have
remained unresolved for a long time include the low quality of
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financial statements, high financial and time costs of accounting,
lack of shareholder control over the company, and inadequate
security of financial data. Companies with many branches and a
large geographical spread, or companies that have joint business
activities with other companies, as well as private and public
companies, are most inclined to implement blockchain technology
for accounting purposes due to their high confidence in it. Because
by using it, shareholders can also be fully aware of the company's
financial situation (agency theory) using this technology, the core of
which is a distributed ledger. Given the increasing development of
new technologies, the need to keep up with these technologies is
essential in order not to fall behind the global competition. One of
these technologies that is rapidly expanding and its use in various
industries is increasing day by day is blockchain technology; but just
knowing the technology and being familiar with it is not enough, and
assessing the readiness of organizations to accept the technology is
important and necessary. Therefore, the present study is a theoretical
study based on scientific literature that deals with a comprehensive
and classic explanation of blockchain technology and its application
in the field of auditing from a knowledge perspective.

2. MATERIALS AND METHODS

The present study, based on a philosophical and scientific
approach and on the historical method of cognition, deals with the
issue of auditing with blockchain technology and examines its
application in the field of auditing in Iran from the perspective of
knowledge. In fact, based on this approach, the researcher intends to
introduce and explain the role and function of blockchain technology
in the field of auditing and answer the main question of the research,
namely, can the role and function of blockchain technology in the
field of auditing be explained from the perspective of knowledge?
To collect the required resources, archival documents and evidence
that are the result of empirical research were reviewed, and the
theoretical foundations and background of the research were
identified and used using a library method.
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3. RESULTS AND DISCUSSION

3.1. Theoretical Findings

Based on the research findings, there are three main themes in the
literature derived from blockchain accounting that explain how
blockchain impacts accounting and auditing well. These themes
include the event-based approach to accounting, real-time
accounting, three-way accounting, and continuous auditing in
accounting using blockchain tools. In addition, some other functions
of blockchain such as changing the role of accountants and auditors,
choosing between different types of blockchain, along with the
specific capacity of blockchain in the field of accounting and
auditing .The research findings show that since the technology
improves real-time access to accounting data, blockchain creates
research opportunities for the accounting event approach. Using
blockchain technology to maintain accounting records makes them
traceable and observable, so that all interested parties who receive
such rights can view transaction data with less congestion in real
time on the network, based on their individual needs for decision-
making. On the other hand, the excitement and interest in
blockchain-based technologies has increased awareness about the
lack of financial standards in emerging fintech products such as
crypto assets. However, any aggregation generally involves the loss
of information. The availability of data on social media also shows
the government why investor decision-making is likely to be
influenced by isolated data. In other words, business partners and
lenders prefer disaggregated data to help them better understand the
business and better guide their decisions. Furthermore, the
development of machine learning will provide better tools to
improve decision-making capabilities using disaggregated data.
Furthermore, the research findings show that real-time blockchain
auditing significantly reduces opportunistic management behaviors
to engage in accounting practices and value-distorting actions to
manipulate reported earnings. This is because such accounting can
allow participants to immediately detect suspicious asset transfers
and other transactions that pose a risk of conflict of interest.

Also, based on the findings of the research, continuous auditing,
which refers to the use of advanced technology to automate audit
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activities on a continuous basis to test controls, analyze risks,
identify exceptions or anomalies, analyze patterns, and review
processes, is likely to move towards blockchain integration to create
a coherent ecosystem for improving assurance. Therefore, large
companies are looking to use blockchain systems, especially
machine learning, which allows a system to learn from data to
recognize/apply patterns and develop how to present new data. In
this regard, the adoption of machine learning has paved the way for
advanced auditing, which can be enhanced with blockchain and
transform the current audit into a more accurate and timely
automated assurance system.

3.2. Practical Findings

However, despite all the theoretical achievements of the research, it
must be acknowledged that with blockchain, the technology is
expanding, and the research findings indicate that companies are
currently facing technical, organizational, and legal challenges in
adopting blockchain. For example, the most discussed challenges are
energy consumption, storage capacity, privacy, scalability,
interoperability, cybersecurity, senior management support,
organizational readiness, access to financial resources, technical
competence, governance issues, and lack of blockchain
standardization.

4. CONCLUSION

The research findings revealed four themes that emerged from the
study to determine how accounting and auditing can be transformed
by blockchain technologies to improve transparency and trust in
accounting practice. However, it must be acknowledged that while
blockchain provides technological tools for auditors, auditors still
need comprehensive and well-defined standards to provide
meaningful reporting. On the other hand, the question of whether
current standards for scalable business reporting will be sufficient
for use with blockchain also remains an issue. This is because it is
not yet clear whether scalable business reporting can provide the
high-quality, unambiguous machine-readable data that is essential
for blockchain applications. Furthermore, blockchain can be quite
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situational and is not a solution to all business problems, and the use
of the technology must be aligned with the organizational purpose.
Not all data may reside on the blockchain, and the choice between
permissionless and permissioned blockchains has important
implications for security and performance. Finally, based on the
research findings, it is suggested that accounting professionals can
improve their decision-making with the capacity of blockchain to
provide immutable, aggregated, shared, verified, and agreed-upon
data (i.e., consensus-based) and the ability to learn from data that
informs successful decision-making. Real-time accounting based on
blockchain can improve efficiency, reduce payment settlement time,
and reduce revenue manipulation. Blockchain, along with artificial
intelligence technology, enables continuous auditing. These
advanced technologies will automate many of the audit and
accounting workforce processes. This will improve the efficiency of
accounting and auditing functions, while simultaneously profoundly
changing the way professionals work.

Keywords: Blockchain, Auditing, Knowledge Approach
JEL classification: M, M4, M42
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1. Introduction

In the digital economy, organizational success depends on
establishing trustworthy relationships and interactions. Digital trust
plays a crucial role in enabling resilient and sustainable digital
ecosystems, ensuring secure and transparent engagements among
stakeholders. This research explores the digital trust ecosystem and
introduces a governance framework that integrates risk management
as a key trust factor.

Traditional human trust is built through honesty, consistency, and
mutual understanding, but in digital environments, it relies on
system transparency, cybersecurity measures, and regulatory
compliance. Digital trust ensures confidence in the reliability and
integrity of digital platforms, transactions, and services. The rise of
Industry 4.0 and the transition toward Industry 5.0 have further
emphasized its importance, as emerging technologies like artificial
intelligence (AI), blockchain, and the Internet of Things (IoT)
reshape business operations.

A key distinction exists between digital trust and digital security.
While digital security focuses on encryption, authentication, and
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access controls, digital trust extends beyond technical measures to
include ethical governance and responsible data practices.
Additionally, the “zero trust” model, which follows the principle of
"trust nothing, verify everything," strengthens security by
eliminating implicit trust. However, digital trust complements zero
trust by ensuring a balance between security, usability, and ethical
compliance.

Given these complexities, this research adopts the Digital Trust
Ecosystem Framework (DTEF) to provide a structured governance
model. DTEF is a hierarchical framework that incorporates risk
management within its Direct and Monitor domain, bridging
organizational strategy with process implementation.

2. MATERIALS AND METHODS

This research is applied in nature and focuses on the practical
development of knowledge in the field of digital trust ecosystems
through a phenomenological approach. The phenomenological
method seeks to understand the experiences and perceptions of
various actors when interacting with a specific phenomenon. In this
study, data were collected from an extensive review of online
resources, scholarly articles, and indirect expert interviews by
analyzing video content and comparing practitioners’ experiences
with established digital trust frameworks to extract key patterns
within digital ecosystems.

The selection of the Digital Trust Ecosystem Framework (DTEF)
as the core governance model emerged from a phenomenological
process that involved iterative exploration of expert perspectives,
industry practices, and regulatory considerations. In the initial stage,
to conceptualize the emerging idea of digital trust ecosystems, up-
to-date literature and indirect experiential inputs from international
specialists—obtained via professional networks and platforms such
as YouTube—were systematically reviewed. For example, a
targeted search for the term “digital trust ecosystem” on YouTube
yielded 259 videos. Assuming that search algorithms prioritize
relevance, the top 100 results were analyzed: 67% were directly
related to digital trust ecosystems, 27% addressed digital trust in
general, and the remainder were unrelated. Notably, 28% of the
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ecosystem-related content referred to the DTEF framework,
underscoring its significance within phenomenological analysis.
Other results focused on domain-specific frameworks such as
Hyperledger or proprietary blockchain architectures, which lack
broad applicability across industries.

The practical insights gathered from specialists, organizations,
and researchers indicated that DTEF not only encompasses all
critical components of digital ecosystems but also offers a flexible
and adaptable model for managing trust and risks at multiple levels.
In the subsequent stage, the selection of an appropriate risk
management model for the fourth layer of the DTEF hierarchy was
also guided by phenomenological analysis. A comparative review of
practical implementations revealed that the ISO/IEC 27005:2022
standard is the most relevant and widely adopted in the context of
digital trust, given its compatibility with information security
structures. This standard follows a systematic process comprising
context establishment, risk assessment, and risk treatment. Risk
assessment itself includes risk identification, risk analysis, and risk
evaluation. Two additional cross-cutting activities—communication
and consultation, and monitoring and review—affect all stages of the
risk management process.

The DTEF itself consists of six hierarchical layers: (1) nodes
(people, processes, technology, and organization), (2) domains
(culture, Emergence, human factors, direct and monitor,
architecture, and enabling and support), (3) trust factors, (4)
methods, (5) activities, and (6) outcomes. Within this structure, risk
management is positioned as a trust factor in the “Direct and
Monitor” domain, bridging organizational governance with
operational processes. The framework is designed to be compatible
with a broad range of governance and compliance models such as
COBIT, ITIL, GDPR, ISO, and NIST, allowing for tailored
adaptation to organizational needs. By situating ISO/IEC 27005-
based risk management methods in the fourth layer (methods) and
their corresponding activities in the fifth layer (activities), the
research operationalizes the conceptual model into actionable
governance mechanisms for digital ecosystems.
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3. RESULTS AND DISCUSSION

The research findings highlight that integrating DTEF with
ISO/IEC 27005 enhances risk management in digital ecosystems.
The application of structured risk management practices in Al-
driven banking yields three key outcomes. First, proactive risk
management significantly reduces cybersecurity incidents,
unauthorized access, and fraud-related activities. By systematically
identifying vulnerabilities and addressing threats, organizations
enhance system resilience. Second, transparent governance and
well-defined risk management policies foster greater stakeholder
confidence. Customers, regulators, and business partners trust
organizations that demonstrate clear accountability and effective
security controls. Third, aligning risk management with ISO
standards ensures compliance with data protection laws and financial
regulations, reducing legal risks and improving regulatory oversight.
Beyond risk management, the study reveals governance challenges
in digital trust ecosystems. Traditional centralized trust models,
where a dominant entity regulates trust mechanisms, are increasingly
inadequate. While centralized structures offer clear oversight, they
lack adaptability in dynamic digital environments. Decentralized
governance models, by contrast, distribute trust management among
multiple stakeholders, promoting transparency and fairness.
However, they also introduce complexities such as aligning
stakeholder interests, addressing cross-border regulatory
inconsistencies, and overcoming organizational inertia.
To navigate these challenges, organizations must integrate
governance frameworks effectively. DTEF facilitates structured
governance by offering adaptable metrics and controls, which, when
combined with COBIT (a detailed IT governance framework),
bridge the gap between strategic decision-making and operational
implementation. The findings further suggest that digital trust
ecosystems require a balanced approach between strict security
measures and operational efficiency. Overly rigid controls may
hinder innovation, while insufficient security exposes organizations
to cyber threats and reputational damage. Adaptive governance
models ensure both risk mitigation and business agility.

I



Risk Management within the Governance Framework .../ Rahi Zandifar 22

4. CONCLUSION

This research underscores that digital trust extends beyond
technical security, incorporating ethical, cultural, and organizational
elements that determine the reliability of digital interactions. The
Digital Trust Ecosystem Framework (DTEF) provides a structured
approach to integrating digital trust into governance, ensuring
security and operational integrity. Organizations that adopt
comprehensive governance models create a foundation for
transparent, secure, and resilient digital interactions, fostering long-
term stakeholder confidence.

The study demonstrates that leveraging DTEF alongside risk
management standards such as ISO/IEC 27005 strengthens
cybersecurity while maintaining usability. Structured risk
management practices help balance protection with accessibility.
Aligning risk management with international standards enhances
regulatory compliance, ensuring that organizations meet legal and
industry requirements. Additionally, ethical and transparent
governance structures reinforce long-term digital trust by
establishing clear accountability and responsible data management
practices.

The findings highlight the dynamic interplay between
cybersecurity, decentralized governance, and digital trust. As
businesses increasingly rely on Al, blockchain, and IoT, adopting
comprehensive governance models becomes critical. The integration
of digital trust frameworks with risk management strategies
enhances competitive advantage, customer loyalty, and the long-
term sustainability of digital ecosystems. Organizations that
effectively implement these frameworks strengthen resilience
against emerging threats while remaining adaptable in evolving
digital landscapes.

Future research should expand DTEF applications across
industries, develop quantitative trust metrics, and refine
decentralized governance mechanisms. Further exploration is
needed to understand how evolving regulations impact digital trust
strategies, particularly in cross-border digital transactions.
Addressing these areas will help organizations enhance their
resilience in the digital era, enabling them to build sustainable and
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secure digital ecosystems where trust remains a fundamental pillar
of innovation and transformation.

Keywords: Digital Trust; Digital Ecosystem; Risk Management;
Ecosystem Governance; Direct and Monitor; Digital Trust
Ecosystem Framework.

JEL classification: M5, G34, DS1.
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1. Introduction

Auditing includes independent review of financial statements by
qualified and expert people to provide independent opinions and
increase the validity of financial statements. Nevertheless, the
process of independent review of financial statements requires
auditors to review the financial transactions of specialized
businesses, and auditors may feel the need for the help of other
professionals to perform audit operations; this means that auditors in
such a situation cannot make a correct opinion on a technical matter
without considering the views of other experts. It is one of the main
goals of international auditing standards. Blockchain technology,
which is one of the biggest developments of the 21st century, comes
with many advantages and challenges. One of these challenges is to
fully understand the functioning and risk assessment of blockchain-
based transactions, because cryptographic assets are based on the
blockchain and are held by different custodians, and this creates a
reliability challenge for auditors. It should also be noted that the 4
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largest auditing companies worldwide are hesitant to provide
auditing services to companies whose major assets are based on
encrypted assets and cryptocurrencies. Various studies have
examined the contribution of cryptocurrencies in different
economies. Studies show that cryptocurrencies have many possible
benefits, but one should not be ignorant of the challenges created by
them. Also, the development of crypto-assets as a type of digital
asset has created challenges for the accounting profession. Since
accounting is known as the language of business, it is used to
describe and explain business transactions to meaningfully
summarize the transactions, and users can make useful decisions
based on the financial information included in the financial
statements. Therefore, in the present study, an attempt has been
made to explain the related concepts in this field through a review of
the existing literature in the field of crypto assets and cryptocurrency
audit. Also, the challenges that have been created for the auditors
through the emergence of these assets have been explained, and then
suggestions have been made to face these challenges. Also, the types
of common models for auditing cryptographic assets are presented,
and the features and challenges of each model are also explained.

2. MATERIALS AND METHODS

This article, through a review of the existing literature in the field
of cryptocurrencies and digital assets, explains these types of assets,
the challenges they face, offers suggestions to face the challenges,
their pricing, and audit models of these types of assets.

3. RESULTS AND DISCUSSION
Cryptocurrencies and crypto assets

Although cryptocurrencies and crypto assets have distinct
meanings, they are often used interchangeably. Crypto assets are
digital assets that are independent of any central or government
authority and operate through cryptography and distributed ledger
technology (blockchain), peer-to-peer networks for creation,
verification, and security purposes.
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Challenges related to crypto assets and cryptocurrencies

In recent years, the concept of crypto-assets has attracted
considerable attention, and even though there are various cases
involving the field of crypto-assets, most of the concerns include
security risks, lack of regulatory frameworks, limitations in the
adoption rate, complexity and volatility, and challenges related to the
auditing and accounting processes of these assets. Security
challenges and concerns are among the main issues associated with
crypto-assets because these types of assets are stored in digital
wallets, they are more vulnerable to cyber-attacks and hacking. In
addition, digital currencies such as cryptocurrencies have temporary
value, which causes high fluctuations in the value of
cryptocurrencies, and as a result, it is not possible to reliably estimate
the value of cryptocurrencies, even when their number and amount
remain constant. In the audit process, the verification of transactions
has an impact on the overall quality of the audit process. It is also
necessary that the training and skills needed by the auditors to audit
and handle the features arising from the operations of
cryptocurrencies are continuously considered and upgraded.
Valuation of cryptocurrencies

The high volatility of the price of cryptocurrencies makes it
difficult to determine the value and pricing of such cryptocurrencies.
Below are four potential strategies for valuing digital and crypto
assets.
Market approach

Determining the value of a digital currency using the market
method depends on the liquidity and development of the currency.
Different

Methods can be used to evaluate the price in this approach; For
example, pricing can be done based on the latest currency prices
without considering the liquidity of the currency or based on the fiat
price that is being exchanged in the market.
Income approach

The income approach is a suitable method for valuing crypto
assets. This approach is based on the use of cash flows and discount
rates to determine the estimated future value. The conventional
capital asset pricing model may not be practical in determining the
appropriate discount rate.

L



29 JISTA, Vol. 1, No. 1, Spring & Summer 2025

Cost approach

In cases where secondary trading pricing is not available or where
there is no liquidity to rely on prices, the cost method can be used as
an alternative approach. This method requires the use of opportunity
costs instead of value.

Theory of the quality of money

Based on the quantity theory of money, the value of tokens has a
direct relationship with the supply of money in the economy and is
determined in this way. These tokens act as a means of exchange and
to calculate the price of utility tokens, the theory of quality of money
can be used according to the formula M x V =P x Y; where M
represents the money supply, V stands for the velocity of money, P
represents the price level, and Y represents the quantity of products
and services exchanged in its market.

Crypto asset audit models

Studies show that different models are used to audit crypto assets,
the most common of which are: traditional model, blockchain-based
model, automatic and real-time model, and finally, decentralized and
collaborative models.

Traditional audit model (based on matching transactions)

This model includes examining financial documents related to
crypto assets and comparing them with blockchain data. For this
purpose, the actions of the auditors include: matching blockchain
transactions with the company's financial books, checking the
authenticity of ownership and the amount of assets through digital
signature and private key, checking the valuation of assets according
to market rates and accounting standards.

Audit model based on blockchain technology

In this method, blockchain analysis tools are used to check the
authenticity of transactions and financial transparency, and include:
using chain analysis to track transactions and determine related risks,
implementing audited smart contracts to reduce the need for manual
checks, and using proof of reserves to confirm the amount of
declared assets.

Automatic and real-time audit model

The automatic and real-time audit model is implemented based
on automation tools and artificial intelligence algorithms, and among
its salient features are: real-time review of financial status and
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transactions, identification of suspicious behavior and fraud through
machine learning, and use of data oracles to compare the company's
internal information with blockchain data.

Collaborative and decentralized audit model

In this model, a set of independent and approved auditors
undertake the task of checking the accounts. This method includes:
decentralized auditing using decentralized autonomous models,
publishing public reports on the blockchain for greater transparency,
and the possibility of voting to verify the accuracy of financial
reports through smart contracts.

Each of these models has advantages and challenges. What
should be considered is that the appropriate model for each
organization is different and depends on the needs of the
organization. Studies show that combining the traditional model
with blockchain technology can increase security and transparency,
and the use of automated and decentralized models can improve the
efficiency and speed of auditing.

In summary, Due to the increasing emergence of digital and
encrypted assets in recent years, these assets have been welcomed
by the public in the commercial and exchange arena. But the
application of any emerging technology, as we know, is like a
double-edged sword; That means, along with the opportunities it
creates, it always brings challenges. The most important challenges
facing crypto assets is the challenge of verifying ownership (due to
the anonymity of wallets), security risk (cyber-attacks of crypto
assets), valuation of crypto assets (severe price fluctuations of digital
currencies), and the lack of comprehensive standards in the field of
digital and crypto assets.

4. CONCLUSION

The widespread use of cryptographic assets in the business world
and the requirement of business units to provide audited financial
statements have turned the audit of these assets into a big challenge.
From the point of view of the auditors, cryptographic assets have a
certain risk that originates from the lack of sufficient knowledge of
how to value them and the absence of transparent standards.
Therefore, auditors are faced with various challenges in the field of
cryptographic assets audit, and in order to accept or not accept
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business owners who use these assets in their operations, they must
have a correct understanding of the nature of such assets and the
challenges associated with them._While reviewing the literature
related to cryptographic assets, the types of these assets, the pricing
method, the types of audit models of these assets, and the challenges
they face, and offers suggestions to deal with the said challenges.
The necessary suggestions to face the challenges faced by auditors
in the field of cryptocurrency audit are:

1) It is necessary for the legislators to provide the necessary
regulations to review and evaluate sufficient audit evidence in
the field of cryptocurrency audit.

2) The developers of the standards need to present the accounting
and auditing standards in the field of cryptocurrencies so that
accountants and auditors can properly review and evaluate
transactions related to cryptocurrency.

3) Curricula of accounting and auditing higher education should
be based on the correct and operational training of accounting
and auditing standards and should always be in line with new
changes.

Keywords: Crypto Assets, Cryptocurrencies, Auditing
JEL classification: /42
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1. Introduction

Digital transformation and the adoption of modern technologies
such as artificial intelligence, blockchain, and big data analytics have
revolutionized auditing processes. These technologies enhance
accuracy, transparency, and speed, significantly improving audit
efficiency (Sirios et al., 2020). However, the increasing reliance on
digital infrastructures has made auditing environments an attractive
target for cyberattacks. These attacks, including financial data theft,
data manipulation, ransomware, and disruptions to technological
infrastructure, can severely threaten the security and credibility of
digital auditing. According to Becker's criminal theory, criminals,
including hackers, make decisions based on a rational analysis of
costs and benefits. Suppose the costs of committing a crime (such as
the likelihood of detection and punishment) are low and the benefits
(such as access to valuable data) are high. In that case, the likelihood
of criminal activity increases. In this framework, weak cybersecurity
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measures and the attractiveness of digital audit data make
cyberattacks one of the most significant challenges in digital
auditing. Cyberattacks not only threaten data security but also have
broad economic and organizational consequences. These attacks
impose direct and indirect costs on organizations, including
expenses for data recovery, security infrastructure enhancement, and
compensating affected stakeholders. These costs have significantly
increased in recent years. Furthermore, disruptions in digital audit
processes can undermine stakeholder trust in financial reports and
damage organizational credibility (Ghosh & Sherman, 2021). On the
other hand, analyzing cyberattacks within Becker's theoretical
framework suggests that enhancing cybersecurity and reducing
vulnerabilities can deter criminals. This requires identifying the
behavioral patterns of cybercriminals and designing strategies to
reduce the attractiveness of digital targets (Anderson & Moore,
2020). Additionally, legal reforms and stricter regulations play a
crucial role in improving digital audit security (Boehm & Schwartz,
2021). In this Research the Question is How does Becker's criminal
theory influence cyberattacks in digital auditing?

2. MATERIALS AND METHODS

This research is a qualitative method with a thematic analysis
approach. Data were collected from two main sources: a study of
documents and reports related to cyber-attacks and semi-structured
interviews with experts in the field of auditing and cybersecurity.
The interviews were conducted based on a predetermined
framework, but participants were allowed to freely express their
opinions and experiences. For data analysis, MaxQuda software was
used, which allowed for initial coding, grouping of codes into main
themes, and extracting relationships between them. In this research,
a purposive sampling method was used and cybersecurity experts,
auditors, and managers of organizations were selected. These
individuals must have sufficient experience in the field of digital
auditing and cybersecurity. Criteria such as at least 5 years of
relevant work experience, knowledge of cyber threats and digital
auditing, and experience in cyber risk management were considered
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for their selection. Sampling was conducted by identifying qualified
individuals in professional networks and using a snowball method in
1403, with some of the initial interviewees introducing other
professionals. Interviews continued until theoretical saturation was
reached, and after interviewing 15 people, the data became so
repetitive that no new information was obtained.

3. RESULTS AND DISCUSSION
The study's data analysis categorized the effects of cyberattacks on
digital auditing into five main areas:

1) Direct Impacts of Cyberattacks Cyberattacks directly impact
the accuracy, reliability, and efficiency of digital auditing
systems. These attacks can lead to financial data alterations,
deletion of sensitive information, and disruptions in auditing
processes. Some direct consequences include reduced
accuracy of financial reports, system malfunctions, and
diminished client trust in auditing procedures. When financial
data is unintentionally altered, the credibility of audit reports
1s questioned, exposing organizations to legal challenges.

2) Risks and Costs Another major consequence of cyberattacks is
the increase in security costs and legal risks. Organizations that
experience cyberattacks must allocate significant resources for
data recovery, security system enhancements, and
compensating affected parties

3) Cybercriminals' Motivations Cyber attackers are primarily
motivated by financial and informational gains. They exploit
security weaknesses in auditing systems to steal sensitive data,
manipulate records, and sell information on black markets.
Some attackers also engage in economic espionage or sabotage
against competitors. Given the low cost of executing
cyberattacks and the readily available tools, attackers are
increasingly targeting digital auditing systems.

4) Preventive Measures To counter cyberattacks, organizations
must implement preventive measures. These include employee
training on cybersecurity threats, adopting advanced security
technologies such as blockchain and data encryption, and
enforcing strict security policies.
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Social and Ethical Consequences Cyberattacks have social and
ethical ramifications beyond technical and financial damages. These
include reduced public trust in digital auditing systems, concerns
about data confidentiality, and legal challenges for auditors. In many
cases, companies that fall victim to cyberattacks suffer significant
declines in reputation and customer trust. Analysis Based on
Becker’s Theory Becker's criminal theory posits that increasing the
costs of committing crimes can reduce criminal activity. In the
context of cyberattacks, these costs include stricter legal penalties,
improved security systems, and reduced access to hacking tools. The
present study indicates that companies that invest more in
cybersecurity and enforce stricter regulations are less likely to be
targeted by cyberattacks.

4. CONCLUSION

This research demonstrates that cyberattacks pose a significant
threat to digital auditing and can have substantial financial and
reputational consequences. Key findings emphasize the following:
Strengthening cybersecurity and training employees should be a top
priority for organizations. Increasing the cost of committing
cybercrimes can reduce attackers' motivations. Policymakers and
managers must adopt a comprehensive and proactive approach to
combating cyberattacks. Given the growing importance of digital
auditing in the modern world, addressing cyberattacks is not just a
technical necessity but also a strategic imperative. Previous studies
highlight that cyberattacks have become one of the main challenges
in digital auditing processes. Recommendations also includes:

1) Strengthen security infrastructure: The findings show that
weaknesses in security infrastructure are the main factor
facilitating attacks.

2) Train employees: Human error is one of the main factors for
attackers to infiltrate.

3) Strengthen legal deterrence:To reduce the motivation of
attackers, it is necessary to implement stricter legal penalties
and deterrent policies.
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1. Introduction

The General Data Protection Regulation (GDPR) stands as one of
the most significant regulatory measures in the realm of data
protection, reflecting the growing recognition of personal data as a
key resource in the modern digital economy. Implemented by the
European Union in 2018, GDPR has brought about a transformative
shift in organizational practices, compelling entities worldwide—
regardless of geographic location—to reassess and restructure how
they manage, store, and process personal data belonging to EU
residents. Non-compliance exposes organizations to severe
administrative fines (up to EUR 20 million or 4% of global
turnover), reputational harm, and potential legal liabilities.

Despite existing research on GDPR and auditing, few studies
have taken a truly holistic approach that merges legal, technical, and
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organizational dimensions in a comparative framework. This
extended abstract seeks to fill that gap by examining how GDPR
requirements reshape information systems (IS) auditing and what
novel strategies can be employed to navigate these complexities.
Objective and Scope

This research aims to provide a detailed examination of the
compliance-based approach to GDPR within IS auditing, which
differs from standard models by combining theoretical analysis and
applied best practices. Specifically, we investigate how
organizations align with GDPR mandates—ranging from data
minimization and consent management to breach notification and
privacy-by-design—while  simultaneously  addressing legal
responsibilities, organizational governance, and technical
safeguards. By exploring this intersection, we present a comparative
view of practices and persistent challenges that offers a more
integrated perspective than traditional studies focusing primarily on
operational efficiency or baseline security controls.
Relevance to Information Systems Auditing

Traditional IS audits commonly focus on operational efficiency
and baseline security controls. However, GDPR adds layers of
complexity involving legal accountability, data subject rights, and
the interplay of technology with evolving data ethics. Consequently,
IS auditors must now incorporate privacy impact assessments,
organizational governance checks, and vendor risk evaluations into
their methodologies. This shift underscores the need for a robust
auditing model that unifies technical safeguards—such as
encryption, access controls, and intrusion detection systems (IDS)—
with broader organizational strategies, including staff training,
documented policies, and third-party oversight. In essence, while
these technical measures are vital, they remain insufficient without
a matching cultural and managerial framework, as further explored
in subsequent sections.
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2. MATERIALS AND METHODS

This study uses a comparative approach to examine the impact of
GDPR on information systems auditing, as compliance with these
regulations is a challenge not only at the EU level but also in many
countries and international organizations. Comparative studies,
which are widely observed in legal and regulatory research, allow
for a more detailed analysis of regulatory gaps, implementation
challenges, and successful strategies in the area of GDPR
compliance.

In the present study, while analyzing the legal frameworks of
GDPR, the impact of these regulations on information systems
auditing practices and risk management strategies is examined. The
structure of the article is set by focusing on the key principles of
GDPR, the role of compliance auditing in ensuring data security,
implementation challenges for organizations, and the future of
auditing standards to provide a comprehensive picture of the
relationship between GDPR and the audit profession.

In this regard, first, the legal foundations and principles of
compliance auditing are examined. The implementation dimensions
of monitoring and control at the levels of data governance, risk
management, data subject rights, technical measures, and third-party
oversight are analyzed. This structure is arranged in such a way that,
while providing a comparative framework for examining the role of
GDPR in compliance auditing, it also provides a comprehensive
picture of the challenges, global standards, and future directions.
Compliance-Based Methodology

This research employs a qualitative review and compliance
analysis methodology, integrating multiple sources to examine
GDPR’s impact on information systems auditing. The study relies
on three primary sources: official regulatory texts and guidelines,
peer-reviewed academic literature, and industry standards.
Regulatory texts include GDPR itself, supplementary guidance
issued by the European Data Protection Board (EDPB), and
enforcement interpretations by data protection authorities (DPAs).
Peer-reviewed studies provide insights into both theoretical and
empirical dimensions of compliance auditing, offering critical
perspectives on GDPR implementation challenges and solutions.
Additionally, established industry frameworks such as ISO 27001
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for information security management, COBIT for IT governance,
and NIST cybersecurity guidelines serve as references to assess how
organizations integrate GDPR requirements into standardized
auditing practices.

Conceptual Framework

This study is structured around a four-layered conceptual
framework that aligns GDPR compliance auditing with
organizational governance, risk assessment, technical controls, and
ongoing monitoring. The framework is designed to reflect the core
structure of the paper and systematically evaluate how compliance
audits address GDPR requirements.

First, the study examines the legal and governance framework,
establishing the connection between GDPR mandates—such as data
subject rights, accountability, and lawful processing requirements—
and corporate data governance, audit policies, and IT control
mechanisms. This section aligns with the discussion on data
governance, compliance auditing, and regulatory enforcement,
highlighting how organizational structures must integrate GDPR
principles into their compliance strategies.

Second, it analyzes risk assessment and mitigation strategies,
focusing on Data Protection Impact Assessments (DPIAs), risk
categorization, and breach response mechanisms. This corresponds
with sections covering risk management and compliance assessment,
evaluating how audits identify vulnerabilities, enforce security
measures, and reduce regulatory exposure.

Third, the study assesses technical and organizational controls,
particularly the role of encryption, access control mechanisms,
privacy-by-design principles, and compliance automation tools in
strengthening GDPR compliance. This aligns with the discussion on
technical safeguards, IT security auditing, and vendor risk
management, demonstrating how audits verify the effectiveness of
security protocols and privacy-enhancing technologies.

Finally, it explores continuous monitoring and compliance
tracking, investigating how organizations implement real-time
monitoring systems, audit trails, automated compliance reporting,
and third-party oversight mechanisms to sustain long-term GDPR
adherence. This aspect connects with sections on audit
methodologies, governance models, and emerging trends in
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compliance auditing, emphasizing the importance of proactive
monitoring, Al-driven anomaly detection, and automated
compliance verification.

By following this structured framework, the study provides a
comprehensive, layered analysis of GDPR compliance auditing,
ensuring that the interplay between legal mandates, risk assessments,
security controls, and continuous oversight is systematically
examined

3. RESULTS AND DISCUSSION
Governance and Data Management

The study finds that GDPR has fundamentally reshaped data
governance models, mandating detailed record-keeping of data
flows (RoPA), assigning Data Protection Officers (DPOs) in certain
cases, and requiring strict retention policies. Audits thus transcend
basic IT checks, incorporating governance criteria that cover
managerial responsibilities and accountability. Organizations that
excel in compliance often exhibit comprehensive policies clarifying
data classification and retention periods, aligned with both
operational needs and GDPR’s storage limitation principle.
Risk Management and Breach Prevention

Risk assessment emerged as a core theme, with DPIAs taking
center stage for high-risk data processing scenarios (e.g., large-scale
profiling). Auditors play a pivotal role in validating if these DPIAs
adequately measure potential damages, consider worst-case breach
scenarios, and document mitigation steps. Despite widespread
awareness, many SMEs struggle to operationalize risk management
protocols, partly due to resource constraints and partly due to a lack
of dedicated compliance expertise.
Privacy by Design and Default

Implementing privacy by design remains a notable challenge.
While organizations acknowledge the necessity of embedding
privacy controls (like anonymization, pseudonymization) into the
earliest stages of system development, the review indicates that true
end-to-end integration is uneven. Auditors frequently identify “bolt-
on” privacy measures rather than privacy controls baked into
development lifecycles. In industries dealing with large volumes of
data, these gaps pose elevated compliance and ethical risks.
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Third-Party Risk Assessment

The study repeatedly underscores how third-party vendors can
create compliance blind spots if not properly audited. GDPR extends
accountability to data processors, requiring revisiting contractual
clauses, ensuring adequate security measures, and verifying sub-
processors. A robust audit strategy checks for consistent vendor risk
evaluations, regular compliance reporting, and immediate breach
notification protocols. Failure in any of these areas can lead to
material compliance violations.
Technical Measures: Encryption, Access Control, and
Monitoring

The technical dimension of GDPR compliance frequently centers
on encryption, least-privilege access control, and real-time
monitoring. Organizations adopting ISO 27001 controls typically
demonstrate stronger encryption key management and more
systematic penetration testing. However, the review notes persistent
issues with outdated cryptographic standards and insufficient multi-
factor authentication (MFA), especially within legacy IT systems.
Organizational Measures: Training, Policies, and Culture

Effective GDPR compliance hinges on organizational culture.
Regular training ensures employees understand fundamental GDPR
principles like data minimization and breach reporting timelines.
Audits highlight that even with robust technical safeguards, human
error or lack of awareness can lead to non-compliance. Hence, staff
education appears as a recurring recommendation in audit reports,
emphasizing both legal obligations and best practices in data
handling

4. CONCLUSION

Summary of Key Insights

This comparative study illustrates that aligning IS auditing with
GDPR involves a holistic approach, integrating technical, legal, and
organizational dimensions. Traditional audits, which primarily
focused on IT controls, must now encompass deeper evaluations of
data governance, privacy-by-design, and third-party risk
management. Such a model allows organizations to not only comply
with GDPR but also strengthen data protection, reduce operational
risks, and enhance public trust.
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Implications and Recommendations

The findings of this study suggest several strategic implications
for organizations seeking to align their information systems auditing
with GDPR compliance requirements. First, there is a need for
integrated audit frameworks that align industry standards such as
ISO 27001 and COBIT with GDPR’s privacy and accountability
principles. Organizations should refine their auditing methodologies
to include privacy impact metrics, vendor oversight mechanisms,
and rigorous incident response protocols. Second, the study
highlights the importance of continuous monitoring in compliance
enforcement. Integrating real-time compliance tracking, Al-driven
anomaly detection, and automated breach notification systems can
significantly enhance the effectiveness of GDPR audits by
identifying irregularities in data processing before they escalate into
regulatory violations.

Moreover, fostering a compliance-centric organizational culture
is crucial in ensuring sustainable adherence to GDPR mandates.
Beyond technical safeguards, organizations must prioritize staff
training, clear governance structures, and well-documented policies
to reinforce GDPR compliance at every operational level. Auditors
must assess whether employees at all levels, from senior
management to operational staff, fully understand and implement
GDPR’s core principles. Theoretically, these findings contribute to
emerging research on privacy-by-design frameworks, while
managerially, they offer CISOs and IT auditors practical pathways
to embed GDPR metrics into governance, risk management, and
compliance (GRC) systems.

Concluding Remarks

By systematically bridging the gap between regulatory
prescriptions and practical auditing frameworks, organizations can
develop comprehensive compliance strategies that anticipate both
technological evolution and shifting legal landscapes. Ultimately,
effective GDPR audits transcend box-checking exercises, shaping an
environment where data protection is central to corporate
governance and risk management. This approach not only fulfills
legal mandates but fosters trust among consumers, regulators, and
business partners—an invaluable asset in today’s data-centric
marketplace. In so doing, this extended abstract contributes a
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structured, comparative lens on GDPR compliance, providing
actionable pathways for auditors and organizations striving to meet
stringent data protection requirements.

Keywords: Information Technology Audit (IT Audit),
Compliance Audit, General Data Protection Regulation (GDPR)
JEL classification: M42, M48, K20, L68.
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1. Introduction

In recent years, firms have been looking for tools and methods
that can improve financial reporting and prevent financial fraud. One
effective tool that has attracted a lot of attention in recent years is the
use of business intelligence systems. A review of previous studies
indicates the importance of business intelligence systems as a new
information systems tool in facilitating managerial decision-making,
improving the financial reporting quality, improving financial
performance, and detecting financial fraud. Business intelligence
allows organizations to identify patterns and anomalies in financial
data by combining information technology and data management. In
some studies, various components have considered as business
intelligence sub-criteria including data integration, analytical
capabilities, information content quality, information access quality,
use of information in the business process, and analytical decision-
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making culture. Business intelligence by focusing on high-level
analytical power can play an important role in improving financial
transparency and enhancing the trust level among stakeholders,
allowing firms to have better ability and performance in competitive
markets by improving financial reporting quality. Implementing
business intelligence tools has an impact on accounting systems
through the input, process, and output dimensions.This study
investigated the role of business intelligence data analysis
technology in improving financial reporting quality.

2. MATERIALS AND METHODS

The research methodology is based on a survey research using a
structural questionnaire. The statistical sample includes finance and
accounting managers and supervisors in 384 listed firms at TSE &
OTC whose have relevant work experience and sufficient expertise
about new financial technologies and use of business intelligence.
The research instruments were standard questionnaire on business
intelligence (Popovi€ et al, 2012; Huang et al, 2022) and financial
reporting quality (Ahmadi et al, 2021). The data were analyzed using
LISREL software based on the confirmatory factor analysis
approach and the structural equation modeling. After collecting data
and describing the demographic samples’ characteristics and survey
results, some analyses were conducted such as assessing the
distribution normality, reliability and validity of the questionnaire
variables. Subsequently, the confirmatory factor analysis and the
structural equation modeling were used to estimate the relationship
between variables.

3. RESULTS AND DISCUSSION

According to the results, the evidence showed that 74 Firm
observations were in the weak business intelligence domain, 182
observations were in the medium business intelligence domain, and
128 observations were in the strong business intelligence domain.
The findings showed that business intelligence has a significant
effect on improving financial reporting quality. Also, further
analyses were conducted on business intelligence sub-criteria
including data integration, analytical capabilities, information
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content quality, information access quality, information use in the
business process, and analytical decision-making culture. Evidence
suggests that business intelligence sub-criteria also have significant
impact on improving financial reporting quality. The results of the
path analysis showed that analytical decision-making culture and
information access quality have the greatest impact on the financial
reporting quality. In addition, analytical capabilities have the least
impact on financial reporting quality. Findings documented that
business intelligence increases the accuracy and efficiency of
financial processes by automating the reporting and data analysis
process. Using business intelligence tools, financial data can be
analyzed more deeply and accurately and hidden patterns and trends
can be identified. Business intelligence increases transparency in
financial performance by providing clear and interactive financial
reports and allows firms to create customized financial reports,
including charts, dashboards, and other visuals that respond to the
stakeholders specific needs. Using business intelligence tools,
accurate forecasting models can be created that help organizations
predict their financial performance in the future and prepare for
potential challenges. Business intelligence provides the information
and insights necessary for informed, data-driven financial decisions.
Using business intelligence, the profitability of different firm
segments, products, or customers can be analyzed and strengths and
weaknesses 1dentified. Business intelligence helps organizations
accurately track, manage, and optimize their costs by identifying and
eliminating unnecessary costs and optimizing processes. Business
intelligence helps organizations more accurately predict future sales
revenues using historical data and other influential factors. Business
intelligence plays an important role in managing assets as resources
for production and service delivery. By using business intelligence
tools, a firm's cash flow can be monitored in real time and liquidity
problems can be prevented. According to the results, firms focus on
integrating and merging reliable and homogeneous data to improve
the financial reporting quality. The use of business intelligence
allows firms to have different information with different dimensions
and from all parts of the firms together, which improves the financial
reporting quality. Firms have strengthened financial reporting
through online analytical processing and reporting. The set of these
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measures, by combining data integration and analytical capabilities,
has matured the business intelligence system, which can improve the
financial reporting quality. The information content quality as one of
the business intelligence aspects leads to the information usefulness
in the business process, and the information usefulness leads to
favorable decision-making in financial reporting. By using business
intelligence, firms have used high-quality and timely information to
advance and develop the business goals. The information access
quality as one of the business intelligence components has a positive
effect on the financial reporting quality. Firms that use business
intelligence system can have better access to information, have
accurate economic and financial analyses of customers, market and
firm internal environment, and with the right decisions, while
developing customer relationships, add value to services and
products, which leads to improved financial reporting quality. The
use of information in the business process as one of the business
intelligence components has a positive effect on the financial
reporting quality; therefore, the use of information in the business
process can provide appropriate strategies, innovative ideas in line
with the firm goals and their leadership in the capital market.
Business intelligence is a mechanism that fills the gap between
business process management and business strategy. The analytical
decision-making culture plays an important role in the use of high-
quality information in firm decisions, so that business intelligence,
by combining data from internal and external sources, creates useful
information to improve decision-making support; in addition,
improving decision-making capabilities through business
intelligence improves the financial reporting quality.

4. CONCLUSION

The findings indicate that the use of business intelligence creates
a more comprehensive view of financial processes and more
accurate financial reporting. The research results can be useful for
management teams, boards of directors, investors, regulatory bodies,
and auditors, helping them to assess improving the financial
performance by using business intelligence while increasing the
financial information quality. In today's world, the success of firms
in dealing with large volumes of data depends on the ability to use
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data in decision-making efficiently and quickly. Given the changes
in the business environment and the increasing complexity of
business processes, the use of business intelligence helps firms to
have a more comprehensive understanding and vision about
financial reporting processes and present financial reports more
accurately. According to the obtained results, it is suggested that
firms facing to environmental and technological changes, should use
business intelligence data analysis as a new approach to provide
appropriate information, especially focusing on the transparency and
quality of information content in financial statements. However,
implementing this process requires attention to appropriate
platforms and structures.

Keywords: Business Intelligence, Data Analysis, Financial
Reporting Quality.

JEL classification: M41, M15, O33
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1. Introduction

In today’s rapidly evolving technological environment, large-
scale information technology (IT) programs are increasingly
regarded as strategic vehicles for organizational transformation and
public-sector modernization. Such programs often consist of
multiple interdependent projects that pursue common goals, such as
enhancing digital governance, improving operational efficiency, and
enabling socio-economic innovation. Despite their potential,
however, large IT programs are inherently risky due to their scale,
complexity, and exposure to diverse uncertainties. Traditional risk
management approaches are typically designed for individual
projects. They often focus on identifying risks, estimating
probabilities and impacts, and prioritizing mitigation strategies. Yet,
when applied to large-scale IT programs, such methods reveal
significant limitations. Programs not only face project-level risks
such as budget overruns, technical failures, and schedule delays but
also higher-level risks arising from strategic misalignment, political
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or policy changes, inter-organizational coordination, and
environmental uncertainties.

Moreover, risks within programs are not isolated. Dependencies
among risks—such as cascading effects between project delays,
stakeholder resistance, and reduced return on investment—can
amplify overall program exposure. Such interdependencies operate
in nonlinear ways, producing systemic vulnerabilities that traditional
linear risk matrices fail to capture. This insight suggests that
effective program risk management must incorporate methods
capable of modeling interdependencies and uncertainty.

Against this backdrop, the present study proposes and applies a
fuzzy-based methodology for risk evaluation in large-scale IT
programs, integrating expert judgment, fuzzy logic, Shannon
entropy, and the Design Structure Matrix (DSM). The Asycuda
program implemented in the Iranian Customs Organization was
chosen as the case study. This program represents a significant
national digital transformation effort, aiming to modernize customs
operations through automation, standardization, and integration with
global trade networks. By analyzing risks in this context, the study
contributes both theoretically and practically to advancing program-
level risk management.

2. MATERIALS AND METHODS

This research followed an applied, descriptive—analytical design,
combining theoretical foundations with empirical data collection.
The methodological framework drew heavily on dependency-based
risk assessment, enhanced through fuzzy set theory and multi-
criteria decision-making techniques. Participants and Data
Collection: Data were collected from program managers, IT experts,
and policymakers directly involved in the Asycuda program.
Purposive sampling ensured that participants possessed sufficient
knowledge of both technical and organizational aspects of program
execution. A structured questionnaire was designed to capture risk
evaluations along three dimensions: probability of occurrence,
potential impact, and interdependencies with other risks. Linguistic
variables (e.g., “low,” “medium,” “high”) were used to reflect expert
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judgment, and these were subsequently converted into fuzzy
numbers for quantitative analysis. Risk Identification and
Categorization: Drawing on both literature and expert input, six main
categories of risks were identified:

e Strategic risks — misalignment with organizational objectives,

policy changes, or governance challenges.

e Environmental risks — external political, economic, and

regulatory uncertainties.

e Operational risks — inefficiencies in execution, coordination

issues, or weak resource management.

e Benefit-related risks — failure to deliver expected performance

improvements or return on investment.

o Portfolio risks — challenges arising from dependencies across

projects within the program.

e Project-specific risks — technical failures, budget overruns, and

schedule delays.
Analytical Techniques:

Fuzzy logic was employed to address uncertainty and ambiguity
inherent in expert evaluations. Shannon entropy was used to derive
objective weights for impact sub-criteria, including time, cost,
quality, performance, coordination, strategic alignment, return on
investment, and stakeholder satisfaction. Analytic Hierarchy Process
(AHP) helped prioritize risk categories based on weighted scores.
Design Structure Matrix (DSM) captured dependencies among risks,
enabling identification of cascading effects. Finally, a posterior risk
index was calculated to account for both direct and dependent risk
influences, offering a holistic measure of overall program risk.

3. RESULTS AND DISCUSSION

The empirical results provided significant insights into the risk
landscape of the Asycuda program. Risk Prioritization: Entropy
analysis assigned the highest weights to strategic objectives and
return on investment, underscoring their importance in determining
program success. The analysis confirmed that risks at the program
and strategic levels, particularly environmental risks, were more
critical than project-level risks. Dominance of Environmental Risks:
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Among all risk categories, environmental risks emerged as the most
significant. These included policy instability, regulatory uncertainty,
and external stakeholder resistance—factors largely beyond the
direct control of program managers. Furthermore, cultural and
institutional complexities frequently derail digital transformation
efforts, even when technical aspects are sound. Interdependencies
and Cascading Effects: DSM analysis revealed that
interdependencies among risks substantially amplified overall
exposure. For instance, policy instability increased the probability of
operational disruptions, which in turn diminished stakeholder
confidence and weakened strategic alignment. Posterior risk indices
captured these cascading effects, demonstrating that the true severity
of risks often exceeded their standalone evaluations.

Implications for Practice: These findings underscore the necessity
for organizations managing large-scale IT programs to adopt
systemic approaches to risk evaluation. Relying solely on traditional
probability—impact matrices risks underestimating the combined
effects of interdependent risks. Instead, fuzzy—DSM methodologies
provide a more accurate picture of program vulnerability, guiding
more effective mitigation strategies. For example, establishing
specialized teams to monitor environmental and policy risks could
reduce their impact by improving early detection and adaptive
response.

4. CONCLUSION

This study contributes to the growing body of knowledge on
program-level risk management by developing and applying a fuzzy-
DSM-based framework that captures both uncertainty and
interdependency. Application to the Asycuda program confirmed
that environmental and strategic risks represent the most significant
threats to large-scale IT initiatives, while project-level risks, though
important, are less decisive in determining overall success. From a
theoretical perspective, the study validates the need for moving
beyond project-centric risk management toward program- and
portfolio-level perspectives. From a practical perspective, it offers
program managers a robust methodology for evaluating risks,
prioritizing mitigation strategies, and aligning resources with the
most critical vulnerabilities.
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The findings also highlight the importance of inter-organizational
coordination, adaptive policy frameworks, and proactive
environmental scanning. Organizations engaged in large IT
programs should institutionalize specialized risk management teams,
integrate fuzzy-DSM analysis into governance structures, and
continuously update risk assessments in response to dynamic
environmental conditions.

Future research may extend this framework by integrating
machine learning techniques for predictive modeling, applying it
across multiple programs to test generalizability, and exploring
cross-national comparisons to identify cultural and institutional
factors shaping program risk dynamics.

In conclusion, effective management of program-level risks—
particularly environmental and strategic risks—stands as a
cornerstone for the successful execution of large-scale IT programs.
By incorporating uncertainty, interdependencies, and systemic
perspectives, the proposed methodology provides a valuable tool for
both academics and practitioners seeking to improve outcomes in
digital transformation initiatives.

Keywords: Program Risk  Management; Information
Technology; Fuzzy Logic; Design Structure Matrix (DSM);
Shannon Entropy
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1. Introduction

Recent digital developments have brought about the emergence
of robotic process automation technology in the field of auditing and
accounting, marking a transition from traditional methods to a new
era of efficiency and competitive advantage. Robotic process
automation functions similarly to a virtual workforce, capable of
simulating human actions and executing business processes,
particularly in performing repetitive and high-volume tasks that
constitute a significant portion of the workload. This technology not
only streamlines operations but also transforms the nature of
auditors’ roles, shifting their focus from routine activities to strategic
roles. In this context, robotic process automation has emerged as a
critical tool for maintaining the robustness of auditing systems in the
face of upcoming challenges. The successful application of this
technology in unstable environments showcases its adaptable and
resilient capabilities, demonstrating its ability to maintain the
stability of auditing processes even during economic crises. By
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automating repetitive tasks, this technology not only increases
efficiency but also provides auditors with the opportunity to
concentrate on more strategic aspects such as consulting and high-
level decision-making. The implementation of robotic process
automation in small and medium-sized auditing firms presents both
unique challenges and advantages. A comprehensive overview of the
process of implementing robotic process automation in auditing,
from initiation to full integration, highlights the various stages of
adopting robotic process automation in auditing tasks and examines
the challenges and benefits encountered along the way.
Transitioning to robotic process automation involves not only the
adoption of new technologies but also necessitates a cultural shift
within organizations that requires changes in workforce dynamics,
IT governance, and system sustainability. The acceptance of robotic
process automation in the auditing profession is influenced by
various factors, such as training, age, and perceptions regarding the
impact of robotic process automation on the quality of financial
information, which play a crucial role in the adoption of robotic
process automation software by auditing professionals. This
acceptance is essential for the successful integration of robotic
process automation into auditing practices, as it directly affects how
these tools are used and the extent of improvements in efficiency and
accuracy. The history of auditing has consistently demonstrated the
profession’s ability to adapt to technological advancements. The
transition from manual auditing to computerized systems has paved
the way for the adoption of more advanced technologies, including
robotic process automation. This historical transformation has
directed auditing processes toward greater efficiency, accuracy, and
scalability while simultaneously redefining the role of auditors. By
embracing this technology, auditors have moved away from
repetitive and time-consuming tasks to engage in analytical and
strategic roles. While robotic process automation has improved
operational efficiency and data analysis accuracy, it has also
presented challenges such as the need to reassess professional skills
and restructure organizational frameworks. This trend signifies a
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fundamental shift in how auditing is conducted and the professional
standing of auditors in the digital age. Therefore, the key question
that arises is how robotic process automation can enhance the
efficiency, accuracy, and strategic role of auditors in auditing
processes.

The primary objective of this research is to examine the impacts
of robotic process automation technology on auditing. The data
required for this study has been collected from sources such as
scholarly articles published in journals and conference papers. These
sources were identified and extracted through academic databases
like Science Direct and Google Scholar. The search method for
sources was based on the application of relevant keywords and
specialized phrases related to robotic process automation and
auditing, including “robotic process automation,” “application of
robotic process automation in auditing,” “digital transformations in
auditing,” and “automation in auditing methods.” The time frame for
the search was limited to English-language documents published
between 2013 and 2025 to ensure the currency of the information.
The criteria for selecting sources included studies that specifically
addressed the implementation, effects, challenges, and future of
robotic process automation in the field of auditing. This
encompassed empirical research, case studies, and theoretical
papers. In contrast, studies that did not have a direct connection to
auditing or solely focused on the application of robotic process
automation in other business areas were excluded from the research
scope. The process of selecting sources involved initially reviewing
the abstracts of the articles, and if they aligned with the research title,
the full text was then examined.

2. MATERIALS AND METHODS

Process The primary objective of this research is to examine the
impacts of robotic process automation technology on auditing. The
data required for this study has been collected from sources such as
scholarly articles published in journals and conference papers. These
sources were identified and extracted through academic databases
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like Science Direct and Google Scholar. The search method for
sources was based on the application of relevant keywords and
specialized phrases related to robotic process automation and
auditing, including “robotic process automation,” “application of
robotic process automation in auditing,” “digital transformations in
auditing,” and “automation in auditing methods.” The time frame for
the search was limited to English-language documents published
between 2013 and 2025 to ensure the currency of the information.
The criteria for selecting sources included studies that specifically
addressed the implementation, effects, challenges, and future of
robotic process automation in the field of auditing. This
encompassed empirical research, case studies, and theoretical
papers. In contrast, studies that did not have a direct connection to
auditing or solely focused on the application of robotic process
automation in other business areas were excluded from the research
scope. The process of selecting sources involved initially reviewing
the abstracts of the articles, and if they aligned with the research title,
the full text was then examined. Table 1 presents the stages of the
search and the frequency of source results in the research screening
process. In this article, the process of searching and screening
sources has been carried out step by step to identify and select
credible and relevant sources related to the research topic.

Table 1. Stages of Search and Frequency of Source Results in the Research
Screening Process

Screening

Criteria/Actions Number of Sources
Stage

Search using relevant keywords in databases:

Initial Search Science Direct, Google Scholar 125
Removal of  Removal of sources unrelated to auditing or
Irrelevant lacking focus on robotic process automation 76

Studies technology

Review of abstracts for alignment with
research objectives and prioritization of 42
comprehensive and applied studies

Abstract
Screening
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Screening

Criteria/Actions Number of Sources
Stage

Full Text  Full text analysis of selected sources to ensure

. . . 24
Evaluation direct relevance to the research topic

Empirical, theoretical, and case studies related
to the application of robotic process 18
automation in auditing (2013-2025)

Final Selected
Sources

3. RESULTS AND DISCUSSION

The research findings indicate that Robotic Process Automation
has fundamentally transformed modern accounting practices. By
automating repetitive tasks such as data entry, invoice processing,
and financial reporting, robotic process automation has significantly
enhanced operational efficiency, accuracy, and regulatory
compliance. A key impact of robotic process automation is the shift
in accountants’ roles from routine tasks to analytical and strategic
activities, allowing them to become strategic advisors focused on
high-level decision-making. However, implementing robotic
process automation presents challenges, including the need for
substantial infrastructure investments, workforce resistance to
change, and data security concerns. The integration of robotic
process automation with advanced technologies like artificial
intelligence and machine learning enhances its capabilities, enabling
complex tasks such as predictive analysis and fraud detection,
thereby achieving “intelligent automation” in accounting. The future
of robotic process automation in accounting is promising, with its
scalability making it suitable for organizations of all sizes. Further
developments and integration with emerging technologies, such as
block chain, are expected to improve transparency, data security, and
efficiency in financial processes. Success in leveraging robotic
process automation will depend on addressing human and
organizational factors, including workforce training and change
management, as well as establishing regulatory frameworks for
ethical use.
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4. CONCLUSION

This research provides a comprehensive analysis of the
transformative impact of Robotic Process Automation on modern
accounting practices. robotic process automation has emerged as a
crucial technology that enhances operational -efficiency by
automating routine tasks, enabling accountants to concentrate on
strategic and analytical functions. The integration of robotic process
automation with accounting systems has significantly improved
accuracy, efficiency, and compliance within processes, marking a
shift not only in technology but also in strategic focus towards value-
added activities and decision-making. The future of robotic process
automation in accounting presents both challenges and
opportunities. The rapid evolution of robotic process automation
technologies, particularly their integration with artificial intelligence
and machine learning, promises further advancements in accounting
automation, including the development of complex applications like
predictive analytics and enhanced decision support. However,
challenges such as seamless integration with existing systems,
managing workforce transitions, and addressing privacy and security
concerns remain critical issues. To navigate these challenges,
practitioners are encouraged to engage in continuous learning and
skill development to keep pace with robotic process automation
advancements. Organizations should implement effective strategies
for robotic process automation integration that encompass workforce
training, change management, and process optimization.
Policymakers are urged to establish standards and regulatory
frameworks that guide the ethical and responsible use of robotic
process automation in accounting, addressing data security, privacy,
and compliance to align with professional and legal standards.
Future research should focus on the long-term effects of automation
on the accounting profession, including shifts in job roles and skill
requirements. Investigating the integration of robotic process
automation with emerging technologies like block chain and its
implications for accounting is also recommended. Additionally,
developing educational programs and training courses to prepare
future accountants for a digital work environment will be invaluable.
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1. Introduction

Blockchain technology, as a transformative innovation in various
fields, especially in accounting and financial reporting, has high
potential for improving transparency, operational efficiency, process
security, and the ability to record immutable information. This
system, due to its unique features, can help reduce information
asymmetry and increase trust in the ecosystem. The aim of this
article is to explain the role of blockchain technology in accounting
and financial reporting. This article examines the concepts and
structure of blockchain and its impact on accounting. The use of
smart contracts in accounting and auditing is discussed, and the
benefits resulting from the use of blockchain-based financial
reporting are highlighted. Blockchain can improve transparency and
reduce financial reporting costs, but it also requires initial
investments and compliance with legal and regulatory requirements.
This article suggests that integrating blockchain with existing
systems can lead to significant improvements in accounting and
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auditing. This article clearly shows that blockchain technology can
act as a transformative factor in accounting and auditing, helping to
create a more transparent and efficient financial ecosystem.

2. THEORETICAL FOUNDATIONS OF THE RESEARCH

Blockchain technology is a decentralized and encrypted security
system that enables the development of new digital applications and
services using this evolving technology. Blockchain is a distributed
database that stores transaction records (blocks) in a time-sequenced
and ordered (chain) manner. Each transaction is verified by
consensus among participants in the network (nodes), and once
confirmed, the transaction is added to the chain and becomes
immutable (i.e., it cannot be altered or deleted). Although blockchain
is predominantly used for digital and commercial transaction data,
this technology can enable the storage of any type of information.
What distinguishes blockchain from other ledgers with databases are
three main features: first, it does not require an intermediary; second,
due to its decentralized nature, payments are not easily manipulable;
and third, the information stored in blocks is linked using hashes
(i.e., cryptographic units) that create an immutable record (Lereis,
2018). A hash is a digital fingerprint of the data in each block. When
a new block is created, it includes the hash of the previous block. If
any information in a block is changed, that hash and all subsequent
block hashes will change. This makes data manipulation in a
blockchain extremely difficult (Dean et al., 2018).

By implementing blockchain in an accounting information
system, a secure structure can be created for the accounting system,
reducing the likelihood of fraud. The primary reason for this is that
all data recorded in a blockchain-based accounting system is
reviewed and verified by all workstations in the network based on a
set of pre-embedded internal controls (Fazel Bakhsh, 2021).
Accounting and auditing can be considered professions that
blockchain has the potential to fundamentally transform, bringing
both significant benefits and risks. There is a concern that if these
professions fail to update and adapt to emerging business trends, the
standing of accounting and auditing could be adversely affected
(Nasiri et al., 2022).
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Figure 1 illustrates the peer-to-peer network of blockchain.

Figure 1. Blockchain Peer-to-Peer Network (P2P) (Albana and Athla, 2021)

Auditing with Smart Contracts

The Sarbanes-Oxley Act of 2002 was enacted in response to a
series of high-profile corporate and accounting scandals, such as
those involving Enron and WorldCom, to restore public trust in
financial markets by enforcing enhanced standards for all corporate
boards, executive management, and public accounting firms in the
United States (Xia et al., 2014).

These new regulations are designed to promote greater
transparency, accountability, and corporate governance in the
business world. The Sarbanes-Oxley Act requires that the auditor's
opinion on financial statements be accompanied by a detailed report
of the auditor's findings. These measures promote the role of
auditing as a third-party control mechanism and can serve as tools to
reduce fraud and errors in corporate disclosures. However, these
measures do not guarantee the prevention or detection of all fraud
and errors (Jaouhari et al., 2023).

Typically, companies do not disclose the accounting processes
used to prepare reports and only provide standard financial
statements to external users. By doing so, companies can keep their
information confidential; however, this practice comes with several
drawbacks. One issue is that whether a company uses a paper-based
or electronic ledger, there is a risk of manipulation and damage to
transactions. Another concern is that controlling managers or
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shareholders may create fake accounts and manipulate accounts for
personal gain. As a result, identifying problems with potential
anomalies for external stakeholders, including investors and
regulatory bodies, has become increasingly difficult due to the
complexity of traditional accounting processes. The introduction of
blockchain technology can reduce errors in accounting.
Additionally, blockchain technology can be used to create a digital
ledger system that tracks all transactions conducted on a specific
network. This has the potential to revolutionize the way financial
statements are prepared, as all transaction data will be easily
accessible and up-to-date. Blockchain-based systems provide greater
transparency because they are resistant to manipulation due to
stringent security protocols: the use of blockchain in financial
accounting ensures that once recorded on a public blockchain,
thousands of backup copies will be available, and all transactions
will be transparent to all network members (Kaiyo, 2011; Yeriyak,
2017).

Challenges and Opportunities of Smart Auditing

One issue is that current blockchain technology cannot manage
the vast amounts of accounting data of a company, and
implementing blockchain requires significant financial investment.
Another concern is the unauthorized access and use of information
due to the transparent nature of the technical framework, which
could lead to significant losses for companies that need to protect
trade secrets (Sernia et al., 2022).

The use of smart contracts also automates many tasks currently
performed manually, such as issuing invoices and payments, leading
to reduced time and processing costs. Additionally, auditing
processes can become more automated and efficient through the use
of smart contracts that verify transactions against pre-set conditions
before execution. The technical features of blockchain, such as
enhanced transparency, easy traceability, and resistance to
manipulation, offer an attractive solution for companies seeking to
reduce the information gap between themselves and their investors.
By using blockchain in the short term, businesses can selectively
disclose profitability information that is not legally required, such as
revenue forecasts and corporate social responsibility initiatives. This
proactive sharing of information allows investors to make better
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decisions and gain a deeper understanding of the organization in
question (Sernia et al., 2022).

Given that financial reporting in all fields is created by specialized
and experienced individuals, the proper use of this language will
reduce the time required to prepare information for financial
reporting. In this language, since the primary work is done by
machines and performed using artificial intelligence, it is largely free
from human errors and mistakes during the process, thereby
increasing the reliability and accuracy of the information (Amini
Mehr and Nabavi Nejad, 2017). The use of blockchain technology
in the field of accounting and auditing, in turn, brings benefits such
as improved efficiency, accuracy, and transparency of financial
reports, which increases user trust in the reports. Additionally,
reliance on intermediaries is reduced, and security is enhanced due
to the immutability of the ledgers. The implementation of blockchain
technology can significantly reduce or even eliminate fraudulent
activities, as every transaction is recorded and visible to all network
participants. This leads to cost savings for organizations, as there is
no longer a need for expensive audits to detect and investigate fraud
(Bermak, 2017).

By carefully evaluating the advantages and disadvantages of such
integrations, businesses can make informed decisions about the
information they wish to share. In this process, they not only
demonstrate their commitment to transparency and ethical practices
but also foster stronger relationships with investors, who value
additional insights into the company's operations and financial
status. Considering cost savings, the use of blockchain can lead to
reduced costs for auditors and accountants, as their services may not
be regularly required if records are maintained on a secure and
immutable ledger. The time required to prepare financial statements
can also be significantly reduced due to automation (Kai, 2021).
Additionally, companies should share common content, including
social responsibility reports, profit forecasts, and short-term
initiatives, on the blockchain. The frequency of disclosure should be
determined by the company's discretion, and companies that wish to
make a positive impact on the market will be motivated to disclose
non-confidential information in a timely manner (Chardehri et al.,
2023).
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3. CONCLUSION

Blockchain-based financial reporting systems represent a
significant step toward innovation in financial reporting and liquidity
management. The implementation and proof of concept of
blockchain demonstrate its potential and effectiveness in improving
transparency, accountability, and operational efficiency in the
financial ecosystem. However, there are still many gaps to be
addressed before the full potential of blockchain-based financial
reporting systems can be realized, and the challenges encountered
during development must be resolved. Blockchain-based financial
reporting systems have the potential to be applied to a wide range of
use cases beyond traditional financial reporting and liquidity
management. Future research could explore the application of
blockchain-based financial systems in areas such as supply chain
financing, trade financing, and cross-border payments. By
leveraging the transparency, immutability, and -efficiency of
blockchain technology, financial reporting systems can simplify and
automate many complex and time-consuming processes, thereby
reducing costs and improving overall efficiency.

Ultimately, research analysis suggests that the accounting and
auditing professions could greatly benefit from blockchain
technology, and the current paradigm of this field may largely shift
to the role and impact of this emerging technology. Although
accounting research has primarily focused on the application of
blockchain in accounting and auditing, the discussion of blockchain
can be expanded beyond its current focus to include further research
on the impact of blockchain technology in other areas such as
corporate governance, stock markets, and taxation. Based on the
findings of this research, it is recommended that more studies be
conducted to evaluate and review the existing literature in the field
of accounting and auditing more precisely, and it is also suggested
that similar research be conducted on the impact of other emerging
technologies such as artificial intelligence and cloud technology on
accounting. Given the changes that blockchain technology will bring
to the accounting and auditing professions, there is a need for a
different approach to establishing educational and professional
platforms in the country.
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One area for future research is the examination of the economic
and regulatory implications of implementing blockchain-based
financial reporting systems in various domains. This adoption could
lead to significant economic benefits, such as increased
transparency, reduced fraud, and improved efficiency in financial
reporting and liquidity management. However, it also presents
numerous challenges and regulatory considerations. From an
economic perspective, the adoption of blockchain-based financial
reporting systems may require significant initial investment in
infrastructure, training, and integration with existing systems. The
benefits of implementing blockchain-based financial reporting
systems may vary across different domains and be influenced by
factors such as the size of the economy, the complexity of financial
markets, and the level of technological readiness.

Another area for future research is the optimization of scalability
and performance of blockchain-based financial reporting systems.
While current implementations have demonstrated the ability to
process financial transactions in real-time, further research is needed
to ensure that the system can manage high transaction volumes
produced by the financial system. Scalability is a critical aspect of
blockchain-based financial reporting systems that requires further
investigation, as it faces challenges such as processing complex
smart contracts, synchronizing large datasets, and efficient network
management. Another important direction for future research is the
integration of blockchain-based financial reporting systems with
existing financial infrastructure and systems, ensuring compatibility
with a wide range of data usage opportunities in the financial
industry.

Keywords: Technology, Blockchain, Accounting
JEL classification: M15, M40, M41.
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1. Introduction

Robotic Process Automation (RPA) is a rule-based software
technology that automates routine business processes. Since RPA is
software, it can only perform digital tasks. Its programmable
component is known as robots or bots. The successful application of
this technology in unstable environments highlights its adaptable and
resilient capabilities, showcasing its ability to maintain the stability
of accounting processes even during economic crises. There is no
need for data to build RPA, as human expertise is encoded as a set
of conditions. For example, a machine learning software developer
requires real data from individual cases. The absence of data makes
programming RPA easier and faster compared to developing other
systems. RPA is not intelligent software. Unlike AI or machine
learning systems, RPA cannot learn independently. If a process
changes, that process must be reprogrammed within RPA. However,
RPA can interact with intelligent software at the user interface level
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to become part of an automated system. If one or more intelligent
systems interact with RPA, RPA can manage process changes in
response to new economic and environmental conditions. The field
of auditing is undergoing a profound transformation driven by
technological advancements that challenge traditional methods. At
the forefront of these changes is RPA, a type of software that
simulates human tasks to perform repetitive, rule-based tasks with
speed and accuracy. When combined with complementary
technologies such as Al, machine learning, and big data analytics,
RPA can enhance auditing functions beyond traditional boundaries,
enabling real-time insights, continuous monitoring, and intelligent
risk assessment. In today’s digital world, auditing firms are under
pressure to increase their efficiency while maintaining high levels of
accuracy and compliance. Manual auditing processes are
increasingly recognized as inadequate for managing large volumes
of complex data in real time. As a result, companies are turning to
automation technologies that provide seamless extraction,
validation, and reconciliation of data from various systems. The non-
invasive integration of RPA with existing IT infrastructures, along
with its scalability and auditing traceability capabilities, makes it an
attractive solution for finance professionals and organizations
worldwide. However, this increase in automation also brings
significant challenges, the most important of which is job
displacement. As tasks previously performed by junior auditors or
office staff are increasingly taken over by machines, concerns about
the future of accounting jobs have risen. Several studies predict that
routine auditing roles will diminish, while new roles emphasizing
data interpretation, system oversight, and ethical governance will
emerge. These changes indicate the need to reconsider accounting
curricula, vocational training, and certification programs to prepare
the future workforce for an advanced auditing landscape. The
emergence of technologies such as RPA raises profound questions
in the auditing field: Are these technologies merely efficient tools
for improving existing processes, or do they represent a fundamental
transformation in the nature of the auditing profession? Some

I



87 JISTA, Vol. 1, No. 1, Spring & Summer 2025

organizations view automation as a temporary solution to address

workforce shortages or operational deficiencies. In this perspective,

RPA is defined as a problem solver for current issues without

questioning the traditional nature of auditing. In contrast, many

experts believe that automation has established a new model of
hybrid auditing, where human insights and machine computations
not only complement each other but also integrate to create new
quality standards. This duality, beyond technical discussions, poses
identity challenges for the auditing professional community.

Will the traditional role of accountants shift to that of machine
overseers?

Will professional values such as judgment and professional
skepticism fade in the face of algorithms?

Are current regulatory models suitable for this new reality?

Addressing these questions appears to require a redefinition of
professional boundaries in the digital age—one that leverages
technological opportunities while preserving the fundamental
principles of auditing. This research comprehensively examines the
impacts of RPA on the auditing industry, taking a balanced view of
both aspects of this digital transformation—operational efficiency
gains and workforce challenges. By combining findings from field
research, expert opinions, and international practical experiences, we
present a strategic framework for implementing RPA that
simultaneously realizes the full benefits of this technology while
preserving the exclusive values of human auditors. In this regard, the
present study examines three main pillars:

1) Operational Strategies: Optimal methods for integrating RPA
into auditing processes while maintaining the central role of
human analysts.

2) Professional Considerations: Development programs for hybrid
(technical-analytical) skills for auditors in the digital age.

3) Regulatory Frameworks: Ethical guidelines and governance
mechanisms to ensure a fair and sustainable transition to future
auditing models.
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2. MATERIALS AND METHODS

The main stages of the research methodology in this article
include selecting the topic and research question, searching for and
collecting sources, evaluating and selecting articles, analyzing and
extracting information, and organizing the information. The
necessary data for this research were gathered from sources such as
scientific articles published in reputable journals and papers from
specialized conferences. These resources were identified and
extracted through scientific databases, including Science Direct and
Google Scholar. The temporal scope of the search was limited to
English-language documents published between 2010 and 2024 to
ensure the currency of the information. Key information from the
selected articles is extracted, which includes findings, strengths and
weaknesses, and conclusions regarding the role of robotic process
automation in the transformation of auditing: Examining robotic
process automation and its impact on efficiency and employment in
auditing. Finally, the extracted information is organized into a
logical structure and synthesized in a way that provides a
comprehensive overview of the impact of robotic process
automation on efficiency and employment in auditing.

3. RESULTS AND DISCUSSION

Given rapid technological advancements, particularly in
automated and robotic systems, auditing processes have undergone
significant transformations. This study examines the impact of
Robotic Process Automation (RPA) on auditing and seeks to answer
how these technologies can improve auditing processes, as well as
what challenges they may introduce. The results of this research
indicate that RPA can enable auditors to focus on deeper analysis
and risk assessment by reducing the time and costs associated with
repetitive tasks. Furthermore, this technology enhances accuracy in
information processing and enables real-time monitoring of
operations. However, these transformations also bring challenges,
including the reduction of traditional jobs and shifts in professional
roles. This necessitates a restructuring of audit teams and the
development of new training programs to enhance human skills in
this field. Ultimately, it can be argued that RPA not only improves
efficiency and accuracy in auditing but also highlights the need for
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fundamental changes in job structures and required competencies.
Creating an "intelligent auditor," a hybrid of human judgment and
advanced algorithms, could serve as an effective response to these
challenges, helping maintain high professional standards in auditing.

4. CONCLUSION

The integration of robotic process automation (RPA) in auditing
has created a profound transformation within the profession, leading
to significant benefits in various areas such as efficiency, accuracy,
and cost savings. As the trend of adopting RPA continues to
automate time-consuming and repetitive tasks like data extraction,
validation, and report generation, auditors now have the opportunity
to focus on more valuable activities. These activities include
judgment, risk assessment, and strategic decision-making, which
require human skills due to their complexity and importance. The
ability of RPA to process large volumes of data with precision and
speed enhances audit quality and supports real-time compliance
monitoring. These changes foster a more agile and responsive
auditing environment that can effectively meet client needs and
regulatory requirements. However, such changes have raised
concerns about job displacement and the evolving nature of auditing
roles. Rather than eliminating the need for auditors, RPA alters their
tasks, compelling them to transition from manual processing to more
analytical and strategic responsibilities. This shift may lead to a
decreased demand for certain clerical roles, consequently raising
concerns about job losses in the sector. The displacement of routine
jobs could result in a significant restructuring of the workforce,
especially for younger auditors and support staff who may be at
greater risk. This changing dynamic increases the necessity of
focusing on skill enhancement and retraining of the workforce.
Auditors need to equip themselves with new skills in areas such as
data analysis, machine learning, and artificial intelligence to remain
valuable contributors in the auditing process. Despite these
challenges, the implementation of RPA does not signify the end of
human roles in the auditing profession. On the contrary, this shift
encourages a closer collaborative relationship between human
expertise and automation. Auditors are expected to take on
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management and oversight of RPA systems, reviewing their outputs
and interpreting results concerning business risks and regulatory
requirements. This collaboration between technology and human
judgment presents an opportunity to enhance the accuracy and
effectiveness of audits, facilitating the emergence of a new era of
“augmented auditing.” Moreover, the widespread application of
emerging technologies like blockchain and big data alongside RPA
enhances auditors’ roles in ensuring transparency, data integrity, and
real-time analysis of records. The combination of secure, immutable
blockchain ledgers with RPA’s ability to quickly analyze data
provides a powerful tool for future auditors, enabling them to
conduct continuous audits and proactively identify anomalies. This
shift toward continuous auditing, fueled by big data analytics, not
only increases efficiency but also generates real-time insights,
allowing auditors to identify potential risks and anomalies earlier in
the audit cycle. However, ethical and governance considerations
remain of paramount importance.

The use of RPA and artificial intelligence in auditing raises
questions about data privacy, security, and technology
accountability in decision-making processes. As RPA systems
become increasingly automated, the auditing profession must ensure
that these tools are used ethically and that the outputs generated by
these systems are reliable and explainable. Additionally, maintaining
regulatory oversight and establishing clear frameworks for the use
of automation in auditing practices is essential to guarantee
transparency and accountability in automated decision-making
processes. Looking to the future, the role of auditors will
continuously evolve as the profession adapts to an ever-changing
technological landscape. The auditing profession will likely shift
toward a hybrid model where human auditors collaborate with RPA
systems to achieve better outcomes. Consequently, auditors must
develop a deeper understanding of technological tools while
maintaining their core skills in judgment, ethical decision-making,
and professional skepticism. Companies should invest in ongoing
training and updates to ensure that auditing professionals can fully
leverage the potential of automation without compromising ethical
standards or the quality of their work. Ultimately, RPA represents
both a significant opportunity and a challenge for the auditing
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profession. While this technology enhances efficiency, accuracy,
and cost-effectiveness, it also raises concerns about job displacement
and the future of auditing roles. However, through strategic
adaptability, skill enhancement, and an emphasis on ethical use, the
auditing profession can embrace these technological advancements
and ensure a seamless integration of human expertise and
automation. As the future of auditing evolves, we can expect to see
increased collaboration between human auditors and automation
technologies, resulting in stronger, more transparent, and efficient
auditing practices.

Keywords: Robotic Process Automation, Innovative Auditing
Technologies, Future Transformations in Auditing, Intelligent
Workforce

JEL classification: M42, H21, 053
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1. Introduction

The rapid integration of Artificial Intelligence (Al) into the global
financial sector represents one of the most significant technological
paradigm shifts of the modern era, offering institutions
unprecedented opportunities for innovation, operational efficiency,
and strategic growth. Al and machine learning systems,
distinguished by their formidable capacity to process immense
volumes of complex data and execute sophisticated algorithmic
commands at speeds far beyond human capability, are
fundamentally revolutionizing core financial domains. These
domains include high-frequency algorithmic trading, dynamic risk
management modeling, automated credit scoring, personalized
customer service interfaces, and fraud detection systems. This
widespread technological transformation promises a new era of
enhanced decision-making accuracy, superior operational
efficiency, and the potential development of more inclusive and
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accessible financial services for a broader demographic. However,
this powerful and pervasive disruption is not without its considerable
drawbacks, as it simultaneously introduces a host of significant,
complex, and profound ethical challenges that, if left unaddressed,
possess the potential to severely undermine the foundational
integrity, fairness, stability, and trust upon which the entire global
financial system depends. This research paper aims to provide a
meticulous and comprehensive analysis of the multifaceted ethical
implications that arise directly from the adoption and integration of
Al into financial decision-making processes. It seeks to
systematically identify and examine the core ethical risks, which
include but are not limited to algorithmic bias, a critical lack of
transparency, problematic accountability gaps, serious data privacy
concerns, and potential systemic market risks. Furthermore, the
paper proposes the construction of a robust, practical, and multi-
stakeholder ethical framework designed to ensure the responsible,
fair, and ethically sound deployment of Al technologies throughout
the finance industry. The central thesis argues that the successful
harnessing of AI’s full potential is irrevocably contingent upon the
financial sector’s ability to build a strong, proactive, and deeply
ingrained ethical foundation, which is essential for fostering lasting
trust among consumers and regulators and for ensuring truly
sustainable and equitable innovation.

2. MATERIALS AND METHODS

This academic research employs a comprehensive and systematic
qualitative analysis methodology, synthesizing its findings from a
wide and diverse array of authoritative sources, including academic
literature, industry white papers, regulatory reports, and empirical
case studies, to construct a holistic and nuanced view of the current
ethical landscape of Al within finance. The materials utilized for this
synthesis are drawn exclusively from the provided article and
include a close reading of peer-reviewed journal articles cited within
it, publications and guidelines from major international financial
regulatory bodies such as the Financial Stability Board (FSB) and
the Organization for Economic Co-operation and Development
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(OECD), and detailed analyses of real-world incidents and corporate
practices that are referenced as examples. The methodological
approach is multifaceted and involves a systematic review of
existing scholarly work on AI ethics, with a specific and
concentrated focus on its practical application in critical financial
contexts, such as lending, trading, and customer data management.
This review is then complemented and strengthened by a rigorous
case study analysis of both successful implementations of ethical Al
frameworks, such as those reportedly established at ING and the
Canadian Imperial Bank of Commerce (CIBC), and public failures
or controversies that serve as cautionary tales, including the gender
bias scandal associated with the Apple Card and the market-
disrupting 2010 Flash Crash. Furthermore, a comparative analysis is
conducted of the various proposed and existing ethical principles and
regulatory guidelines issued by different international organizations
and regulatory entities cited in the bibliography. Finally, all the
gathered evidence and insights are synthesized through a process of
conceptual framework development, where common themes,
primary challenges, and potentially effective strategies are identified
and integrated, leading to the formulation of the paper’s proposed
pragmatic and actionable ethical framework intended for adoption
by financial institutions. This desk-based research method is
specifically chosen for its capacity to allow for a deep exploration of
the complex, inherently interdisciplinary nature of the problem at
hand, effectively connecting technological capabilities with
philosophical ethical theory, legal requirements, and practical
business operations.

3. RESULTS AND DISCUSSION

The analysis reveals a consistent set of critical ethical challenges
that emerge across different applications of Al in finance. A primary
finding is that Al models trained on historical data can perpetuate
and even amplify existing societal biases, posing a significant risk of
systematic discrimination in areas such as credit scoring. This
challenge is compounded by the "black box" nature of many
advanced Al systems, which is identified as a major impediment to
trust and accountability. The results underscore that stakeholders
cannot trust or effectively regulate systems whose decision-making
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processes are opaque. This lack of transparency directly contributes
to significant accountability gaps, highlighting the difficulty in
assigning legal and ethical responsibility for harmful Al-driven
decisions among developers, institutions, and users. Furthermore,
the research confirms that the data-intensive nature of Al raises
immense concerns regarding the collection, use, and protection of
sensitive consumer financial data, with particular risks associated
with Generative Al and intellectual property rights. Beyond these
operational concerns, the discussion points to high-frequency Al-
driven trading as a potential amplifier of market volatility and a
source of systemic risk, where a lack of human oversight can lead to
rapid, cascading failures.

In response to these results, the discussion culminates in a
proposed multi-faceted ethical framework. This framework
comprises several actionable pillars, including the establishment of
dedicated Al Ethics Boards within financial institutions to provide
oversight and review, as well as the development of clear, tailored
industry-specific regulations that enforce fairness, transparency, and
accountability. It also advocates for the implementation of regular
algorithmic audits and bias testing throughout the Al lifecycle and
insists on maintaining meaningful human oversight for high-
consequence decisions. Finally, promoting transparency and
consumer awareness is emphasized as a key strategy for building
trust and enabling informed consent. The discussion validates this
framework by referencing both positive examples and cautionary
tales, demonstrating that its implementation can mitigate the
identified risks. At the same time, its absence leads to ethical failures
and reputational damage.

4. CONCLUSION

This study concludes that the adoption of Al in financial decision-
making presents a dual-edged sword; it offers transformative
benefits in terms of efficiency and innovation. Still, it
simultaneously introduces significant ethical risks that threaten
market stability and public trust. The analysis confirms that issues of
bias, opacity, and accountability are not peripheral concerns but
central to the sustainable and just deployment of Al in finance. The
proposed comprehensive ethical framework, encompassing
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governance, regulation, auditing, and human oversight, provides a
practical roadmap for navigating this complex landscape.
Ultimately, the paper asserts that the future of Al in finance hinges
on the sector's ability to prioritize ethics as a core design principle
rather than a reactive compliance issue. By embedding these ethical
considerations into every stage of Al development and deployment,
financial institutions, regulators, and developers can collectively
harness the power of Al to build a more efficient, innovative, and
equitable financial system. This proactive approach is indispensable
for ensuring that the technological revolution in finance benefits all
stakeholders and maintains the integrity of the global economic
ecosystem.

Keywords: Ethical implications, Artificial Intelligence, Financial
Decision-making.
JEL classification: Y20
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Guide for Authors

Ensure that the following items are present:

One author has been assigned as the corresponding author with
contact details: Email address, full personal address.

All necessary files have been uploaded: the manuscript must be
prepared in Microsoft office word format.

All authors’ information, especially their affiliations, are provided in
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Articles Development and Review Guideline

Articles are published in the journal after being professionally judged
and approved by the editorial board. To publish their articles in the
journal, all professors and researches should consider the following
points in their article’s development.

1.Article Format

The articles are developed using software Word 2007; A4 papers; top,
bottom, left and right margins 4, 6/5, 4/5 and 5 cm, respectively;
Persian font B Nazanin, for the title and the authors of the paper in
Bold style and center text with font sizes 16 and 12 respectively;
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maximum 18 pages including sources and references; no page
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and high quality.

2.Article Structure
2.1. The cover should include:
- Full title
- Author or authors (the author responsible for correspondence
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