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1. Introduction 

Digital transformation and the adoption of modern technologies 

such as artificial intelligence, blockchain, and big data analytics have 

revolutionized auditing processes. These technologies enhance 

accuracy, transparency, and speed, significantly improving audit 

efficiency (Sirios et al., 2020). However, the increasing reliance on 

digital infrastructures has made auditing environments an attractive 

target for cyberattacks. These attacks, including financial data theft, 

data manipulation, ransomware, and disruptions to technological 

infrastructure, can severely threaten the security and credibility of 

digital auditing. According to Becker's criminal theory, criminals, 

including hackers, make decisions based on a rational analysis of 

costs and benefits. Suppose the costs of committing a crime (such as 

the likelihood of detection and punishment) are low and the benefits 

(such as access to valuable data) are high. In that case, the likelihood 

of criminal activity increases. In this framework, weak cybersecurity 
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measures and the attractiveness of digital audit data make 

cyberattacks one of the most significant challenges in digital 

auditing. Cyberattacks not only threaten data security but also have 

broad economic and organizational consequences. These attacks 

impose direct and indirect costs on organizations, including 

expenses for data recovery, security infrastructure enhancement, and 

compensating affected stakeholders. These costs have significantly 

increased in recent years. Furthermore, disruptions in digital audit 

processes can undermine stakeholder trust in financial reports and 

damage organizational credibility (Ghosh & Sherman, 2021). On the 

other hand, analyzing cyberattacks within Becker's theoretical 

framework suggests that enhancing cybersecurity and reducing 

vulnerabilities can deter criminals. This requires identifying the 

behavioral patterns of cybercriminals and designing strategies to 

reduce the attractiveness of digital targets (Anderson & Moore, 

2020). Additionally, legal reforms and stricter regulations play a 

crucial role in improving digital audit security (Boehm & Schwartz, 

2021). In this Research the Question is How does Becker's criminal 

theory influence cyberattacks in digital auditing? 

 

2. MATERIALS AND METHODS 

This research is a qualitative method with a thematic analysis 

approach. Data were collected from two main sources: a study of 

documents and reports related to cyber-attacks and semi-structured 

interviews with experts in the field of auditing and cybersecurity. 

The interviews were conducted based on a predetermined 

framework, but participants were allowed to freely express their 

opinions and experiences. For data analysis, MaxQuda software was 

used, which allowed for initial coding, grouping of codes into main 

themes, and extracting relationships between them. In this research, 

a purposive sampling method was used and cybersecurity experts, 

auditors, and managers of organizations were selected. These 

individuals must have sufficient experience in the field of digital 

auditing and cybersecurity. Criteria such as at least 5 years of 

relevant work experience, knowledge of cyber threats and digital 

auditing, and experience in cyber risk management were considered 
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for their selection. Sampling was conducted by identifying qualified 

individuals in professional networks and using a snowball method in 

1403, with some of the initial interviewees introducing other 

professionals. Interviews continued until theoretical saturation was 

reached, and after interviewing 15 people, the data became so 

repetitive that no new information was obtained. 

 

3. RESULTS AND DISCUSSION 

The study's data analysis categorized the effects of cyberattacks on 

digital auditing into five main areas: 

1) Direct Impacts of Cyberattacks Cyberattacks directly impact 

the accuracy, reliability, and efficiency of digital auditing 

systems. These attacks can lead to financial data alterations, 

deletion of sensitive information, and disruptions in auditing 

processes. Some direct consequences include reduced 

accuracy of financial reports, system malfunctions, and 

diminished client trust in auditing procedures. When financial 

data is unintentionally altered, the credibility of audit reports 

is questioned, exposing organizations to legal challenges.  

2) Risks and Costs Another major consequence of cyberattacks is 

the increase in security costs and legal risks. Organizations that 

experience cyberattacks must allocate significant resources for 

data recovery, security system enhancements, and 

compensating affected parties  

3) Cybercriminals' Motivations Cyber attackers are primarily 

motivated by financial and informational gains. They exploit 

security weaknesses in auditing systems to steal sensitive data, 

manipulate records, and sell information on black markets. 

Some attackers also engage in economic espionage or sabotage 

against competitors. Given the low cost of executing 

cyberattacks and the readily available tools, attackers are 

increasingly targeting digital auditing systems.  

4) Preventive Measures To counter cyberattacks, organizations 

must implement preventive measures. These include employee 

training on cybersecurity threats, adopting advanced security 

technologies such as blockchain and data encryption, and 

enforcing strict security policies.  
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Social and Ethical Consequences Cyberattacks have social and 

ethical ramifications beyond technical and financial damages. These 

include reduced public trust in digital auditing systems, concerns 

about data confidentiality, and legal challenges for auditors. In many 

cases, companies that fall victim to cyberattacks suffer significant 

declines in reputation and customer trust. Analysis Based on 

Becker’s Theory Becker's criminal theory posits that increasing the 

costs of committing crimes can reduce criminal activity. In the 

context of cyberattacks, these costs include stricter legal penalties, 

improved security systems, and reduced access to hacking tools. The 

present study indicates that companies that invest more in 

cybersecurity and enforce stricter regulations are less likely to be 

targeted by cyberattacks. 

 

4. CONCLUSION 

This research demonstrates that cyberattacks pose a significant 

threat to digital auditing and can have substantial financial and 

reputational consequences. Key findings emphasize the following: 

Strengthening cybersecurity and training employees should be a top 

priority for organizations. Increasing the cost of committing 

cybercrimes can reduce attackers' motivations. Policymakers and 

managers must adopt a comprehensive and proactive approach to 

combating cyberattacks. Given the growing importance of digital 

auditing in the modern world, addressing cyberattacks is not just a 

technical necessity but also a strategic imperative. Previous studies 

highlight that cyberattacks have become one of the main challenges 

in digital auditing processes. Recommendations also includes: 

1) Strengthen security infrastructure: The findings show that 

weaknesses in security infrastructure are the main factor 

facilitating attacks. 

2) Train employees: Human error is one of the main factors for 

attackers to infiltrate. 

3) Strengthen legal deterrence:To reduce the motivation of 

attackers, it is necessary to implement stricter legal penalties 

and deterrent policies. 
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