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Abstract

With organizations' increasing dependence on information technology (IT), the
risk of security threats has grown significantly. Therefore, organizations must
prioritize the protection of IT security and the implementation of appropriate security
controls. COBIT 2019 is a comprehensive framework for IT governance that provides
numerous security controls to maintain IT security. This framework addresses IT
security through two processes—"APO13: Managed Security" and "DSS05: Managed
Security Services"—and defines a total of 10 security controls for this purpose. The
aim of this paper is to use a multi-criteria decision-making (MCDM) approach to
determine the importance of security controls in the COBIT 2019 framework. To
achieve this goal, two MCDM methods, namely AHP and TOPSIS, were used to
compare and rank the security controls of the COBIT 2019 framework based on five
COBIT information criteria. First, the weights of the criteria were calculated using the
AHP method, and then the TOPSIS method was used to rank the security controls
based on their scores. According to the results, the “Protect Against Malicious
Software” control achieved the highest rank, with a score of 0.763, whereas the
“Manage Sensitive Documents and Output Devices” control ranked lowest, with a
score of 0.280. The findings of this study can serve as a valuable resource for various
security teams, enabling them to enhance the effectiveness and precision of their
organizations’ IT security management practices. The proposed model provides a
valuable decision-support tool for security teams, enabling them to implement more
effective controls to prevent security threats. In turn, this can contribute to reducing
implementation time and costs, improving organizational performance, and enhancing
operational efficiency.
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1. INTRODUCTION And OBJECTIVE

Organizations are increasingly dependent on information
technology (IT), and this dependence has significantly increased the
risk of security threats (Xu and Lu, 2022; Taherdoost, 2023).
Security is therefore an essential aspect of IT governance, and
organizations must protect IT systems as they protect other assets
(Ghelani et al., 2022). COBIT 2019 is a comprehensive IT
governance framework that defines 40 processes in five domains
(ISACA, 2018). It addresses security through two processes,
“APO13: Managed Security” and “DSS05: Managed Security
Services,” and defines 10 security controls for these processes.
However, COBIT does not specify a clear priority for selecting and
implementing these controls. This gap can confuse organizations
about which controls to implement first, especially when resources
are limited. Previous studies have applied MCDM methods to
COBIT 5 process prioritization (Almeida et al., 2018) and IT project
portfolio selection (Ahriz et al., 2018), but the security controls of
COBIT 2019 have not been ranked through a combined AHP-
TOPSIS model. The objective of this paper is therefore to compare
and rank the 10 COBIT 2019 security controls using five COBIT
information criteria and a multi-criteria decision-making (MCDM)
approach.

2. MATERIALS AND METHODS

The study uses a combination of the analytic hierarchy process
(AHP) and the technique for order of preference by similarity to ideal
solution (TOPSIS). AHP is used to calculate the weights of the
criteria, and TOPSIS is used to rank the alternatives. This
combination is appropriate because AHP performs well in weighting
and consistency checking (Saaty, 1980), while TOPSIS performs
well when the number of alternatives is large and requires fewer
calculations (Hwang and Yoon, 1981). The criteria are the five
COBIT information criteria: confidentiality (C1), integrity (C2),
availability (C3), compliance (C4), and reliability (C5). The
alternatives are the 10 security controls defined in APO13 and
DSS05. A single decision-maker with 11 years of experience in IT
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governance and COBIT completed the pairwise comparison and
decision matrices. In the AHP stage, a pairwise comparison matrix
of the criteria was formed, its consistency ratio (CR) was calculated,
and the criteria weights were obtained. In the TOPSIS stage, a 10x5
decision matrix was constructed, normalized by vector
normalization, weighted by the AHP weights, and evaluated against
the positive ideal solution (P1S) and negative ideal solution (NIS).
The relative closeness coefficient was then used to rank the controls.

3. RESULTS AND DISCUSSION

The AHP consistency ratio was 0.037, which is below 0.1 and
therefore acceptable. The criteria weights were: confidentiality =
0.369, compliance = 0.291, integrity = 0.190, reliability = 0.107, and
availability = 0.043. Confidentiality was thus the most important
criterion, followed by compliance. The TOPSIS results are presented
in Table 1. The control “protect against malicious software”
achieved the highest rank with a score of 0.763, followed by
“manage network and connectivity security” with 0.746 and
“establish and maintain an information security management system
(ISMS)” with 0.698. The lowest-ranked control was “manage
sensitive documents and output devices” with 0.280.

Table 1

Ranking of COBIT 2019 security controls

Rank Control Score
1 Protect against malicious software 0.763
2 Manage network and connectivity security 0.746
3 Establish and maintain an ISMS 0.698
4 Manage user identity and logical access 0.528
5 Manage endpoint security 0.518
6 Define and manage an information security and privacy risk treatment  0.494

plan
7 Manage vulnerabilities and monitor the infrastructure for security- 0.414
related events
8 Manage physical access to 1&T assets 0.343
9 Monitor and review the ISMS 0.308
10 Manage sensitive documents and output devices 0.280

These findings show that controls directly aimed at preventing
malware and protecting network connectivity are perceived as the
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most critical. However, the ranking does not imply that lower-ranked
controls should be ignored. Many controls are interdependent; for
example, network security and endpoint security require integration,
and establishing an ISMS should be accompanied by monitoring and
reviewing it. The results therefore support prioritized
implementation rather than selective abandonment of controls. The
findings are consistent with the view that MCDM methods can
structure complex IT governance decisions and incorporate multiple
information criteria into security prioritization.

4. CONCLUSION AND SUGGESTIONS

This paper presented a combined AHP-TOPSIS model for
ranking the security controls of COBIT 2019. The model produced
a clear priority list, with “protect against malicious software” ranked
first and “manage sensitive documents and output devices” ranked
last. The results can help security managers, IT managers, auditors,
and board members allocate resources more effectively, improve
risk management, reduce time and costs, and enhance IT
governance. The study also demonstrates that MCDM methods are
useful for prioritizing COBIT security controls. Future work should
examine the cost-effectiveness of implementing the ranked controls,
rank processes in other COBIT domains, and apply other MCDM
methods such as ANP, ELECTRE, PROMETHEE, or fuzzy and
group decision-making approaches.
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g Controls Activities (ISACA, 2018)

1. Install and activate malicious software protection tools on all

processing facilities, with malicious software definition files that

are updated as required (automatically or semi-automatically).

2. Filter incoming traffic, such as emails and downloads, to protect

against unsolicited information (e.g., spyware, phishing emails).

3. Communicate malicious software awareness and enforce
Protect against  prevention procedures and responsibilities. Conduct periodic

1 malicious training about malware in email and Internet usage. Train users to

software not open, but report, suspicious emails and to not install shared or
unapproved software.
4. Distribute all protection software centrally (version and patch-
level) using centralized configuration and IT change management
5. Regularly review and evaluate information on new potential
threats (e.g., reviewing vendors’ products and services security
advisories)
1. Allow only authorized devices to have access to corporate
information and the enterprise network. Configure these devices
to force password entry
2. Implement network filtering mechanisms, such as firewalls and
intrusion detection software. Enforce appropriate policies to
control inbound and outbound traffic.

Manage 3. Apply approved securit}/ protoc;ols to network connectivity
4. Configure network equipment in a secure manner

network and . o . ) . . .

2 L 5. Encrypt information in transit according to its classification
connectivity d isk ts and business requirements, establish
security 6. Base' on risk assessmen . quiren R

and maintain a policy for the security of connectivity

7. Establish trusted mechanisms to support the secure transmission
and receipt of information

8. Carry out periodic penetration testing to determine adequacy of
network protection

9. Carry out periodic testing of system security to determine
adequacy of system protection.
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Activities (ISACA, 2018)

Establish and
maintain an
information
security
management
system (ISMS)

1. Define the scope and boundaries of the information security
management system (ISMS) in terms of the characteristics of the
enterprise, the organization, its location, assets, and technology.
Include details of and justification for any exclusions from the
scope.

2. Define an ISMS in accordance with enterprise policy and the
context in which the enterprise operates

3. Align the ISMS with the overall enterprise approach to the
management of security

4. Obtain management authorization to implement and operate or
change the ISMS.

5. Prepare and maintain a statement of applicability that describes
the scope of the ISMS

6. Define and communicate Information security management
roles and responsibilities

7. Communicate the ISMS approach

Manage user
4 identity and
logical access

1. Maintain user access rights in accordance with business
function, process requirements and security policies. Align the
management of identities and access rights to the defined roles and
responsibilities, based on least-privilege, need-to-have and need-
to-know principles

2. Administer all changes to access rights (creation, modifications
and deletions) in a timely manner based only on approved and
documented transactions authorized by designated management
individuals.

3. Segregate, reduce to the minimum number necessary and
actively manage privileged user accounts. Ensure monitoring on
all activity on these accounts

4. Uniquely identify all information processing activities by
functional roles. Coordinate with business units to ensure that all
roles are consistently defined, including roles that are defined by
the business itself within business process applications.

5. Authenticate all access to information assets based on the
individual’s role or business rules. Coordinate with business units
that manage authentication within applications used in business
processes to ensure that authentication controls have been properly
administered

6. Ensure that all users (internal, external and temporary) and their
activity on IT systems (business application, IT infrastructure,
system operations, development and maintenance) are uniquely
identifiable

7. Maintain an audit trail of access to information depending upon
its sensitivity and regulatory requirements

8. Perform regular management review of all accounts and related
privileges

Manage
5 endpoint
security

I

1. Configure operating systems in a secure manner

2. Implement device lockdown mechanisms

3. Manage remote access and control (e.g., mobile devices,
teleworking)

4. Manage network configuration in a secure manner
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Controls

Activities (ISACA, 2018)

5. Implement network traffic filtering on endpoint devices

6. Protect system integrity

7. Provide physical protection of endpoint devices

8. Dispose of endpoint devices securely

9. Manage malicious access through email and web browsers. For
example, block certain websites and deactivate click-through on
links for smartphones

10. Encrypt information in storage according to its classification

Define and
manage an
information
security and
privacy risk
treatment plan

1. Formulate and maintain an information security risk treatment
plan aligned with strategic objectives and the enterprise
architecture. Ensure that the plan identifies the appropriate and
optimal management practices and security solutions, with
associated resources, responsibilities and priorities for managing
identified information security risk

2. Maintain as part of the enterprise architecture an inventory of
solution components that are in place to manage securityrelated
risk.

3. Develop proposals to implement the information security risk
treatment plan, supported by suitable business cases that include
consideration of funding and allocation of roles and
responsibilities

4. Provide input to the design and development of management
practices and solutions selected from the information security risk
treatment plan

5. Implement information security and privacy training and
awareness programs

6. Integrate the planning, design, implementation and monitoring
of information security and privacy procedures and other controls
capable of enabling prompt prevention, detection of security
events, and response to security incidents.

7. Define how to measure the effectiveness of the selected
management practices. Specify how these measurements are to be
used to assess effectiveness to produce comparable and
reproducible results

Manage
vulnerabilities
and monitor
the
infrastructure
for security-
related events

1. Continually use a portfolio of supported technologies, services
and assets (e.g., vulnerability scanners, fuzzers and sniffers,
protocol analyzers) to identify information security vulnerabilities
2. Define and communicate risk scenarios, so they can be easily
recognized, and the likelihood and impact understood

3. Regularly review the event logs for potential incidents

4. Ensure that security-related incident tickets are created in a
timely manner when monitoring identifies potential incidents.

5. Log security-related events and retain records for appropriate
period.

Manage
physical
access to [&T
assets

1. Log and monitor all entry points to IT sites. Register all visitors,
including contractors and vendors, to the site.

2. Ensure all personnel display properly approved identification at
all times

3. Require visitors to be escorted at all times while on-site

I
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g Controls Activities (ISACA, 2018)

4. Restrict and monitor access to sensitive IT sites by establishing
perimeter restrictions, such as fences, walls and security devices
on interior and exterior doors.

5. Manage requests to allow appropriately authorized access to the
computing facilities.

6. Ensure that access profiles remain current. Base access to IT
sites (server rooms, buildings, areas or zones) on job function and
responsibilities.

7. Conduct regular physical information security awareness
training.

1. Undertake regular reviews of the effectiveness of the ISMS.
Include meeting ISMS policy and objectives and reviewing
security and privacy practices

2. Conduct ISMS audits at planned intervals.

Monitor and

review the 3. Undertake a management review of the ISMS on a regular basis
information . . .
9 security to ensure that the scope remains adequate and improvements in the
management ISMS process are identified .
system (ISMS) 4. Regord actions and events that could have an impact on the
effectiveness or performance of the ISMS
5. Provide input to the maintenance of the security plans to take
into account the findings of monitoring and reviewing activities
1. Establish procedures to govern the receipt, use, removal and
disposal of sensitive documents and output devices into, within,
and outside of the enterprise
2. Ensure cryptographic controls are in place to protect sensitive
Manage electronically stored information
1 sensitive 3. Assign access privileges to sensitive documents and output

0 documents and  devices based on the least-privilege principle, balancing risk and
output devices  business requirements
4. Establish an inventory of sensitive documents and output
devices, and conduct regular reconciliations.
5. Establish appropriate physical safeguards over sensitive
documents
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