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Abstract

As organizations increasingly rely on artificial intelligence (Al) systems
for decisions such as fraud detection and credit risk scoring, auditors face a
growing challenge: how to provide professional assurance over decisions
produced by opaque, “black-box” models. While traditional IT audit
frameworks focus mainly on the accuracy and efficiency of system outputs,
explainability has received comparatively little attention as an independent
dimension of Al risk governance. This conceptual, literature-based study
examines the position of Al explainability within IT governance frameworks
(COBIT), the ISO/IEC 42001 standard, and international audit assurance
standards. The review finds that Iranian domestic literature treats Al mainly as
a tool to improve audit accuracy and judgment quality, while international
literature and standard-setters are rapidly moving toward requiring
explainability and algorithmic accountability. Based on this gap, the study
proposes a three-layer conceptual framework — technical transparency,
governance documentation, and assurance reporting — to guide auditors’
evaluation of Al explainability, offering a foundation for future empirical
research and practical guidance for Iranian IT auditors.
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1. INTRODUCTION

Over the past decade, artificial intelligence has moved from a
supporting analytical tool to a central driver of organizational
decision-making. Machine learning systems are now used for
financial fraud detection, credit risk assessment, customer scoring,
and audit risk prediction. This expansion, while offering clear gains
in speed and accuracy, raises a fundamental question for the audit
profession: when an organizational decision emerges from a model
whose internal logic even its designers cannot fully explain, on what
basis can an auditor provide assurance over the correctness, fairness,
and reliability of that decision? This phenomenon — commonly
referred to as the “black box” problem — is not merely a technical
issue but a governance one. IT governance frameworks such as
COBIT, which have traditionally focused on strategic alignment,
risk management, and value creation, must now respond to a new
dimension: algorithmic explainability. At the regulatory level,
ISO/IEC 42001, introduced in late 2023, is the first formal
management-system standard dedicated to Al, and comparative
research (Mclntosh et al., 2024) shows it offers broader coverage of
generative-Al opportunities than earlier frameworks such as COBIT
and ISO 27001, though gaps remain in risk oversight. International
audit standard-setters have also responded: the IAASB’s October
2024 Technology Position committed the board to a gap analysis of
existing standards against emerging technologies, followed by a
2025 Technology Quality Management initiative and global
roundtables with over 240 stakeholders from six continents. In Iran,
by contrast, existing research on Al and auditing has concentrated
mainly on improving audit quality, modeling auditor judgment, and
analyzing management ability, with little attention to the
transparency of the decision-making process itself. This gap
motivates the present study, whose central research question is: in
the absence of standardized criteria for assessing Al explainability,
on what basis can an IT auditor provide valid assurance?
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2. MATERIALS AND METHODS

This study adopts a qualitative, conceptual research design based
on a systematic review of domestic (Iranian) and international
literature. The search strategy combined keywords such as
“explainable AL “Al governance,” “IT audit,” “COBIT,” and
“algorithmic assurance” across Iranian peer-reviewed accounting
and IT-management journals and international databases indexed in
Scopus and Web of Science, including arXiv, ScienceDirect, and
Frontiers. Inclusion criteria required publication in a peer-reviewed
journal or conference proceedings and direct relevance to one of
three themes: Al explainability, IT governance frameworks, or audit
assurance. Selected sources were organized into domestic and
international categories to make the gap between the two literatures
explicit and were then analyzed and compared to identify the main
conceptual and practical divergences. Because the study is
conceptual rather than empirical, no primary field data (e.g., survey
or interview data) were collected; the objective is to synthesize
existing knowledge into a framework capable of guiding future
empirical research.

3. RESULTS AND DISCUSSION

The review's first finding confirms a gap between domestic and
international literature: while Iranian studies (e.g., Sahat Barmecheh
et al., 2025; Shah Sahebi et al., 2020; Ahmad Hossein et al., 2024)
treat Al mainly as a tool for improving audit judgment, management-
ability analysis, or bank performance evaluation, international
literature and standard-setters are rapidly defining independent
frameworks for evaluating explainability and algorithmic
accountability. Building on agency theory, the paper argues that Al
explainability is a logical extension of the classic audit function: just
as independent audit historically reduced information asymmetry
between management and owners, evaluating Al explainability can
reduce the information asymmetry between opaque algorithmic
systems and organizational stakeholders. Based on this theoretical
grounding, the study proposes a three-layer conceptual framework
for auditing Al explainability, illustrated in Figure 1 and summarized
in Table 1.
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Layer 1, Technical Transparency, assesses whether technical
documentation of the model (model type, training data, and
explainability methods such as SHAP or LIME) is available and
comprehensible to the auditor; given evidence that even popular
post-hoc methods can lack sufficient fidelity in multilevel models
(Bhaumik et al., 2022), auditors must also assess the reliability of
these explanations, not merely their existence. Layer 2, Governance
Documentation, evaluates organizational alignment  with
governance frameworks such as COBIT and ISO/IEC 42001,
including whether model-risk ownership and periodic review
procedures are formally defined. Layer 3, Assurance Reporting,
addresses how findings are reflected in the auditor's report; in the
absence of a dedicated Iranian reporting standard, the study
recommends a qualified-disclosure approach similar to that used in
auditing complex accounting estimates.

Layer 1: Technical Transparency

Model documentation & SHAP / LIME methods

!

Layer 2: Governance Documentation

COBIT / ISO 42001, model risk ownership

!

Layer 3: Assurance Reporting

Disclosure of limitations in the audit report

\. J

Figure 1. Proposed three-layer framework for auditing Al explainability

A hypothetical illustrative scenario — an Iranian bank applying
the framework to an Al-based credit-scoring system — shows how
each layer would guide the auditor: verifying whether SHAP-based
explanations exist and have been validated (Layer 1); confirming
that the risk committee has formally assigned model-risk ownership
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and a periodic review cadence (Layer 2); and, where documentation
is incomplete, disclosing that limitation explicitly in the audit report
rather than remaining silent (Layer 3). This illustrates that, unlike
purely technical approaches in the domestic literature, the proposed
framework gives auditors a concrete decision path even in the
absence of a formal standard.

Table 1
Comparative analysis of governance frameworks by explainability coverage

Framework Primary Focus Explainability Regulatory
Coverage Alignment
Strategic alignment  Moderate; requires Strongest
COBIT 2019 & IT risk added Al-specific ~ alignment with EU
management processes Al Act
ISO/IEC 42001 Dedicated Al Compreher!swe; Broadest cgverage
management purpose-built for of generative-Al
(2023) o
systems Al opportunities
. . High technical Non-binding,
NISTAIRME  lecnnical Alrisk o weaker primarily US
management
governance layer reference
Organizational Limited; . e
ISO 27001 information explainability Gap_s n AI_SPeCIﬂC
. . risk oversight
security outside core scope

Source: compiled by the authors based on Mclintosh et al. (2024) and ISACA (2025).

4. CONCLUSION

This study shows that Al explainability, as a dimension
independent of model accuracy, remains underexplored in Iran's
domestic IT-audit literature, while international literature and
professional bodies are rapidly moving toward requiring it. The
proposed three-layer framework — technical transparency,
governance documentation, and assurance reporting — offers a
starting point for future empirical work, including case studies in
Iranian organizations and readiness surveys of internal auditors.
Practically, audit firms should update internal training on
explainable-Al fundamentals, audit committees should treat Al
governance as a board-level matter rather than a purely technical
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one, and Iranian professional bodies should develop operational
guidance for adapting COBIT to Al-governance requirements. As a
conceptual review, the study's main limitation is the absence of
primary field data; validating the proposed framework empirically is
left for future research.
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