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Abstract

The purpose of this study is to examine the impact of corporate governance and
board characteristics on information technology (IT) and cybersecurity risk disclosure
among manufacturing companies listed on the Tehran Stock Exchange. To measure
the level of IT and cybersecurity risk disclosure, a researcher-developed index,
CSRisk, was designed based on the components of the COBIT 2019 and NIST CSF
2.0 frameworks and evaluated using content analysis of corporate official reports. The
research sample comprises 117 manufacturing companies over the period from 2021
to 2025(1400-1404 SH), totaling 585 firm-year observations. The research hypotheses
were tested using panel data regression with cross-sectional fixed effects. Explanatory
variables include board independence, board size, board financial expertise, board IT
expertise, CEO duality, and the presence of a specialized I T/risk committee, while firm
size, financial leverage, return on assets(ROA), and Tobin’s Q serve as control
variables. The empirical findings reveal that, among the examined variables, only the
presence of a specialized IT/risk committee exhibits a statistically significant
relationship with the level of IT and cybersecurity risk disclosure. The direction of this
relationship is negative, indicating that the existence of such a committee is associated
with a reduction in public cyber risk disclosure. This phenomenon can be attributed to
the adoption of a “security confidentiality” approach and a preference for internal risk
management over public disclosure.
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1. INTRODUCTION

In the contemporary digital economy, corporate information
technology (IT) systems and cyber assets have become integral to
strategic operations, value creation, and competitive positioning.
Concurrently, the proliferation, sophistication, and severity of cyber
threats have elevated cybersecurity and IT-related risks from
operational hazards to primary strategic and systemic challenges.
Effective corporate governance mechanisms are conventionally
perceived as structural instruments that enforce financial
transparency, mitigate information asymmetry, and promote
voluntary disclosures to safeguard shareholder wealth. However,
within the specific domain of cybersecurity, corporate boards
encounter an acute informational and strategic paradox: while capital
markets, institutional investors, and regulatory bodies demand
granular disclosures to evaluate corporate risk exposures accurately,
public disclosure of technical vulnerabilities, incident management
architectures, or security configurations creates significant
proprietary hazards. Malicious external actors may exploit detailed
disclosures, inadvertently jeopardizing firm security and corporate
value. Grounded in Agency Theory, Resource Dependency Theory,
and Proprietary Cost Theory, this empirical research investigates the
relationship between board structural characteristics, specialized
governance committees, and the extent of IT and cybersecurity risk
disclosure among non-financial manufacturing firms listed on the
Tehran Stock Exchange (TSE). By examining an emerging market
characterized by regulatory transitions, digital transformation, and
geopolitical cyber pressures, this study provides novel empirical
insights into the delicate balance between corporate governance
oversight and selective confidentiality.

2. MATERIALS AND METHODS

The target statistical population encompasses non-financial
manufacturing companies continuously listed on the Tehran Stock
Exchange over a 5-year observation period from 2021 to 2025
(corresponding to the Iranian calendar years 1400-1404). Applying
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a systematic multi-stage screening procedure—excluding financial
intermediaries, investment companies, banks, firms with fiscal year-
end changes, and entities with incomplete trading or financial
datasets—yielded a balanced panel of 117 manufacturing firms,
generating 585 firm-year observations.

The dependent variable, the Cybersecurity and Information
Technology Risk Disclosure Index (CSRisk), was constructed using
structured manual content analysis applied to comprehensive annual
financial reports, board of directors’ activity reports, and published
market disclosures. Drawing upon international cybersecurity and
governance frameworks—principally COBIT 2019 and the National
Institute of Standards and Technology Cybersecurity Framework
(NIST CSF 2.0)—the disclosure index spans seven core functional
dimensions: Governance, Identify, Protect, Detect, Respond,
Recover, and Continual Improvement. The finalized checklist
encompasses 21 distinct items scored on a trichotomous scale: 0 for
non-disclosure, 1 for qualitative or general narrative disclosure, and
2 for specific, quantitative, or technically verifiable disclosure,
resulting in a maximum potential disclosure score of 42. Inter-coder
reliability was confirmed through independent dual-coding,
achieving a Cohen’s Kappa coefficient of x = 0.697, indicating
substantial inter-rater consistency.

The independent variables operationalizing board governance
attributes comprise: board independence (BIND, proportion of non-
executive directors), board size (BSIZE, total number of board
members), board financial expertise (BFIN, proportion of directors
holding certified financial, accounting, or economic qualifications),
board IT expertise (BIT, proportion of directors with formal
technological, computer science, or IT backgrounds), CEO duality
(DUAL, a binary indicator capturing simultaneous tenure as board
chairman and chief executive officer), and the presence of a
specialized Risk or IT Committee (ITC, an indicator variable
denoting an active specialized committee). To control for extraneous
confounding  firm-level  heterogeneity, the  econometric
specifications incorporate firm size (SIZE, natural logarithm of total
assets), financial leverage (LEV, total liabilities over total assets),
firm profitability (ROA, return on assets), and market valuation
prospects (Tobin's).
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3. RESULTS AND DISCUSSION

Descriptive statistics revealed that the dependent variable
(CSRisk) exhibited a sample mean of 21.19 (standard deviation of
9.23), ranging from 8 to 40, representing an average disclosure level
of approximately 45.7% relative to the theoretical maximum. Model
specification diagnostics decisively rejected the pooled OLS
estimator via the Chow test (F = 5.563,p < 0.001). Furthermore,
the Hausman specification test yielded a significant test statistic
(x? = 23.234,p = 0.0099), confirming that the Cross-Section
Fixed Effects panel model was the statistically appropriate estimator.
Diagnostic testing for cross-sectional heteroskedasticity indicated
residual variance instability; consequently, the empirical model was
estimated employing Cross-Section SUR (PCSE) robust standard
errors. The fitted regression model exhibited substantial explanatory
power (R? = 0.6212, Adjusted R? = 0.5170, and F = 5.962,p <
0.001).

Contrary to agency theory assumptions regarding internal
monitoring efficacy, conventional board governance characteristics
failed to demonstrate statistically significant associations with
cybersecurity disclosure: board independence (B = 1.495,t =
0.251,p = 0.8018), board size (8 = —1.554,t = —0.206,p =
0.8368), board financial expertise (8 = —4.194,t = —0.393,p =
0.6942), board IT expertise (8 = 0.622,t = 0.059,p = 0.9530),
and CEO duality (B =-2.189,t=—-1.026,p = 0.3052).
Likewise, firm-level control variables (SIZE, LEV, ROA, and
Tobin's) showed no statistically significant coefficients. Crucially,
the presence of an active specialized Risk/IT Committee (ITC) was
the sole explanatory mechanism displaying a statistically significant
relationship, exerting a marked negative impact on cybersecurity
risk disclosure (8 = —8.635,t = —2.239,p = 0.0257). This
empirical outcome directly corroborates Proprietary Cost Theory:
specialized  committees, possessing advanced technical
sophistication and deep comprehension of digital vulnerability
landscapes, deliberately curtail public disclosures of cyber risks and
IT vulnerabilities to prevent asymmetric exploitation by hostile
threat actors and to safeguard critical corporate assets.
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4. CONCLUSION

The empirical evidence indicates that corporate governance in the
context of digital vulnerability operates through selective
withholding rather than broad transparency. Specialized IT and risk
oversight committees perceive technical cybersecurity disclosures as
asymmetric competitive liabilities rather than value-enhancing
market signals. Consequently, these governance bodies strategically
constrain external disclosure to minimize proprietary costs and avert
targeted cyber-attacks. These findings generate vital policy
implications for capital market authorities, notably the Securities and
Exchange Organization (SEO). Regulatory entities must formulate
standardized, mandatory cyber-incident and risk-reporting
frameworks that distinguish defensive technical configurations—
which warrant strict proprietary confidentiality—from high-level
strategic posture and governance assessments required by market
participants for sound capital allocation.
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