@ o o wlopfulad (h1aga
4
A @ ltll OleMlol (55 glad (slAS s y Cus paas g (AS el Curasla
° E W0 ygayed
O The 224 National Conference on

2 Corporate Governance and Information Technology Risk Management
L] @)  Scptember, 2026
L=

Design and Validation of an Organizational
Cyber Resilience Governance Framework
Based on Artificial Intelligence and Risk
Management: A Mixed-Methods Approach to
Information Technology Governance

Amirhossein Kafi', Mohammadali Soltanshahi?, Mojtaba
Reessafari®, Amirmohammad Kafi*

Abstract

With the rapid expansion of digital transformation and the growing
sophistication of cyber threats, organizations require governance
approaches that extend beyond traditional security controls to ensure
business continuity and protect information assets. This study aims to
design and validate an organizational cyber resilience governance
framework based on artificial intelligence (Al) and risk management. The
research is applied of purpose and adopts an exploratory mixed-methods
design.

In the qualitative phase, framework components were identified and
refined through a systematic literature review of scientific publications
published between 2020 to 2025, analysis of internationally recognized
standards and frameworks—including The NIST Cybersecurity
Framework (CSF) 2.0, NIST Al Risk Management Framework (Al RMF),
COBIT 2019, ISO/IEC 27001:2022, ISO 31000, and COSO Enterprise
Risk Management (ERM)—and a Delphi study involving experts in
cybersecurity, risk management, and information technology governance.
In the quantitative phase, the proposed framework was validated using a
researcher-developed questionnaire and Partial Least Squares Structural
Equation Modeling (PLS-SEM). The findings Identified five core
dimensions: Corporate Governance, Cyber Governance, Cyber Risk
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Management, Artificial Intelligence, and Continuous Learning. Their
systematic integration strengthens organizational capabilities for
predicting, preventing, detecting, responding to, recovering from, and
adapting to cyber threats.

The study contributes an integrated governance framework that combines
corporate governance, risk management, and Al capabilities to enhance
organizational cyber resilience and support strategic decision-making in an
evolving cyber threat landscape.

1. Introduction

The rapid expansion of digital transformation, cloud-based
services, interconnected information systems, and data-driven
decision-making has fundamentally changed the operational
environment of contemporary organizations. At the same time, the
increasing frequency, complexity, and adaptability of cyber threats
have exposed organizations to risks that cannot be effectively
addressed through conventional information security controls alone.
Cyber incidents can disrupt critical services, compromise
information assets, damage organizational reputation, generate
financial losses, and undermine strategic objectives. Consequently,
organizations increasingly need to move from a predominantly
preventive security perspective toward a broader concept of
organizational cyber resilience that encompasses prediction,
prevention, detection, response, recovery, and adaptation.

Cyber resilience is not solely a technical issue; rather, it is closely
associated with organizational governance, risk management,
decision-making, organizational learning, and the effective use of
emerging technologies. In particular, artificial intelligence (Al)
provides significant opportunities for identifying anomalous
behavior, predicting cyber threats, supporting risk assessment,
accelerating incident detection, and improving strategic decision-
making. However, the use of Al also introduces new governance,
security, ethical, and operational risks that must themselves be
systematically managed.

Despite the growing literature on cybersecurity, cyber resilience,
artificial intelligence, and risk management, these areas have often
been examined separately. Existing approaches provide valuable
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guidance but do not necessarily offer an integrated organizational
governance framework that simultaneously connects corporate
governance, cyber governance, cyber risk management, Al
capabilities, and continuous learning. This research therefore aims
to design and validate an integrated organizational cyber resilience
governance framework based on artificial intelligence and risk
management. The study seeks to provide a governance-oriented
approach capable of strengthening organizational resilience against
evolving cyber threats while supporting effective strategic decision-
making.

2. MATERIALS AND METHODS

This research is applied in terms of purpose and employs an
exploratory mixed-methods design consisting of qualitative and
quantitative phases. In the qualitative phase, the conceptual
foundations and components of the proposed framework were
identified through a systematic review of scientific publications
published between 2020 and 2025. In addition, internationally
recognized standards and frameworks relevant to cybersecurity,
artificial intelligence, information technology governance, and risk
management were examined.

The principal reference frameworks included the NIST
Cybersecurity Framework (CSF) 2.0, NIST Artificial Intelligence
Risk Management Framework (Al RMF), COBIT 2019, ISO/IEC
27001:2022, 1SO 31000, and COSO Enterprise Risk Management
(ERM). The identified concepts and components were subsequently
refined and assessed using the Delphi method. A panel of experts
with knowledge and professional experience in cybersecurity, risk
management, and information technology governance participated
in this phase.

Following the qualitative phase, a researcher-developed
questionnaire was designed based on the validated conceptual
components. The quantitative phase was conducted to assess and
validate the proposed framework using Partial Least Squares
Structural Equation Modeling (PLS-SEM). This approach enabled
the relationships among the identified dimensions and the overall
structure of the proposed organizational cyber resilience governance
framework to be examined.
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3. RESULTS AND DISCUSSION (with tables)

The findings of the qualitative and quantitative phases indicate that
organizational cyber resilience governance can be conceptualized
through five core and interrelated dimensions: Corporate
Governance, Cyber Governance, Cyber Risk Management, Artificial
Intelligence, and Continuous Learning. Rather than functioning as
independent components, these dimensions form an integrated
governance mechanism in which organizational oversight, cyber
governance, risk-based decision-making, Al-enabled capabilities,

and organizational learning mutually reinforce one another.
Table 1. Core Dimensions of the Proposed Organizational Cyber Resilience
Governance Framework

Primary Role in Cyber Resilience Core Dimension No.
Strategic oversight, accountability, policies, and Corporate 1
decision-making Governance

Direction, control, coordination, and oversight of

. Cyber Governance 2
cybersecurity

Identification, assessment, treatment, Cyber Risk
. : 3
monitoring, and control of cyber risks Management
Threat prediction, anomaly detection, analysis, Artificial 4
automation, and decision support Intelligence
Organizational learning, adaptation, Continuous 5
improvement, and knowledge development Learning

The first dimension, Corporate Governance, establishes the
strategic foundation of cyber resilience. It determines organizational
accountability, management commitment, policies, decision-making
structures, and alignment between cybersecurity objectives and
broader organizational goals. Effective corporate governance
ensures that cyber resilience is treated as an enterprise-level concern
rather than being limited to the information technology function.
The second dimension, Cyber Governance, translates
organizational governance principles into cybersecurity-related
direction and control. It provides mechanisms for establishing
cybersecurity responsibilities, monitoring cyber capabilities,
coordinating security activities, and ensuring that cybersecurity
initiatives are aligned with organizational priorities. The integration
of cyber governance with corporate governance strengthens
accountability and facilitates coordinated responses to cyber-related
risks.
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The third dimension, Cyber Risk Management, provides a
systematic mechanism for identifying and assessing cyber threats
and vulnerabilities, determining their potential organizational
impacts, selecting appropriate risk responses, and continuously
monitoring the risk environment. This dimension connects
cybersecurity activities with enterprise risk management and enables
organizations to prioritize resources according to the significance
and potential consequences of cyber risks.

The fourth dimension, Artificial Intelligence, represents an
enabling technological capability within the framework. Al can
enhance the organization's ability to analyze large volumes of
security-related data, identify patterns and anomalies, predict
emerging threats, support risk analysis, and improve the speed and
quality of response. Nevertheless, Al should not be viewed merely
as a technological solution. Its implementation requires appropriate
governance, risk controls, transparency, accountability, and
continuous monitoring to ensure that Al-related risks do not
undermine organizational resilience.

The fifth dimension, Continuous Learning, ensures that cyber
resilience evolves in response to changes in the threat environment,
organizational experience, technological developments, and lessons
learned from incidents. Continuous learning enables organizations
to transform experience and knowledge into improvements in
policies, controls, processes, capabilities, and decision-making

mechanisms.
Table 2. Contribution of the Five Dimensions to the Cyber Resilience Lifecycle
Cyber Resilience

Main Supporting Dimensions

Capability

Artificial Intelligence; Cyber Risk Management Prediction

Cyber Governance; Cyber Risk Management Prevention

Artificial Intelligence; Cyber Governance Detection
Cyber Governance; Cyber Risk Management;

Response

Artificial Intelligence

Corporate Governance; Cyber Risk Management Recovery

Continuous Learning; Corporate Governance;
Artificial Intelligence

The integrated interaction among these five dimensions strengthens

the organization's capabilities across the complete cyber resilience

lifecycle. Al contributes particularly to prediction and detection,

Adaptation

L
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while risk management supports prioritization and appropriate
responses. Governance provides the organizational authority and
coordination necessary for effective prevention, response, and
recovery. Continuous learning then enables the organization to adapt
its capabilities based on emerging threats and previous experiences.
The proposed framework therefore extends conventional
cybersecurity models by positioning cyber resilience within a
broader governance architecture. Its primary value lies not in treating
Al, risk management, and governance as separate mechanisms, but
in establishing systematic relationships among them. This
integration can improve the organization's ability to anticipate
threats, make risk-informed decisions, respond effectively to
incidents, recover critical operations, and continuously adapt to a
changing cyber environment.

4. CONCLUSION

This study developed and validated an integrated organizational
cyber resilience governance framework based on artificial
intelligence and risk management using an exploratory mixed-
methods approach. The findings identified five core dimensions:
Corporate  Governance, Cyber Governance, Cyber Risk
Management, Artificial Intelligence, and Continuous Learning. The
results demonstrate that effective cyber resilience requires more than
the implementation of technical security controls; it depends on the
coordinated interaction of governance structures, risk management
practices, Al-enabled capabilities, and organizational learning.

The proposed framework provides an integrated perspective for
embedding cyber resilience within organizational and information
technology governance. By connecting strategic governance with
cyber risk management and Al capabilities, organizations can
improve their capacity to predict, prevent, detect, respond to, recover
from, and adapt to cyber threats. The framework can therefore serve
as a conceptual and practical foundation for organizations seeking to
strengthen cyber resilience and improve strategic decision-making
under conditions of increasing cyber uncertainty and technological
change.
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