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1. Introduction

Information Technology (IT) auditing is a systematic and
independent process aimed at evaluating IT controls, data, processes,
and infrastructures in order to ensure the accuracy, integrity,
security, reliability, and alignment of information systems with
organizational objectives (Dzuranin & Malaescu, 2016). This
concept is also defined within established standards such as ITIL and
ISO, which describe auditing as a formal and documented process
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for assessing compliance with standards, accuracy of records, and
operational effectiveness. Although auditing has traditionally been
associated with financial auditing, IT auditing has emerged as a
critical subfield in modern organizations (Gantz, 2013). The rapid
growth of data volumes, increasing technological complexity, and
limitations in human auditing resources have significantly expanded
the scope of IT auditing. In response, machine learning—based
anomaly detection has been introduced as an effective approach to
support IT audit activities (de Vries, 2022). Anomaly detection
focuses on identifying patterns in data that deviate from expected
behavior and may indicate errors, fraud, or security threats (Chacko
et al., 2012; Quinn & Strauss, 2018). Its application in IT auditing
has been shown to improve audit accuracy and quality while
reducing manual and repetitive tasks (Rahmani et al., 2025).
Anomalies in auditing are inherently cross-domain in nature. In
financial auditing, anomalies typically manifest as fraud or material
misstatements in financial data. In contrast, cybersecurity auditing
anomalies are more commonly associated with unauthorized access,
system intrusions, and abnormal user or system behavior, which may
indirectly lead to financial and reputational risks (Hasan & Ahmed,
2025). Despite its advantages, implementing anomaly detection in
IT auditing remains challenging due to the relatively smaller data
volumes and the unstructured nature of IT audit data compared to
financial data. Consequently, selecting appropriate detection
methods and focusing on critical audit processes are essential for the
effective application of this approach.

2. MATERIALS AND METHODS

Due to the sensitive and confidential nature of financial data and
the associated legal and security constraints, direct access to real-
world audit and anomaly detection datasets is generally not available
to researchers. Therefore, in line with many prior studies, this
research employs a synthetic yet realistic dataset designed based on
statistical and behavioral patterns observed in real financial
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scenarios. This approach preserves data confidentiality while
enabling a reliable evaluation of the proposed model’s performance.

The proposed methodology is based on a machine learning
framework for anomaly detection and risk-based ranking in IT
auditing. The input consists of an integrated dataset formed by
merging multi-table transactional, customer, and merchant data.
After data integration, a structured preprocessing phase is applied,
including initial data inspection, time standardization, correction of
invalid values, and imputation of missing data. Subsequently, audit-
oriented features are engineered in three categories: temporal
features to capture irregular transaction timing, consistency features
to identify discrepancies between system-recorded transaction
amounts, and customer behavior deviation features to quantify how
abnormal a transaction is relative to a customer’s typical behavior.

Because reliable anomaly labels are often unavailable or
incomplete in real audit environments, a rule-based pseudo-labeling
strategy is employed. An audit risk score is computed using a set of
weighted, data-driven audit rules, and transactions in the top decile
of the risk score distribution are labeled as audit exceptions. This
design closely reflects real audit practices, where limited
investigative resources necessitate prioritizing high-risk cases. A
Random Forest classifier is then trained to predict the pseudo-label
(AuditException) using the engineered feature set. To ensure
generalization, the dataset is split into training and testing subsets
using a stratified 70/30 ratio. The trained model produces a risk
probability score for each transaction, which is used to rank
transactions in descending order of risk. The final output is a Top-K
list (top 5% of transactions), providing auditors with a prioritized set
of high-risk anomalies for further manual investigation.
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3. RESULTS AND DISCUSSION

In this section, the performance of the proposed method is
evaluated using an integrated dataset comprising 1,000 transactions
described by 25 features. Analysis of the audit risk score distribution
indicates a highly imbalanced dataset, with more than 90% of
transactions classified as low-risk, highlighting the need for robust
evaluation metrics beyond accuracy alone.
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Model performance is assessed separately on the training and test
sets using accuracy, precision, recall, and F1-score. On the training
set, the proposed approach achieves an accuracy of 98.29%, with a
precision of 89.19%, recall of 94.29%, and an F1-score of 91.67%,
indicating effective learning of underlying risk patterns. On the
unseen test set, the model maintains strong and stable performance,
achieving an accuracy of 97.67%, precision of 84.85%, recall of
93.33%, and an Fl1-score of 88.89%. The close alignment between
training and test results demonstrates good generalization capability
and suggests no evidence of overfitting.

The relatively higher recall compared to precision reflects a
deliberate trade-off suitable for IT auditing scenarios, where
minimizing missed high-risk transactions is prioritized over
reducing false alarms. Feature importance analysis further reveals
that temporal attributes and customer-level transaction amount
deviation are among the most influential factors in anomaly
detection. Overall, these results confirm that the combination of
targeted feature engineering and a Random Forest classifier provides
a robust, reliable, and practical solution for anomaly detection in
intelligent IT auditing systems.

4. CONCLUSION

This study presents a machine learning—based anomaly detection
approach for IT auditing that addresses the growing complexity and
volume of audit data. Through structured preprocessing and targeted
feature engineering, the method identifies high-risk transactions
based on temporal irregularities, system inconsistencies, and
behavioral deviations. Using rule-based pseudo-labeling and a
Random Forest model, the approach achieves robust performance
with about 97.67% accuracy and an F1-score above 88.89%, even
under class imbalance. Future work will focus on real-world
validation, improved interpretability, and better handling of
imbalanced data.
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Table 1. Comparition of anomaly detection methods in IT auditing

# Author/Year Data Type Method Strengths Limitations
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- Financial Regression, P g generalizability
Karimi Far et . compared to
1 Transaction ANN, Deep . of the model
al. (2025) K regression and
Records Learning due to focus on
neural network .
. . a single market
in financial
fraud detection

! Explainable Graph-based Anomaly Detection
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5 Kazemi & Piri statements of Logistic SVM on coora h{c
(2022) 134 companies Regression, imbalanced data re%tricgtiofl and
(2009-2021) Decision with thorough . ]
high tuning
Tree, model
- - demands.
Boosting comparison
. High
Simultaneously .
tures computational
. BertGCN captures demand,
Alsalmi et al. semantic text
3 (2025) System logs (BERT + and oraph depends on
GCN) erap BERT
structure .
N embedding
features .
quality
Leverages Requires large
De la Cruz LLM + RAG stron lang ‘a e LLM resources,
4 Cabello et al. System logs for Log & languag challenging for
knowledge, .
(2025) Anomaly hi o real-time
igh flexibility .
processing
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5 Uchida et al. Log text SPClassifier standard DNN, specific
(2024) + Ensemble preprocessed
lower resource
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supervised) . LLM for initial
self-tuning .
separation
parameters
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Okolie et al. Heterogeneous ML + DL . ’ sensitivity and
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(2025) data hybrid specificity is
network and challenein
behavioral data ging
Early-stage
Wau et al. Attack-resilient More robust development,
8 AAR-log against targeted .
(2025) logs requires further
attacks .
testing
WDLog Combines Larger model
9 Niu et al. Svstem loes (Wide & strengths of size, higher
(2024) y 2 Deep Wide and Deep computational
Learning) models requirement
High accuracy Dependent on
Patel & Tyer ) S1.aDNN mIde.tectmg sample size and
10 (2025) User behavior (Siamese deviation from quality of
DNN) normal normal
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Figure 3. Proposed method diagram for identifying anomalies and prioritizing
high-risk cases in financial auditing
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Table 3. Hyperparameter of the Random Forest Classifier

Hyperparameter Value
n_estimators 500
min_samples_leaf 5
class_weight "balanced"
random_state 42
n_jobs -1
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Table 4. Performance Evaluation of the Proposed Method on the Training and
Test Sets Based on Evaluation Metrics

Our Dataset split | Accuracy | Precision Recall F1 Score
proposed | Training set 98.29% 89.19% | 94.29% | 91.67%
method Test set 97.67% 84.85% 93.33% 88.89%
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Figure 4. Confusion matrix of the proposed method
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Figure 5. A representative decision tree extracted from our proposed method
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