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1. Introduction

In the contemporary technology-driven economic landscape,
information technology (IT) has transcended its traditional role as
operational support to become a critical strategic driver and an
integral component of organizational success (Berghout &
Fijneman, 2023, p. 9). This digital transformation, while unlocking
immense opportunities, simultaneously introduces complex risks
related to cybersecurity, data integrity, and business continuity.
Consequently, the field of IT auditing has undergone a fundamental
evolution. No longer a mere adjunct to financial audits, IT auditing
has emerged as a specialized discipline essential for ensuring the
integrity, security, and reliability of information systems (van den
Heuvel, 2025, p. 73). Central to this evolution is the concept of IT
governance (ITG), which provides the strategic framework of
policies and structures necessary to direct IT activities, ensuring that
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IT investments generate business value and that associated risks are
adequately managed (Haouam, 2020, p. 2). Among the numerous
frameworks designed to facilitate ITG, COBIT (Control Objectives
for Information and Related Technologies) and ITIL (Information
Technology Infrastructure Library) stand out as the most prominent
and widely adopted globally (Amorim et al., 2021, p. 1). Although
both frameworks aim to improve IT management, they adopt
different perspectives. COBIT emphasizes the strategic “what” by
linking IT goals to business objectives and control mechanisms,
whereas ITIL focuses on the operational “how” through detailed best
practices for IT service delivery and management (Sholeh &
Pramudya, 2025, p. 74). This study aims to provide a comprehensive
analysis of the key drivers behind the evolution of IT auditing and to
conduct a detailed comparative assessment of the COBIT and ITIL
frameworks. By analyzing their respective advantages and
disadvantages, this paper seeks to equip organizations with the
understanding necessary to select and integrate an approach aligned
with their strategic goals.

2. MATERIALS AND METHODS

This study adopts a comprehensive literature review with an
exploratory and descriptive approach as its primary research
methodology. The research design is aimed at synthesizing existing
knowledge to provide a holistic understanding of IT auditing's
evolution and the comparative landscape of IT governance
frameworks. The methodology involved a systematic search and
review of academic and professional literature, including peer-
reviewed journal articles, conference proceedings, authoritative
books, and publications from leading professional bodies such as
ISACA (Weber, 2021, p. 1; ISACA, 2018, p. 1). The gathered
literature was analyzed using thematic analysis to identify recurring
themes, key drivers, and points of convergence and divergence
between COBIT and ITIL. The evolution of IT auditing was traced
by chronologically ordering historical developments (Porter, Simon
& Hatherly, 2014, p. 3; van den Heuvel, 2025, p. 75) and linking
them to underlying catalysts such as technological advances (Azizi
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etal., 2024, p. 1474) and regulatory reforms (Chaney & Kim, 2007,
p. 47). For the comparative assessment, the analysis focused on the
core principles, scope, objectives, strengths, and weaknesses of the
latest iterations—COBIT 2019 and ITIL 4—as documented in the
literature (Sholeh & Pramudya, 2025, p. 76; Pratama & Umaroh,
2024, p. 2).

3. RESULTS AND DISCUSSION

The findings of the literature review indicate that the evolution of
IT auditing represents a dynamic response to a set of interrelated
drivers. First, technological advances have been the most relentless
driver, from the advent of electronic data processing in the 1960s
(Kee, 1993, p. 188) to the contemporary complexities of cloud
computing and Al (Azizi et al., 2024, p. 1476), continuously forcing
auditors to develop new skills. Second, regulatory reforms, most
notably the Sarbanes-Oxley Act (SOX) of 2002, have codified the
importance of internal controls, directly elevating the demand for IT
auditors (Chaney & Kim, 2007, p. 48). Third, professional
associations like ISACA have played a crucial role by publishing
frameworks like COBIT and offering certifications like CISA,
thereby professionalizing the field (van den Heuvel, 2025, p. 80).
Finally, globalization and the pervasive integration of technology
have expanded the scope of IT auditing, requiring the navigation of
complex, technology-dependent environments (Olagunju &
Owolabi, 2021, p. 2255). The comparative assessment of COBIT
and ITIL highlights their distinct yet complementary purposes.
COBIT 2019 is positioned as a comprehensive governance
framework (Tantiono & Legowo, 2020, p. 2799). Its primary
strength lies in linking IT goals with business strategy through a
goals-cascade approach, providing a holistic view of IT governance
with a strong emphasis on performance management, risk
management, and internal controls (Sholeh & Pramudya, 2025, p.
77; Umam et al., 2023, p. 194). However, its comprehensiveness can
be a weakness, as implementation is often complex and resource-
intensive, particularly for smaller organizations. Its focus is
unequivocally on the "what" of governance and control (Sholeh &
Pramudya, 2025, p. 78). Conversely, ITIL 4 is a service management
framework focused on the operational "how." Its primary strength is
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the provision of detailed, practical guidance for IT service
management (ITSM), offering a structured approach to service
strategy, design, transition, operation, and continual improvement
(Ozkan et al., 2020, p.710; Gunawan, Hadiprakoso & Kabetta, 2020,
p. 2). ITIL's focus on operational efficiency, user satisfaction, and
incident management makes it invaluable for day-to-day IT
operations (Ahmed et al., 2023, p. 2). However, its weaknesses
include potential integration challenges with agile methodologies
and the significant time and cultural change required for successful
implementation (Ozkan et al., 2020, p. 715; Mueller & Yin, 2023, p.
3). The findings confirm that the two frameworks are not mutually
exclusive but synergistic: COBIT provides the overarching
governance structure and control objectives, while ITIL provides the
operational best practices to achieve those objectives and deliver
value (Sholeh & Pramudya, 2025, p. 79).

4. CONCLUSION

This study yields several key conclusions. First, the evolution of
IT auditing is a story of continuous adaptation, transforming into a
strategic necessity driven by technological innovation, regulatory
pressure, and economic shifts (van den Heuvel, 2025, p. 82). Second,
IT governance has become indispensable for managing IT-related
risks and maximizing the value of IT investments, linking directly to
improved operational efficiency and organizational accountability
(Roustom et al., 2025, p. 643; Danutirta, Hariadhy & Lubis, 2022, p.
93). Third, the comparative analysis confirms that COBIT and ITIL
are synergistic. COBIT offers a comprehensive, top-down
governance model with a focus on control and business alignment,
while ITIL provides a detailed, bottom-up operational guide for
efficient service delivery (Sholeh & Pramudya, 2025, p. 78; Ahmed
et al., 2023, p. 12). The choice of how to integrate them must be
driven by an organization's specific strategic objectives, size, and
risk appetite. In conclusion, understanding the historical drivers of
IT audit and the distinct yet complementary roles of COBIT and ITIL
is paramount for modern organizations. By leveraging these insights,
organizations can develop a mature IT governance system that not
only mitigates risks and ensures compliance but also harnesses the
full strategic potential of information technology, thereby securing a
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sustainable competitive advantage in an increasingly complex digital
world.

Keywords: Audit evolution, IT Audit, IT Governance, Risk
Management, COBIT
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In the period before 1840 there was little demand for auditing and auditing was limited to the
Before 1840 verification of each transaction, where the concept of sampling or testing was not part of the
auditing procedure.

e A

| Due to the lack of compliance with standards and requirements, it was necessary to develop the .
auditing profession. The approval of the Public Joint Stock Companies Law also stipulated an
1ncrease in the participation of auditors.

h. A

( Focusing on the validation of financial statements, establishing a committee to develop audit )
procedures, defining and graphically displaying internal control, and developing the concepts of
materiality and sampling techniques were among the most important characteristics of this

| period.

The emphasis on risk-based auditing and the introduction of electronic data processing systems
led to the development of electronic data processing auditing as a subdiscipline of internal or
financial auditing. The rapid adoption of technology in auditing, with a focus on risk, was a major
| characteristic of this period.

| IT auditors were the first to deal with systems reviews, and interal auditors began to mncorporate .
electronic data processing info their procedures, leading to the creation of the concept of
"operational auditing "

S A

The establishment of the Committee of Supporting Organizations (COSO), the integration of |
technology into organizations, the emergence of enterprise resource planning (ERP) systems,
and the beginning of IT auditing as an independent field were among the most important
characteristics of this period.

1980-1990

The increasing importance of mnternal controls and IT auditing under the influence of the
Sarbanes-Oxley Act, increasing IT costs due to technological developments, increased attention
to internal control systems, and a closer relationship between executive boards and internal audit
| functions were among the prominent features of this period.

=)
=)
=)
=)
=)
=
=)

The changing way auditors work due to the acceleration of developments in the field of new
technologies, increased attention to the risks arising from technological changes, and the creation
of discussions regarding the jurisdiction of the judiciary in professional associations are among

the prominent characteristics of this period.

kN

2010 to
present

Figurel. The evolution of auditing (Source: van den Heuvel, 2025)
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2000

Introduction of system-based audits
covering general controls and general IT
controls covering IT applications

1999

Since 2015

Development of a common body of

knowledge for technology Integrating advanced data analytics into

the audit process (IT audit)

1973

Initiation of IT auditing as a Since 2020

specialized discipline distinct from

financial statement auditing Move to data-driven audits
focused on AI and deploy
continuous audit methods

¢ @ *— ¢ & —@

| 1970 | | 1980 | | 1950 | | 2000 | | 2010 | | 2020 | | 2030 |

1990-2015

Continuation of system-based Since 2023

audits with ITGC functional

controls and application of IT Financial statement auditors
controls (so-called IT audit) with technical knowledge in
both auditing and IT

Figure 2. Evolution of IT auditing (Source: KPMG, 2023)
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Table 1. Key drivers of the evolution of IT auditing

Key drivers of the evolution of IT

auditing Description

Economic developments, exemplified by
the recovery after the Wall Street Crash of
1929, shifted the focus from fraud
detection to increasing the reliability of
financial statements. The growth of
Economic developments and business entities and the establishment of
financial crises credit institutions and securities markets
created a need for accurate financial
reporting and increased accountability.
Auditors adapted to changing economic
conditions and played a role in
establishing auditing as a profession.

The rapid evolution of technology,
especially in the second half of the 20th
century and beyond, has been a major
driver in the development of IT auditing.
The widespread use of computers, the
advent of electronic data processing
Technological advances (EDP), and subsequent technological
innovations have forced auditors to adapt
their audit methods and procedures to
emerging technologies. The integration of
computers and technology into audit
processes has brought about a significant
change in audit patterns.

Legislative changes, such as the Sarbanes-
Oxley Act (SOx) and its subsequent
regulations, played a significant role in
reshaping IT auditing. The SAX Act’s
emphasis on internal controls over
financial reporting required auditors to
adopt a more comprehensive, risk-based
approach to auditing. Regulatory reforms
highlighted the importance of IT controls
and accountability, leading to the
evolution of IT audit practices.

Regulatory reforms and compliance
requirements

I
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Key drivers of the evolution of IT
auditing

Description

Professional associations and
standardization

Professional organizations such as the
American Institute of Certified Public
Accountants (AICPA) and the Institute of
Internal Auditors (I1AY) have all played a
key role in shaping the development of IT
auditing. Associations such as these have
published frameworks, standards, and
guidelines that provide a structured
approach to IT auditing practices. The
development of certifications such as the
Certified Information Systems Auditor
(CISA?) has helped to professionalize IT
auditing.

Globalization and technological
complexity

The increasing globalization of business
operations and the proliferation of
technology  across  industries  have
expanded the scope and complexity of IT
auditing. Auditors are challenged to
address cross-border regulatory changes
and assess the risks associated with
advanced technologies such as cloud
computing, artificial intelligence, and
blockchain. These developments have
prompted auditors to acquire specialized
IT expertise and adapt audit methods
accordingly.

Changing business environment

The evolving nature of business models,
characterized by digital transformation
and the integration of technology into
every aspect of business operations, has
required a corresponding evolution of IT
auditing. Auditors are required to assess
risks posed by technology-based
processes, data management,
cybersecurity  threats, and privacy
concerns that reflect the changing business
landscape. As a result, the development
and adaptation of IT auditing has been
shaped by a confluence of historical,
technological, regulatory, and
professional factors.

! Institute of Internal Auditors
2 Certified Information Systems Auditor
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Table 2. The most commonly used definitions of IT governance

Researcher's name/Institution
name

Definition

Australian Institute

A system through which current and future IT
applications are directed and controlled, and which
evaluates and guides IT applications in improving
the company.

Jordan & Musson, 2005

It focuses on helping IT systems, performance
management, and risk management operate in
accordance with global IT management standards.
These include (infrastructure  management,
programming project management, information
security management, technology plans and
strategies). The goal is to help companies use their
resources to achieve the required goals.

Information Technology
Infrastructure Library (1TIL,
2003)

How those responsible for leading the company
consider information technology in the process of
monitoring, controlling, and managing the
company, and how the application of information
technology in the company has a decisive impact on
the company's achievement of its vision, mission,
and strategic goals.

Information Technology

It is an integral part of corporate governance and
includes leadership, organizational structures and

Management Institute (ITGl, processes, ensuring that the organization's

2003) information technology supports and enhances the
company's goals and strategies.

It is an integrated set of IT-related practices,

Lan & Bill, 2005 policies, responsibilities, and organizational

structures to support effective decision-making.

Abdul Rahman, 2013

By creating flexibility in information technology,
information systems, structures and operations, it is
an effective tool in the organization, which is seen
as a supervisory capacity to control the installation
and implementation of the IT strategy and is a guide
for the appropriate direction to achieve competitive
advantage for the organization.

Source: Haouam (2020); Al Hila et al. (2017)
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Table 3. Advantages and disadvantages of COBIT 2019

Approach

Benefits

Disadvantages

Comprehensive
approach

It provides a framework that
covers all aspects of IT
governance and
management.

It can be complex and
require significant time
and resources to fully
implement.

Focus on business

It uses a goals-based
approach that links strategic

Effective
implementation requires
a deep understanding of

organizational
performance and
maturity

performance measurement
and maturity for continuous
evaluation and improvement.

goals goals to IT governance. business goals and
strategies.
Measuring Introduces the concept of The measurement and

evaluation process may
require additional time
and resources.

Integration with other
frameworks

It can be integrated with
other frameworks such as
ITIL and ISO 27001,
enabling a structured
approach.

Integration with other
frameworks can be
complex and requires
careful coordination.

Specific guidelines
and instructions

Provides specific guidance
for identifying, assessing and
managing risks.

It may be too detailed
for smaller or less
complex organizations.

Security and
Compliance

Provides specific guidelines
for information security and
regulatory compliance.

Requires more effort to

ensure all security and

compliance guidelines
are properly
implemented.

Principles and best
practices

Emphasizes the use of
principles and best practices
in information technology
management and
governance.

Adapting to principles
and best practices may
require significant
changes to
organizational processes
and culture.

Source: Sholeh & Pramudya (2025)
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