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1. Introduction

The rapid escalation of cyber threats has fundamentally reshaped
the global risk landscape faced by businesses. Cyberattacks now
impose substantial financial, operational, and reputational losses
across virtually all industries. Recent global estimates project that
the annual economic cost of cybercrime will reach approximately
USD 10.5 trillion by 2025, positioning cyber risk among the most
severe global economic threats. Consequently, cyber risk has
consistently ranked as the top concern in global risk outlooks
published by major insurers and reinsurers over recent years. Cyber
insurance has emerged as one of the primary financial risk transfer
mechanisms to manage these risks. However, despite the sharp
increase in cyber exposure, the adoption of cyber insurance remains
uneven and, in many emerging and institutionally constrained
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markets, notably limited. This imbalance between rising cyber risk
and sluggish insurance uptake suggests the presence of deep-rooted
structural and institutional barriers. Iran represents a particularly
salient case of this paradox. Iranian businesses have become
increasingly dependent on digital infrastructures and have
experienced several high-profile cyber incidents, especially in
technology-intensive and critical service sectors. Despite these
developments, the domestic cyber insurance market remains
underdeveloped, with very low penetration rates and limited product
diversity. Although initial attempts to introduce cyber insurance
products date back to the late 2010s, the market has yet to reach
operational maturity. Recent large-scale cyber incidents resulting in
substantial financial losses have further highlighted the gap between
cyber exposure and insurance-based risk transfer.

Importantly, the persistence of this gap indicates that limited
adoption cannot be explained solely by insufficient risk awareness
or lack of demand at the firm level. Rather, cyber insurance adoption
appears to be constrained by a complex system of interacting barriers
related to data availability, underwriting practices, reinsurance
capacity, contractual ambiguity, regulatory alignment, institutional
governance, and behavioral concerns. Understanding these
interdependencies is critical for designing effective policy and
market interventions.

2. MATERIALS AND METHODS

This study adopts an applied mixed-methods research design with
a systems-oriented analytical perspective. In the qualitative phase, a
comprehensive review of academic literature, industry reports,
insurer publications, and regulatory documents was conducted to
identify barriers to cyber insurance adoption. This review resulted in
an initial list of fifteen barriers encompassing contractual, actuarial,
market, behavioral, and institutional dimensions. To validate and
contextualize these barriers for the Iranian market, the Delphi
method was employed. A panel of five experts with strategic-level
experience in the insurance industry and familiarity with
cybersecurity issues was convened. Through two iterative Delphi
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rounds, panelists evaluated the relevance, clarity, and contextual
applicability of each identified barrier. Based on expert feedback,
redundant or marginal factors were eliminated, and the final set of
barriers was refined to ten key dimensions. Notably, two barriers
specific to the Iranian context were emphasized: firms’ concerns
regarding the disclosure of sensitive cyber incident information and
sanctions-induced limitations on access to international reinsurance
and technical expertise. In the quantitative phase, the Decision-
Making Trial and Evaluation Laboratory (DEMATEL) method was
applied to analyze causal relationships among the ten finalized
barriers. Experts provided pairwise evaluations of the degree to
which each barrier influences the others using a five-point scale.
Individual judgment matrices were aggregated and normalized to
construct a total relation matrix. From this matrix, four key
indicators were calculated for each barrier: influence (D),
dependence (R), prominence (D+R), and net causal role (D—R).
These indicators enabled the identification of causal drivers,
dependent factors, and the overall structure of interactions within the
barrier system.

3. RESULTS AND DISCUSSION

The DEMATEL analysis reveals a highly structured and
hierarchical system of barriers to cyber insurance adoption. Among
all factors, the insufficiency and low quality of cyber incident and
loss data emerged as the most prominent barrier, exhibiting the
highest D+R value. This finding indicates that data-related
deficiencies occupy a central position in the system, simultaneously
influencing and being influenced by multiple other barriers. Several
barriers were identified as primary causal drivers with positive D—R
values. These include limited participation of governmental and
security institutions in supporting the cyber insurance market,
inadequate reinsurance capacity, ambiguity in coverage boundaries,
particularly concerning war-related and state-attributed cyber
incidents, regulatory and standards misalignment between insurance
and cybersecurity domains, sanctions-related constraints on
international cooperation, and firms’ concerns over the disclosure of
sensitive technical and organizational information following cyber
incidents. In contrast, barriers such as misalignment between
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insurance coverage design and firms’ cybersecurity architectures,
challenges associated with correlated and cascading cyber losses,
and weaknesses in post-incident services (including incident
response, recovery assistance, and claims handling) were identified
as predominantly downstream and dependent factors. These barriers
materialize at the insurer—insured interface and are largely shaped by
upstream institutional, data, and capacity constraints. The causal
network further highlights reinforcing feedback loops that inhibit
market maturation. For example, weak data infrastructures lead to
conservative underwriting practices, which in turn result in narrow
coverage terms and high premiums. Reduced adoption then limits
data generation, reinforcing the original data scarcity. This systemic
perspective demonstrates that many commonly cited obstacles are
symptoms rather than root causes. Compared to prior studies, the
relatively lower prominence of behavioral biases suggests that, in the
Iranian context, adoption challenges are driven less by managerial
misperceptions and more by structural and institutional constraints.
The findings also underscore the importance of context-specific
factors. Concerns over information disclosure reflect broader
political, legal, and governance considerations, while sanctions
fundamentally shape reinsurance access, pricing dynamics, and
product credibility. These factors should therefore be treated as
integral components of the cyber insurance adoption system.

4. CONCLUSION

By integrating Delphi-based expert consensus with DEMATEL
causal analysis, this study provides a systemic and context-sensitive
understanding of the barriers to cyber insurance adoption in Iran.
The results demonstrate that sluggish adoption is primarily rooted in
upstream data, institutional, regulatory, and reinsurance constraints
rather than isolated firm-level behavior. Addressing these structural
drivers through coordinated policy, regulatory, and market
interventions is essential for fostering a resilient and credible cyber
insurance ecosystem. The study contributes to the literature by
moving beyond linear explanations and highlighting causal
interdependencies among barriers, while also offering actionable
insights for policymakers, regulators, and insurers operating in
institutionally constrained environments. Future research may
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extend this framework by embedding the identified causal structure
into system dynamics models and evaluating alternative policy
scenarios as empirical loss data become more available.

Keywords: Cyber Insurance, Systems Approach, DEMATEL,
Delphi Method
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Step 1
Initial Identification of Barriers: Extraction and refinement of barriers to cyber insurance
adoption through a systematic literature review and qualitative analysis of reputable studies

Step 2
Validation and Localization of Barriers: Verification and refinement of the extracted barriers
using the Delphi method, achieving consensus on the barriers, merging overlapping items,
adding necessary ones, and selecting the final barriers

Step 3
Causal Analysis of Barriers: Examining the influence and dependence of cyber insurance
adoption barriers using expert questionnaires and DEMATEL analysis

Figure 1. Research Process
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Table 1. Extraction of Barriers

References Barriers Code
Cremer et al., 2024; Jain et al., C%\Cegfngaeng:g?p&rgru(zoﬂd R
2025; He et al., 2025 goverr \ L
(especially war exclusion)
Adriko & Nurse, 2024b; Ballestra Adequacy and quality of R
etal., 2024 incident/loss data §
Berdopoulos, 2025; Lefévre et al., Model risk and structural R
2024; Skeoch & loannidis, 2024 instability of loss distributions :
Cremer et al., 2024 Capamty and efficiency of the Re
reinsurance market
Cremer et al., 2024 Insurer—insured information Rs
asymmetry
Puteri etal., 2022§é5CIemente etal, Interdependence and contagion R
of cyber risk 6
Li etal., 2025 Temporal dependencies and R,
structural changes
Bece et al., 2024; Mott etal,, 2023 | CYDersecurity prerequisites | o
(underwriting controls)
Eling & Jung, 2025; Joshi et al., Managerial cognitive biases R
S - 9
2025 (optimism, loss aversion)
. Moral hazard post-purchase
Carannante & Mazzoccoli, 2025 (reduced security efforts) Rio
Adriko & Nurse, 2024a; Schitz et Policy readability and R
. . 11
al., 2023 consumer insurance literacy
Hui et al., 2024; Zhao et al., 2024; Post-incident service quality R
Gbmez et al., 2025 and awareness programs 12
Boonen et al., 2025; Zhao et al., Defense—insurance co-design
2025; Cimbru et al., 2025; Sadeghi (aligning coverage with Ris
& Eskouei, 2021 controls)
Hamid et al., 2025; Woods &
Wolff, 2025; Fattahi Zafarghandi, Alignment of regulations and R
2023 standards 1
. Governance and involvement
Banerjee & Das, 2024 Ris

of security organizations
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Table 2. Final Barriers
Barriers Code

Ambiguity in cyber insurance coverage and exclusions (especially R
war and governmental actions) !
Low quality and insufficient adequacy of cyber incident and loss data R,

Higher premiums and restrictive terms due to limited reinsurance
R4
support

Coverage limitations due to cascading and simultaneous cyberattacks R
across firms e

Weak support and ancillary services of cyber insurance (training, R
incident response, claims handling) 12

Misalignment of cyber insurance coverage with business needs, R
processes, and security architecture B

Low involvement of security and governmental institutions in R
supporting and developing the cyber insurance market 1

Regulatory and standardization constraints and misalignments in R
cyber insurance 1

Firms’ concerns about disclosure of sensitive technical information R
and organizational/governmental consequences of incident reporting 10

Impact of sanctions and restricted access to international technical R
and reinsurance partners on coverage design and credibility o
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Table 3. DEMATEL Indicator Results for Barriers
D-R D+R R D Barriers Code
Low quality and insufficient
1.80 9.20 3.70 5.50 adequacy of cyber incident R,
and loss data

Low involvement of
security and governmental
institutions in supporting Ria
and developing the cyber

insurance market

Higher premiums and
restrictive terms due to R4
limited reinsurance support
Ambiguity in cyber
0.80 8.60 3.90 4.70 insurance coverage and

2.80 8.80 3.00 5.80

1.20 8.80 3.80 5.00

exclusions (especially war Ry
and governmental actions)
1.40 8.20 3.40 4.80 Regulatory and Ris

standardization constraints
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D-R D+R R D Barriers Code
and misalignments in cyber
insurance
Misalignment of cyber
-1.10 8.10 4.60 3.50 insurance coverage with
business needs, processes,
and security architecture
Coverage limitations due to
cascading and simultaneous Rs
cyberattacks across firms
Weak support and ancillary
-1.20 7.60 4.40 3.20 services of cyber insurance
(training, incident response,
claims handling)
Impact of sanctions and
restricted access to
1.70 7.50 2.90 4.60 international technical and
reinsurance partners on
coverage design and
credibility
Firms’ concerns about
disclosure of sensitive
0.80 7.40 3.30 4.10 technical information and
organizational/governmental
consequences of incident
reporting

Ri3

-1.40 8.00 4.70 3.30
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