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1. Introduction

The increasing complexity of IT governance and the rapid
expansion of digital infrastructures have intensified the challenges
faced by IT auditing. IT governance spans decision rights,
accountability structures, risk management, and value delivery,
creating a multifaceted landscape for auditors to evaluate (Weill &
Ross, 2004; Wilkin & Chenhall, 2010). Critical reviews similarly
highlight the heterogeneity of constructs and measures used in IT
governance research, which complicates assessment and comparison
across contexts (Alreemy et al., 2016). At the same time,
stakeholders and regulators demand greater transparency and
communicative clarity—particularly through Key Audit Matters
(KAMSs) disclosures—placing additional pressure on auditors to
synthesize complex technological risks into decision-useful
narratives (IAASB, 2015; Sirois et al., 2018). Traditional audit
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procedures struggle with the volume, velocity, and variety of audit-
relevant data that are generated by enterprise systems, logs, and
governance documentation (Alles et al., 2008; Vasarhelyi & Halper,
1991). These pressures underscore the need for advanced analytical
approaches, including artificial intelligence (Al), machine learning
(ML), and text mining, to enhance audit effectiveness and
responsiveness (Russell & Norvig, 2020; Feldman & Sanger, 2007).

2. MATERIALS AND METHODS

This research adopts a conceptual study approach that develops a
theoretical framework through synthesis of prior literature rather
than empirical testing. The framework integrates two lenses:
Resource Dependence Theory (RDT) and Legitimacy Theory. RDT
posits that organizational survival depends on securing and
managing critical external resources—here, data assets,
computational infrastructure, and analytical capabilities that enable
modern IT auditing (Pfeffer & Salancik, 1978). Legitimacy Theory
emphasizes how transparency, accountability, and conformity with
societal expectations sustain stakeholder approval; explainable,
timely, and decision-useful audit reporting therefore contributes to
perceived legitimacy (Suchman, 1995). Drawing on these
perspectives, we conceptualize Al and text mining as strategic
resources that transform heterogeneous IT governance data into
auditable insights, while simultaneously reinforcing legitimacy
through clearer KAMs, risk narratives, and evidence-backed
recommendations (ISACA, 2019; IFAC, 2016).

3. RESULTS AND DISCUSSION

The study’s primary outcome is an eight-layer model that
organizes Al-enabled IT governance auditing into a coherent stack.
From bottom to top, the stack comprises: Infrastructure, Data,
Application, Preprocessing, AI/ML Analytics, Audit Reporting,
Governance, and a cross-cutting Security layer. The Infrastructure
layer provides computing, storage, and networking capabilities
required for scalable audit analytics. The Data layer aggregates
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structured and unstructured sources, including system logs, IT
governance policies, and prior audit reports—treated as critical
resources in line with RDT (Alles et al., 2008; Weill & Ross, 2004).
The Application layer retrieves and organizes audit-relevant
information via connectors, APIs, and log collectors, reducing
manual effort and latency in evidence gathering (Janvrin et al.,
2012). Preprocessing then performs cleaning, normalization, and
NLP-oriented structuring to produce analysis-ready corpora and
datasets (Feldman & Sanger, 2007). The AI/ML Analytics layer
applies supervised and unsupervised learning to classify control
weaknesses, cluster incident patterns, and detect anomalies;
reinforcement and prescriptive approaches support continuous
monitoring and recommendation of corrective actions (Russell &
Norvig, 2020; Zhang et al., 2022). lllustrative applications include
anomaly detection for suspected fraud, cyber-risk scoring based on
log anomalies, and automated extraction of KAMs from narrative
disclosures (Stoel & Muhanna, 2011; Sirois et al., 2018; Kuster et
al., 2023). The Audit Reporting layer translates analytical outputs
into explainable dashboards and recommendations that improve
communicative value; the Governance layer leverages these outputs
to inform oversight, policy, and strategic alignment (Power, 1997;
ISACA, 2019). Security operates vertically across all layers,
enforcing confidentiality, integrity, and availability and thereby
strengthening organizational legitimacy (Suchman, 1995). Overall,
the model addresses core pain points identified in the literature—
data heterogeneity, time-intensive evidence collection, and limited
visibility into complex IT risks—by positioning Al as both a
resource and a legitimacy-enhancing mechanism (Pfeffer &
Salancik, 1978; Sirois et al., 2018).

4. CONCLUSION

This conceptual framework demonstrates how text mining and Al
can be systematically integrated into IT governance auditing to
increase transparency, reduce uncertainty, and create value. The
eight-layer model connects resources (infrastructure, data, analytics)
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with outcomes (explainable reporting and governance action),
aligning with Resource Dependence Theory while meeting
expectations for credible disclosure consistent with Legitimacy
Theory (Pfeffer & Salancik, 1978; Suchman, 1995). Practically, the
framework offers auditors and governance bodies a roadmap for
deploying Al-enabled tooling—from automated retrieval and
preprocessing to anomaly detection and KAM extraction—within
established standards and guidance (IAASB, 2015; IFAC, 2016;
ISACA, 2019). Future research should empirically evaluate the
model across industries, benchmark algorithmic performance for
audit tasks, and investigate communication effects of Al-generated
KAMs on stakeholder understanding and trust (Sirois et al., 2018).

Keywords: IT Governance; IT Audit; Artificial Intelligence; Text
Mining; Resource Dependence Theory; Legitimacy Theory; Audit
Transparency
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