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1. Introduction
In the modern digital economy, organizations rely on
technologies such as artificial intelligence, automation, cloud
computing, cybersecurity, and analytics to enhance competitiveness
(Varshney, 2023, p. 2). Despite their diversity, these technologies
share a common foundation: data, a strategic asset that drives
operational and strategic decision-making (Tallon et al., 2013, p.
153). The growing importance of data has elevated the role of data
governance, which ensures its proper management, security, and
utilization (Khatri & Brown, 2010, p. 148; Weber et al., 2009, p. 15).
Data governance represents the exercise of authority and
accountability through policies and standards governing data quality,
availability, and security (Otto, 2011, p. 47; Cheong & Chang, 2007,
p. 1002). Yet, many firms lack formal governance frameworks
despite recognizing data as a strategic resource (Pierce et al., 2008,
p. 15). Scholars increasingly view governance not only as
compliance but as a driver of digital innovation (Davidson et al.,

! https://doi.org/10.22034/JISTA. 2025.503163.1002

! Presented Paper on the 2" Congress of IT Audit and Digital Trust

2 Ph.D. Student in Accounting, Faculty of Accounting and Financial Sciences, University of Tehran,
Tehran, Iran. (corresponding author). Email: atena.khazen@ut.ac.ir



https://doi.org/10.22034/JISTA.%202025.503163.1002

63 JISTA, Vol. 1, No. 2, Autumn & Winter 2025 - 2026

2023, p. 3; Vial, 2023, p. 14). In this context, Information
Technology (IT) auditing reinforces data governance by evaluating
system reliability, security, and compliance, thereby strengthening
accountability and trust (Gantz, 2014, p. 88; Rabii et al., 2023, p.
542).

2. MATERIALS AND METHODS

This research adopts a systematic literature review and
conceptual synthesis methodology. Drawing upon recent studies
published between 2007 and 2024, academic and professional
literature were analyzed to construct a comprehensive model linking
data governance principles and IT auditing practices. Major sources
include high-impact journals such as Information & Organization,
Communications of the ACM, and IEEE Access, as well as key works
by Khatri and Brown (2010), Otto (2011), Weber et al. (2009), and
more recent contributions by Davidson et al. (2023), Bourgeois
(2024), and Rabii et al. (2023).

The literature was systematically categorized into three major
themes:

1. Foundations and definitions of data governance, including its

structure, principles, and decision rights.

2. Operational dimensions of data governance, including
metadata management, data quality, access control, and
lifecycle management.

3. Auditing and accountability mechanisms, focusing on the
role of IT audit in evaluating governance effectiveness, data
quality assurance, and regulatory compliance.

To synthesize findings, the review followed the guidelines of the
PRISMA approach (Preferred Reporting Items for Systematic
Reviews and Meta-Analyses). Articles were screened based on
relevance to data governance frameworks, empirical focus on
governance implementation, and inclusion of auditing or compliance
dimensions. In total, 47 academic and professional sources were
analyzed to construct the conceptual relationships presented in the
results.
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3. RESULTS AND DISCUSSION
Dimensions of Data Governance

Data governance encompasses multiple interrelated domains that
guide decision-making, accountability, and data management across
the enterprise. According to Khatri and Brown (2010), five decision
domains constitute the foundation of data governance: master data,
data quality, metadata, data lifecycle, and data access. These
dimensions collectively ensure that data assets are standardized,
accurate, and aligned with organizational objectives.

1. Master data principles: Establish organizational standards

and define ownership of key data elements across
departments.

Data quality: Encompasses dimensions such as accuracy,
completeness, timeliness, and reliability, with clearly defined
metrics and accountability structures.

Metadata management: Enables contextual understanding
and traceability of data, ensuring interoperability across
systems.

Data access: Regulates who can use specific data under what
conditions, balancing confidentiality and usability.

Data lifecycle management: Covers the creation, storage,
use, archiving, and deletion of data, ensuring compliance
with retention laws and cost optimization.

Strategic Approaches to Governance
Organizations can adopt either defensive or offensive approaches
to data governance.

The defensive approach emphasizes regulatory compliance,
data protection, privacy, and risk mitigation. It aligns closely
with industry-specific regulations such as GDPR, HIPAA,
and ISO 27001.

The offensive approach focuses on leveraging high-quality,
governed data to drive innovation, data monetization, and
decision-making agility.

A balanced strategy requires harmonizing these two paradigms,
protecting data assets while simultaneously enabling data-driven
value creation.
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The Role of IT Auditing

IT auditing serves as a critical oversight mechanism within data
governance frameworks. It ensures adherence to governance
policies, evaluates the effectiveness of data management controls,
and identifies areas for improvement. According to Rabii et al.
(2023), IT auditing contributes to data governance in five primary
ways:

1. Compliance Assessment: Evaluates conformity with legal
and regulatory requirements governing data handling and
privacy.

2. Security Auditing: Identifies vulnerabilities in data storage,
transmission, and access control systems.

3. Process Evaluation: Reviews the efficiency of data
management workflows from collection to archiving.

4. Data Quality Assurance: Validates the accuracy,
completeness, and consistency of data across platforms.

5. Awareness and Training: Enhances employee understanding
of data policies and promotes a culture of accountability.

These auditing activities not only safeguard organizational data

but also reinforce the ethical and transparent use of information,
fostering trust among stakeholders.

Practical and Research Implications

The reviewed literature highlights several emerging challenges
and research opportunities. One key issue is the trade-off between
data protection and digital innovation. Organizations often fear that
strict governance may stifle creativity and agility. To address this,
recent frameworks propose hybrid governance models that integrate
structural mechanisms (policies, roles, and access rights), procedural
mechanisms  (data stewardship, workflows, and quality
management), and relational mechanisms (training, culture, and
interdepartmental collaboration).

Moreover, the integration of advanced technologies; such as
blockchain, artificial intelligence, and robotic process automation
(RPA), into audit and governance functions is transforming how data
integrity and compliance are ensured. Studies (Han et al., 2023;
Huang & Vasarhelyi, 2019) show that automated auditing enhances
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transparency, reduces human error, and enables real-time monitoring
of data usage.

However, successful implementation requires overcoming
barriers such as lack of executive sponsorship, fragmented data
ownership, and insufficient technological infrastructure. Effective
governance must therefore be context-sensitive, reflecting
organizational culture, data maturity, and industry-specific needs.
Ultimately, the synergy between data governance and IT auditing
forms the backbone of modern organizational accountability,
enabling firms to derive value from data while maintaining ethical
and legal integrity.

4. CONCLUSION

This study emphasizes that data governance is not merely a
technical framework but a strategic, organizational, and ethical
imperative. It provides the foundation for reliable, compliant, and
value-generating use of data across business functions. Effective
governance frameworks define clear roles, responsibilities, and
decision rights; promote collaboration among data stewards, IT
professionals, and business users; and ensure alignment with
regulatory and ethical standards.

Meanwhile, IT auditing acts as an enabler and validator of
governance practices. Through continuous assessment, risk
evaluation, and performance measurement, IT audits ensure that data
policies are not only designed but also effectively implemented. The
integration of IT audit perspectives into data governance enhances
organizational resilience against cyber threats, data breaches, and
compliance risks, while promoting a culture of evidence-based
management.

In conclusion, the interplay between data governance and IT
auditing represents a holistic approach to managing digital assets in
an era defined by data complexity and technological disruption. By
embedding governance and auditing into their core operations,
organizations can achieve trustworthy data ecosystems; balancing
protection and innovation, compliance and agility, and risk control
with opportunity creation. Future research should explore
quantitative metrics for measuring governance effectiveness, the
impact of Al-enabled audits on governance maturity, and the
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evolution of ethical frameworks governing algorithmic decision-
making.

Keywords: Data, Data Governance, Information Technology
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Table 2. Practical Perspectives on Data Governance Research Topics

Theme 1
Embracing Theme 2
data Enacting data F-I; gtranmdeafa Theme 4
governance governance From systems
without through governance to data
F " to governing -
compromising repertoires of data to services
digital mechanisms
innovation
Organizations Data governance | Data Many
often frameworks are governance is | organizations
emphasize data | presented as often viewed | still conceive
protection at generic as series data as
the programs, but of assets “at
expense of the mechanisms rest” in
data-driven enactment of implemented | systems.
value creation. | data in Being able to
Practi This governance organizations, | innovate with
ractical -
isslie leads to varies at the datg
perceptions widely across expense of while
that data organizations understanding | protecting
governance and the data
hinders rather contexts. | process of requires
than governing engaging
enables digital data. | with
innovation the nature of
data as
assets in flux.
L. vial
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Theme 1
Embracing Theme 2
data Enacting data F-l; Z?nmja:tga Theme 4
governance governance From systems
; governance
without through o governing to data
compromising repertoires of data to services
digital mechanisms
innovation
Data The duality of The design of | Organization
governance data data s
aims governance, governance traditionally
at leveraging coupled only adopt a
data to with its provides a view of data
create value contingent partial based on
while nature, require account of the existence
ensuring its different data of
protection; combinations of | governance in | physical
maintaining a mechanisms to an and/or
balance protect data organization; | functional
between these | while the silos.
Relevance | two fostering digital instantiation Databased
seemingly innovation. of this digital
contradictory design in innovation
objectives is practice is requires the
challenging. important to removal of
understand those silos,
how an or at least the
organization ability
protects for data to
and leverages | seamlessly
data for across those
digital silos.
innovation.
Structural Accounting for Data Current
mechanisms the governance trends
(e.g., security relative mechanisms emphasize
and contributions are the
access policies) | of each type of traditionally importance of
are governance planned services
traditionally mechanisms to but studying to enable
Relevance of | perceived the their data-based
data as restrictive, achievement of enactment in digital
governance | while the both practice innovation.
mechanisms | potential for objectives of is important The
procedural data to provision of
mechanisms governance is understand those
(e.g., data important to their services
dictionaries, uncover contributions | relies on
data and understand to the structural,
patterns of procedural,

structural,

and relational
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Theme 1
Embracing Theme 2
data Enacting data F-I; E;mc?a?a Theme 4
governance governance From systems
without through governance to data
o " to governing -
compromising repertoires of data to services
digital mechanisms
innovation
lineage procedure, and dual mechanisms
facilities) as relational data objectives of | (e.g.,
well governance data dynamic
as relational mechanisms governance access
mechanisms (e.g., quotas,
(e.0., employee best
employee coaching—a practices)
coaching) to relational that
balance the mechanism— | depart
dual may significantly
objectives of foster better from the
data alignment more
governance with traditional
remains policies and view of IT
understudied guidelines governance
that exist as based on
structural the existence
mechanisms). | of
physical IT
artifacts.
Implement data | Build data Consider Implement
governance governance implementing | digital
mechanisms profiles to help data services
that are an governance embedding
designed with organization mechanisms procedural
the determine how it | inan mechanisms
explicit goal of | fares based on its | iterative (e.g., via
balancing data | own manner, APIs) that are
Potential p_ro_tection and | objectives, but within the co_nsistent
. digital also to context of with data
practical . . . .
solution innovation compare itself to gja_tq-d_rlven governance
(e.g., when other initiatives requirements
defining the organizations to ensure that | for the
roles and for those organization
responsibilities | benchmarking mechanisms
of data purposes are
stewards). quickly
evaluated and
adjusted if
needed
How IS Research can Research can Like strategy, | Research
research can | draw help to data provides the
help attention to the | develop a governance
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Theme 1
Embracing Theme 2
data Enacting data F-l; Z?nmja:tga Theme 4
governance governance From systems
; governance
without through o governing to data
compromising repertoires of data to services
digital mechanisms
innovation
possibility to conceptualizatio | incorporates conceptual
espouse n of both scaffolding
the two data governance | planned and and the
objectives of as emergent empirical
data repertoires of components, evidence
governance as | mechanisms that | calling supporting an
paradoxical, form for approach to
fostering configurations approaches governing
the that that data based on

implementatio
n of

contribute to the
achievement of

are closer to
the

the
provision and

mechanisms organizational practice of the
(e.g., data outcomes governing orchestration
stewards) that data and its of digital
can help impact on services.
to reconcile everyday
both work.
objectives
Paradoxes and | Taxonomies Practice Orchestration
tensions; (Nickerson, perspective (e.q.,
Paradoxical Varshney, (e.g., Maruping &
thinking & Muntermann, | Jarzabkowski, | Matook,
(e.g., Gaim, 2013; L, 2020);
Wahlin, Oberl ander, & Feldman, Servitization
Pina e Cunha, R"oglinger, & 2012; (e.q.,
& Clegg, Rosemann, Peppard, Schuritz,
2018; Lewis, 2021); Galliers, & Seebacher,
2000; Typologies (e.g., | Thorogood, Satzger, &
Potential Poole & Van Doty_ 2014); ) Schwarz,
conceptual (igg\slaer:), chllck, 1994; Ostt(:enswe_and 2017)
- ; Putnam, regor, performative
foundation(s) Fairhurst, & 2006) aspects
Banghart, of
2016; Quinn & organizationa
Cameron, |
1988) elements
(e.g., Latour,
1986) and
routines
(e.g, Feldman
&
Pentland,
2003);
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